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2.1. Biometrics
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2.2. Other techniques

2 =74 EFSk=  other  techniques>Z
behavior-based profiling 7]&& #4319, o] &
3l 7] ZE location-based ¢1%7]%, application

usage S ©]-43k Q1Z7]%o] AFE I 9r).
II. Biometric 7|t CA J|&

o] AollA= CAell AF8-E]= behavioral biometrics,
physiological biometrics 7|%ol] g & AFE
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3.1. Behavioral biometrics
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3.1.1. Touch dynamics-based

Touch dynamics 7|0t Q15 7]&2 ~HEEES] B4
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(% 1) Touch dynamics-based 7|& Z1} 2

ek (AER: Average Error Rate).

Study Classifier # Features Performance (%)
Frank 5] SVM, kNN 27 EER: 0.0-4.0
Zhang 5{6] Sparsity-based classifiers 27 EER: 0.77
Li 7] SVM 10 EER: 3.0
Feng 58] Random Forset, J48 tree, Bayes’ net 53 FAR: 7.5, FRR: 8.0
Zhao 5{9] L1 distance 100 x 150 image EER: 6.3-154
Meng 5{10] Classifier 57 A& 9 AER: 5.01-10.09

feature vectorS F&3}1, FE% features ©]-4-3}]
5710l E#o]dste] 155 gt} Touch dynamics
.g_ o] g Al AFEAFe] E]x| o]WlE: single touche}
multiple touch F 71X 2 B-57-3}o] FE38c}, Alg=17)
AufEXS /\]_.9_61— uq] 7]17(—1 o) zl—% 5:7]_ 3} 7H

Rl T

o

o] &-3l= A2 o] 83} single touch oW ES %5
of ARl Q1SS FEEhe dFEe] A=k
[51[6][7].

Single touch& $]3 AH8-¥ feature?] 75 HE
10~2770 A& AR5 glch
et AlA] dubAEQl Aol AntEES AN
o W ARSAEe] 7 A oo &R ANl
73571 2rl(ell: zoom in, zoom out). WA & o] o
vl el AbsRS- w23 multi touch 7]HF CA A] &0
gk A7 A= e8]
Zhao S[9] & ElX| A=A 7)5& o] &3l=
A& #3ic} Edolyd H EA14 touch dynamics
2] £ NS 9 A& fAls)
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Meng S[10] costE glsle] ARzl EHA
WAt s7he] dwkAal
classifier(Decision Tree, Naive Bayes, Radial Basis
Function Network, Back Propagation Neural Network,
SVM)E o]-g-sto] Alokdl whie] AeS H7islisich
609 AFA|IAE gatorw A3
error rate”} 5.01~10.09%%t}.

Touch dynamics& ©]83F Q5 7|&S A=} %13}

behavioral feature=

Z3} average

Hel 7142 g QZA ko] whe HolA e A4 ~
g Hew o b 2L vk A

% glet.
3.1.2. Keystroke dynamics-based

Keystroke dynamics= RH}d 717] AMAME A4

Aoz QFsed  dy  AgEHeE  Ue=
cost-effectived}al 7} ZEo] Q& vt Aol gl

t}. Keystroke dynamics 714} Q15 7|9 A= [&
2]ell A2lsdl. Keystroke dynamicsE ©]8-3F 4l
712 el dRlel| wlel ARALE Al ot
27 AHEE featuresES TR 11

* Keypress frequency: 7] 727] o]yl EQ] HI=E A
Ak,

* Key release frequency: 7| 3|A|3}= ol E<] ¥l
=& AKXk

* Latency and hold time: Press to Press(7]¢} 7|5
2 Alo]e] A7), Press to Release(7]& T2 8

Alsk= Atele] AlZd) oWl ES] HE-5 AXL
* Finger’s pressure: E]*| =218 W] St 713
A= &7k b,
* Press area of finger size: A}-8-2}2] <=712ho] B2~
e ASH = 49,
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(# 2) Keystroke dynamics-based 7|&

Z1l Q9F (AER: Average Error Rate).

Study Classifier # Participants Performance (%)
Zahid 5{13] PSO-GA Fuzzy 25 AER: 2
Urtiga 5[14] Distance 15 FAR: 12.97, FRR: 2.25
Giuffrida 5{16] kNN 20 EER: 0.08
Anusas-amornkul5{17] SVM 5 EER: 5.1
* Error rate: 3¢ & AHAISE 3419 AMRIES Keystroke dynamicsE ©]-43+ Q1F7]4S W
14k Ak Ao Qe vleR AAuge] Aid 5 gl
Fas] vk o] AW he3 e A =

wkel 717] AR 5% 918 2 Tk oks
wkal 7]k keystroke dynamics®] AH-3h= o5
o] AloH12]=1% Zahid S{13]< keystroke
dynamics7} ~PHEE /‘PQ—X}~ Alsted A 5
eSS o] F 94 E}"h" 2 EE ALEAL
257 9] keystroke dynamics H|o|E gk H 4
ek 6718 1= 4 9= keystroke dynamics
feature = A3 1, fuzzy classifierell 2gsicl= 7S
HojF} ~ntEFES] A 22 keystroke dynamics 7]HF
PIN 7% =S AlFsta AgZa) Ake /‘]’\E -
average error rate®| 2%tk AMHEAL A= E ¢l
el Ao Bilset el WA 21ele
Al AL 1S o 715 SRt e 28
AlZbe A A feature® AHES= A77E Al
th14]. FEel= tzdag o]gsle] A A
FARS 12.97%, FRR-E 2.25%% 24 3ch

keystroke® ©]-8-8 Q1% 7|€2 ALEE AT
7] A 2vbEEe AR AAE o] 83 A7t Al
=) el 16][17].

Giuffrida $[16] A5 o]4-3F Akl keystroke
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(2 3) Face-based 7|& ZI}
Acceptance Rate)

22 (RR: Recognition Rate, TAR: True Acceptance Rate, FAR: False

Study Techniques Features Performance (%)
Fathy ${18] Classifier 971 A-§- mouth, two eyes, nose RR: 95
Crouse 5[19] SVM Biologically inspired model TAR: 40-50
(FAR: 0.1 =)
Samangouei “520] Binary attribute Four types EER: 13-30

HAAR classifier

Tsai 5{21]

48 x 48 image Accuracy: 86.88

(£ 4) Finger-based 7|& Z3} 29

Study Techniques

Features Performance (%)

Buduru £{22] SVM, kNN

Fingerprint image Accuracy: 95

Ehatisham-ul-haq 5{23] Boosted classifier

Fingerprint image Accuracy: 86.866
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AFAAR e F oM AT AXIES o] 4}
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Tsai 51211 €& 2145 $13} interactive artificial
bee colony optimization ¥318]&E o] 88k TS A
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o 86.88%7H4] & < itk AF AL o] &
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3.2.2. Finger-based

AH8-219] finger gesture WA= AEQ1A] 55 o] &3t
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Markov A AHEA 747 MDP)& A3k CA 7
o} finger gesture 915 7]%-& Aokl kAl o
A5 Az Ak WAl Ede]d & 2
Ak v me] e} s v wol An|skA ®ch
o] gith. A= [F 4] Lof=o] glrt
Ehatisham-ul-haq 5{23]-> 1% 7]4F A=A <14
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4.1. Behavior-based profiling

Behavior-based profiling 7]%-2 ArtEE A2l

Abgahs ohEelsloldolt Anls & ol gate] Abg:

A5 At AE S0l AR el EE]|A o)A A
Helg 0—4?3, 717t Zob mUEFelA] AFex} Zzslel
= AT F AREARe] "A el Ee Aol ARE- ARl
v gk}, wkek Abgah Axpz) Algeh gy zje] X
U AR EE AMSSta Qlvkal gdE 4 gl
£ oA e EA LR ARG AR AR AREALY
X of] whe} 9128 4233} location-based Q1= 7|&

3 o Fej Aol ARl ol e} A& 433k app
usage Q1% 7|Eel 3t 7|E Aol oisl] AH e
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4.1.2. Application usageE 0

AREAE] o AMS- RS o] & QS Ve AT
[3E 5]0lA] & &= glRo] 7]l & UedAl datasets ©]
43 ATl

Li S{26] MIT Reality do]e]Al& o]&3lo] o}
A ' 7k QS 7)es ATsksdoh o AR
o] 67§ wf 148 &3F AREAFY] &l 3 54
2yt 7|9E AHEsl o, 23 EER-S 13.5%%1th
w3t A7 f AR dlolElE o] 43 A= A=}

[&

[24]. 27 _Ffil 78F 571, 22 Zeapoly 7y U A%

AL A A% F1%0) PeA S wolE T W@ 350 2TE AR AHEAe] A o AL
Z4] Alawami 52512 Aellx] Al Algapuk-s- o gt A3}= EER 9.8%%ith
2R A Qg Al Zre PR AL ZRE A} Neal 5{28]<> UND data (200) H|o]E]A-& o]§-3}
gabe] AT 4 Qi A Felem) el A Aea dEh QR B G AE HelEE olewr A
9] &2|d EAE EASE fine-grained® 913 7|8k 79.8%°] ¥4 recognition rate (RR)E EHTh
91z A|~ElS Aottt AnEE o ZajA o] e A Mahbub 5{29]> UMDAA-02¢} Securacy H|o]E{4l-&
A dlolel e 2Aalc). Ad Axk A6 7 o]4-3l5irh Securacy GlolEIAME o] &3E w A
9] QA8 work cubicles T3 4 3%tk SVM EER®] 16.16%%{}
classifiers ©]-83F A3} 98.37%2] AFLE IS5 & o Ze] A0S o] &3t QlEr]%9] AL k3

zr},
(£ 5) Behavior-based profiling 7% Zn} ¢t
Study Behavior Dataset Classifier Perfo(lg/n;ance
0
Alawami%m] Location information | Collected by authors | SVM ggc;racyi
Li %[26] Application usage MIT Reality Neural net EER: 13.5
Li %[2’] Historical usage data | MIT Reality Neural net EER: 9.8
Neal 52¥ Application usage UND dataset (200) Nearest Neighbor | RR: 79.8
= (29) L UMDAA-02 dataset, | Marginally Mean EER:

Mahbub -5 Application usage Securacy dataset smoothed HMM 16.16




AR R 53187 (2020. 10) 67
« YA fEeA S AR 7] 5] dAAE S 1, 2013.
Zzlofol AT whgk 0] AFEE A& 5 9l [6] H. Zhang, V. M. Patel, M. E. Fathy, and R.
w3l o Ze|Alo] A S AFE-EE HElo] WA AU A2 Chellappa, “Touch gesture-based active user au-
& ol ZFgAolde] Sl Al A xS At thentication using dictionaries,” In Proceedings of
WA = 9lg Aol IEEE  Winter Conference Applications of

Computer Vision, 2015.

V.8 B [71 L. Li, X. Zhao, and G. Xue, “Unobservable re-

B ERAAE AvtEEAN SRS AsHow

—
—
—_

% % gl CAZI4 HE AT F3el oha) 2o}
R UNAR ARt

XHWI AF-Zo] AHg 2
Atk A2

5 Asdet mekA f‘}-%rfﬂl% AL AT
O

o |

Ik
I.

Ao
rat

K. Niinuma, U. Park, AK. Jain, “Soft Biometric
Traits for Continuous User Authentication,” [EEE
Transactions on Information Forensics and
Security, vol. 5, no. 4, 2010.

A. Al Abdulwahid, N. Clarke, I. Stengel, S.
Furnell, and C. Reich, “Continuous and trans-
parent multimodal authentication: Reviewing the
state of the art,” Cluster Computing, vol. 19, no.
1, Mar. 2016.

T. J. Neal and D. L. Woodard, “Surveying bio-
metric authentication for mobile device security,”
Journal of Pattern Recognition Research, vol. 1,
pp. 74 - 110, 2016.

D. Crouse, H. Han, D. Chandra, B. Barbello, and
A. K. Jain, “Continuous authentication of mobile
user: Fusion of face image and inertial measure-
ment unit data,” In Proceedings of International
Conference on Biometrics, 2015.

M. Frank, R. Biedert, E. Ma, 1. Martinovic, and
D. Song, “Touchalytics: On the applicability of
touchscreen input as a behavioral biometric for
continuous authentication,” [EEE Transactions

on Information Forensics and Security, vol. 8, no.

(10]

[11]

[12]

[13]

authentication for smart phones,”
of 20th Network and Distributed System Security

In Proceedings

Symposium, 2014.

T. Feng, Z. Liu, K. A. Kwon, W. Shi, B.
Carbunar, Y. Jiang, and N. Nguyen, “Continuous
Mobile
Gestures,” In Proceedings of IEEE Conference on
Technologies for Homeland Security, 2012.

X. Zhao, T. Feng, W. Shi, and 1. Kakadiaris,
“Mobile User Authentication Using Statistical

Authentication using  Touchscreen

Touch Dynamics Images,” IEEE Transactions on
Information Forensics and Security, vol. 9, no.
11, 2014.

W. Meng, W. Li, and D.S. Wong, “Enhancing
touch behavioral authentication via costbased in-
mechanism on

telligent smartphones,”

Multimedia Tools and Applications, vol. 77,
2018.

M. Abuhamad, A. Abusnaina, D. Nyang, and D.
Mohaisen,

“Sensor-based Continuous

Authentication of Smartphones’ Users Using
Behavioral Biometrics: A Contemporary Survey,”
IEEE Transactions on Internet of Things Journal,
2020.

T. Y. Chang, C. J. Tsai, and J. H. Lin, “A graph-
ical-based password keystroke dynamic authenti-
cation system for touch screen handheld mobile
devices,” Journal of Systems and Software, vol.
85, no. 5, 2012.

S. Zahid, M. Shahzad, S. A. Khayam, and M.
Farooq, “Keystroke-based User Identification on
Smart Phones,” In Proceedings of International
Workshop on Recent advances in intrusion de-

tection, 2009.



68

2uEE 7|9k Continuous Authentication 714 =3k

[14]

[15]

[16]

[17]

(18]

[22]

E. V. C. Uriga and E. D. Moreno,
“Keystroke-based biometric authentication in mo-
bile devices,” IEEE Latin America Transactions,
vol. 9, no. 3, 2011.

N. Kumar, A. Berg, P. Belhumeur, and S. Nayar,
“Describable visual attributes for face verification
and image search,” IEEE Transactions on Pattern
Analysis and Machine Intelligence, vol. 33, no.
10, 2011.

C. Giuffrida, K. Majdanik, M. Conti, and H. Bos,
“I sensed it was you: authenticating mobile users
with sensor-enhanced keystroke dynamics,” In
Proceedings of International Conference on
Detection of Intrusions and Malware, and
Vulnerability Assessment, 2014.

T. Anusas-amornkul, “Strengthening password
authentication using keystroke dynamics and
smartphone sensors,” In Proceedings of ACM
International ~ Conference  on  Information
Communication and Management, 2019.

M. E. Fathy, V. M. Patel, and R. Chellappa,
“Face-based active authentication on mobile de-
vices,” In Proceedings of IEEE International
Conference on Acoustics, Speech and Signal
Processing, 2015.

D. Crouse, H. Han, D. Chandra, B. Barbello, and
A. K. Jain, “Continuous authentication of mobile
user: Fusion of face image and inertial measure-
ment unit data,” In Proceedings of International
Conference on Biometrics, 2015.

P. Samangouei, V. M. Patel, and R. Chellappa,
“Attribute-based continuous user authentication
on mobile devices,” In Proceedings of IEEE
International Conference on Biometrics Theory,
Applications and Systems, 2015.

P.W. Tsai, M.K. Khan, J.S. Pan, and B.Y. Liao,
“Interactive Artificial Bee Colony Supported
Continuous
IEEE Systems Journal, vol. 8, no. 2, 2014.
A.B. Buduru and S.S. Yau, “An effective ap-

proach to continuous user authentication for touch

Passive Authentication System”,

screen smart devices,” In Proceedings of IEEE

(24]

[26]

[29]

International Conference on Software Quality,
Reliability and Security, 2015.

M. Ehatisham-ul-haq, M.A. Azam, U. Naeem,
and J. Loo, “Continuous authentication of smart-
phone users based on activity pattern recognition
using passive mobile sensing,” Journal of
Network and Computer Applications, vol. 109,
no. C, 2018.

F. Zhang, A. Kondoro, S. Mulftic,
“Location-based authentication and authorization
using smart phones,” In Proceedings of IEEE
International Conference on Trust, Security and
Privacy in Computing and Communications,
2012.

M. A. Alawami, H. Kim, “LocAuth: A
fine-grained indoor location-based authentication
system using wireless networks characteristics,”
Computers & Security, vol. 89, 2020.

F. Li, N. Clarke, M. Papadaki, and P. Dowland,
“Behaviour profiling for transparent authentica-
tion for mobile devices,” In Proceedings of
European Conference on Information Warfare
and Security, 2011.

F. Li, N. Clarke, M. Papadaki, and P. Dowland,
“Active authentication for mobile devices utilis-
ing behaviour profiling,” International Journal of
Information Security, vol. 13, no. 3, 2014.

T. Neal, D. Woodard, and A. Striegel, “Mobile
device application, Bluetooth, and Wi-Fi usage
data as behavioral biometric traits,” In
Proceedings of IEEE International Conference on
Biometrics Theory, Applications and Systems,
2015.

U. Mahbub, J. Komulainen, D. Ferreira, R.
Chellappa, “Continuous authentication of smart-
phones based on application usage,” I[EEE
and

on Biometrics, Behavior,

Identity Science, vol. 1, no. 3, 2019.

Transactions



AH B 53|17 (2020. 10) 69

(M X290

% & 3 (Geumhwan Cho)

20119 29 : AFdheta AuEAl KAk
2aby} A} 2001 29 : KAIST HA3F¢ 33k}
20134 29 : A8 efata e A2t
&3} A} , 2012 249 : University of Cambridge
20201 89 : AN e ArElE et wpat
Zat3} ubat 201340 39~FA A g AR 7|35 s
2020 99~ A : AFRrsta 4 AL

HEAYE vhalsel 79l <FHleol> HokEsl, A 57

<FHA]F-ol> Usable security, AUML security, HH X%, &
whel ®k





