HqHHEH S S 3 K
M 29 3 mM1=. 2019. 2

x]-Ek EA

¥a
[—
—

Hb A4 2E3 FF

Al

e

(@] o
a3

ol
T AEFRAE, A7 E T A8 ekl wiel, diFEs o2l 7hA] Ateln] Hak 3ol WSy $17
Hel 7)go] B3] odF A A Folw, A REI S deAE FEe] #his] FAl Folr) B =i ITU-T
SG17 AR R T %538 7|72 ITS(Intelligent Transport S stem) KBl A utollA] A= gl EE3 A 43 A
2018 8¢ 3]9of|x] AR A=E EE3) A HE-S gk
I.M 2 3} AAE 2k
2T 2] A 24 Ve RA ABEAl Ve 2.1. ITU-T SG170Mo] EZ3} &=
o] g3t A& glom, AF FAl g o)+ 9]
Abolu] Mok Abar WhA] S 913F A A Y ekt & Q13°] ¥Z3} Hop xeFEAI WAl Holol Faky]
T3 &l AE I SIvk[1,2,3,4]. 58], AT L 7o) ole}, A EA Ao EAS Zaela,
ol 4] kel AAE Ed $AFHE AR sAE AE AS5YwEA A TES 93 Bl 7|E A
Fnap] A Ao 1 B4, b A Aol weps e
B ARIE AT A ol £ A BAT £ AT g quaelais 2018 840 Ak A 3
wek Ferel die WS 71Ee] Fade] Fas & Z3ste] okeje] 117 B23} shAlsk 219 Folek.
ek
ITU-T SG17 %58 152 $AL 2ofe] #5035 - X.tssec-2:  Security  guidelines for V2X
o A 717RUITU-T Abshe] Apelu] HE 7] communication systems
gt AE BEE agelth @A 409 Faw - X.itssec-3: Security requirements for vehicle
(Working Party) 4+s} 147H¢] &17HQuestion)°] < accessible external devices

3= 3 gJrk B3], ITS Xk dute] 20174 349 Al
I ATHEe R SIE A, A el FAlY Helk
2 TS 5§ Bk Hofol] kgt ZF3Pr) 218 Fol
o} & =ellA= SG179] 1TS Hat k] 2g&
FAo R ITS Het =4 %53} dA3s Lgh.

X.itssec-4: Methodologies for intrusion detection

system on in-vehicle systems

©:

X.itssec-5: Security guidelines for vehicular edge

(¢3

computing
- X.sred: Security requirements for categorized data
in V2X communication
I.ITS B2 J|& ZFES} &E - X.mdcv: Security-related misbehaviour detection
mechanism based on big data analysis for

& AellAfi= TS 1gh A7HQI3)ellA @A) A%y connected vehicles

= ZE3 AL A 20181 8 Al A= £ - X.stev: Security threats in connected vehicles

AT 20189 E A | HEA Y] Al 02 AR BRI SAE 9] 2|18 el 3% o179] (No.2018-0-00312, &
REH oyl 7|k ATF Beke]d ol F e U8 2 B ARl |s
* ARl (ttomlee@etrire kr, bhjung@etri.re.kr, njc@etrire.kr )



AunssEa (2019, 2) 9

ITS security threat

- Xstev

. - Xitssec-2 WS EERREED
- Xitssec-5 T Xsred security
Vehicular edge V2X security - X.1373Rev

computing security - X.edrsec
Cloud

[
A

1 Rsu VRU

Vehicle

() a

Traffic management center / '

In-vehicle
Infrastructure security
Vehicular infrastructure - Xitssec-4
security ~ - Xeivnsec

- X.mdev

- Xfistiscy
device
(22 1) Q13 =3 g

- X.eivnsec: Security guidelines for Ethernet-based
In-Vehicle networks

- X.edrsec: Security guidelines for Ethernet-based
In-Vehicle networks

- X.fstiscv:  Framework  of  security threat
information sharing for connected vehicles

- X.1373rev: Software update capability for ITS

communication devices

=

Zeleh V2X Beb Foellal= AubAQl wel 7e]
ghlo] Xitssec-20ll4] thFolA|aL glom, wlolE] <
Aol w2 Hol 55 B/ XsredollA ool A2
Ut AR EE B ERFAE F3lo] Ao A
sl= tfnto]el gt Hok2 Xitssec-3ollA4] TR0
23 gleH, Bekge| A, aeA|A 50| <lzet
4 Felgsoe odddE ®olb ZFE3= Xumdev,
X.fstiscv & Xitssec-594] t}Fo] x| glt}. E3]
2l HokS 918+ Xitssec-4ollA] HdubA gl
Aegg AYHA A 2w W o] spdE 3 glom, |
A olqi7k =L gl 2SOt Hek Foks HE
o] #F3 FAlQl Xeeivnsecoll A A=A thFe] A
I olek mgh ITS $-8-EokeA, Aefg mxEge
gelo]E Bk X.1373revell A, AFFE- AL 54
Rk Xedrsecoll A thFoix| 1 Qluk. kA odF3t 3
T 71 wA 2A AME = ARF 3 el A 2] He
& Xostevoll A thFo] A gl
Xitssec-20 A& AFEAIA| 2~ Elof| thh Kol 7}o]
zekels FFo] Wz AAslw glown, =9

a3 12 Q13 EF3} A 3 Y FolE )
TI:

\

<

RS

ro Rkl

ETRI ¥ o3} Fr2 2535} vhie] A4S 28 5
o]th5]. V2X BAl A 2Ele- xjek BAl Al 2EHS BX

shi= ZAo® Akl Aek(vav), Ak QlZezlv2l)
A} wvfd vlule]~(VIND) 7be| 54l S

i

om gt} Xitssec-2041= V2V, V2I, V2ND 41
el xe] Bk 93 2 Bl 8 F AR A sy, x
B

5% 9 Q1% Al nd 5] §2 o|2g BF

-

g wslz AgsT ook 59, B EFeldE
V2V/V2I EAl 378 ARt A3 A Ak 1F
A, A2 7, Az Lzt Az A% FelE T
sk, A7) Welell W wek 274 Holaka Stk

At 89 slelolAle G FEE o] tge] &
kol HredEslel,

AA, 224 PKI(Public Key Infrastructure)®] %
Z 24, 3 ETSIS] © 2 w|=2] CAMP(Crash
Avoidance Metrics Partnership)®] 3 Zdlo] st
Ardo] F-Zef F7hE ik

=, AEFEAlel e wAA] otsst why oA
2| AH wie] 4 7]eE ik o= A AEAl
Folol|l 4] wWo| AM&-E| 3 ¢l ECIES(Elliptic Curve
Integrated Encryption Scheme) X ECDSA(Elliptic
Curve Digital Signature Algorithm)<] 738 $|3F &
aefEe u8-S AR Zlojch

w3 2 114 Qe d 398 F3te], v2X §4l
Aol A ] Atoln] Bl 913E ZUA, FAA, 7HE-
A, T Sl el SAL IEe R oA Ve
W-g-o] Hhed =it

Xitssec-2+ &3l Lol 133} AP AHE R
F3 HF Aol A Folrk Ap7| 3]9)elA A
4 W) 7k ] e wdl Ay L a4 58
o WE-S A oA elck

X.itssec-32] HH42 Aol A&she tupo]xe]
B TARLS Aoehe ZloR, diAteld FEA
o2 ZF3E AW Folvke]. A Wi ' =7t

Wireless-
‘capable
devices

Scanning tool
Wireless
dongle
EV Supply
Equipment




10 A B4 9 (TS Bl T4 TFE 53

wo] 837 ¢l OBD-II (On-Board-Diagnostic 1I)
EE W SRR G5 o] &ato] ARkl AL T
uto] 2o thgh Hok@ARS Aolskar glck (¥
3)& & FFskellA Ao OBD-IIE 53}od, 23kl
S BAR Zlolth # xEtelAe

OBD-II, TMU(Telematics Unit), RKE(Remote
Keyless Entry) 2 F4 A|2~86]S o]-8-3fo] 2egel] A
Sahe WS AR Soln

Ak 84 3elollali A/AE e she 3
AzE 93 A% colol 2z ERARLH, $HE
% 9% A% Thuloln9] ek A7 8 RTAY
Aela) 2 Agolet

X.itssec-42] 33 W 9l= Aol Al o] A g~
Alzgl A S 7‘44'0‘}~ Aew, e ¢
Aellal FEAoR  FEHE FA FoldHT]
CAN(Controller Area Network) g7l A3kt Al
A 2H 75 g qtA AoE A& Folrt A
84 3|ofellx= ool o] ubd=Gict

A4, CAN 37 el 49| Hak 93-S 7|UA, 724
it 7],.9_A—I KN 7]_,_vi _,_2-1 7]35]_031;]_
872k} F71E %
Z#% EW L HW”?‘"-‘H kg

el
=
selow Tysa, A7 7%

mlo o e

[edi}

X.itssec-5= A oA FHFE Hl rpol=glelS
Aolsl= 7o & ETRIV} FEA 08 35312 F313)
L SITH8]. oA AFEL 7|8 FEs Au|aE
A= FEpo|dEs} Eelq o Tk o §71E
< ovigt). &, 7189 == AHSE A
2|2 My AW 5 ZF M|z Algzle] o
ole] AlE] ol Exfghct. o]2|gt Sl M= UEH A A
o A7re R Qlslo] ARgRl Al AAZE ggt Au] s
A ol mEhA, Q= Fefe]dEd A Rl wE
AU 2~E A F5E7] 918 ol A] F5pE o] ] A
L glen, 53] ETSIoNA+= o] 554l 71A+-& A
A% Az FE3l= MEC (Mobile Edge
Computing)el]l tgt 3}/ 213 Folu}, 2ef EAl
Ao A= =27]A]5(RSU, Road-Side Uinit)o] el
2l A5E AW E &89 5 glow, ofd w3t Xl
TAS Aol o] Xitssec-52] 53} HFo|rh

At 849 319 2 1149 e 3 E A ol

lo
W
i

o] Wjgo] ukad= ).

AR, Akl A 7 el A2 el 913 7Y
A, 7AA, M 55 7]%33 T4 71EE o,
Hok Fop o Qg FAH Fo| F7t 71EE ek
A, A A FH5EEe] AR e2A, VRU
(Vulnerable Road User), & R332}, 21214 52 &4
3171 $lste] A=FS oA AFHEE E8she b
7} 7<= At

20184 39l AlFFE A A= olefo} 2l

- Xsred®] EF3F 542 vaxX £4]
= HoleE ER3l, 79 E‘I]O]H‘)ﬂ U}TE: X
W 0 Bofap, 4 na)
A% HekeTFAES A3k

- X.mdeve] EF3} 48 nlgo]y] 244 7])uks}
o] zjeke] Alolw] ®l ¥ ]ijg—i‘sgs‘r 2] 1|7

Uz Aok Aol & 2%
7IAE §e] <lzel FeRYE
TE2E5 Astar, vAgE 4
A g eleH10].

- Xesteve] %3 W= AYEHE A3 2 o324
zglefAe] mel J¥HE AHofshe Aok
UNECE(United Nations Economic Commission
for Europe) WP29ell4] A= 9l= “ApeF Alo]
Wk A32] Bk A1 E |2 shol, A
H= Aurel dhak Ab] @l $18e Helshe 7
o] %2 HEA-oltl11].

4@ s dele]
[}

4213

22.ITS 2ot AAFEKQ13) Al EESH DA

2t 20189 89 SG17 3]2elA = olee] 3717
Al E2F FAZE A= Ae12,13,14].

- X.eivnsec: Security guidelines for Ethernet-based
In-Vehicle networks

- X.edrsec: Security guidelines for Ethernet-based
In-Vehicle networks

- X.fstiscv:  Framework  of  security threat

information sharing for connected vehicles

X.eivnsec(o|HUl7|vt AR F U EN S Holrlo]



Aun sk (2019, 2) 11

cehel)e] et 542 oftidl Z|uk A - U=
=2 Bakeldd, ek AL} 2 Use cases A3}
= Zolek. Akl GAE Fviet 2 4K SOz s}
of Aek uPeln $4AlEE Hole o] Z71g
o wel g A dAAE Aekg olidle] =
ol2l gt ] WL wkedstel
=] ETRI 2 Z}%E‘&"d Al Escrypt7}b Aljkste] Al
7 A= e,

X.edrsec(AFEHE S 7uk AF7| 2344
7o) =etelye o) ETRI % dehab} Albat
= E2E3 5L 29 S]] A A28
Al=de] Bekeld, Bkl 7Ak}E 2 Use cases <]
st Zlelth ITU-TelM= 272 IF Aviation
Applications of Cloud computing for Flight Data
Monitoring (FG AC, 2014-2016)E °036]—°4 A

ol 0 7-;(]3],—7 [} o

U
o

ek
e

;(] z;uvo»]_oﬂ o u;] \,].0}7]. 7<<] H}XJ o] % ]/\Eﬂ oﬂ 3}
2 7|8k AL | Bk o Bk s

SAF. QI3elAE A% A S et w3
Ao Aw 9 F4f Fokg xF3 WS gl

v el o]t
mz 2

2 =EolME SGI7 ITS Hat dubelA] dA) 5
A el ZFE3 e AlgrE AR 253E A
ste] 7]&3ksich ITU-T SG17¢14 1TSH.qkad4k
(Q13)°] 20171 3¢ AAH o]F=, ITS B3t £F3}
7b @nbs] A= glek 53], =] 1T 7714
CAICT(China Academy of Information and
skefutolel = 14
360 Technology, 2|1 A& |t)-3-AlE]e]l CN-CERT
A At 2E3F A Alokels 5 RESl whA
< 7kt Sk

ol 2o, BTRI, 2efn) o] Frdow
FE510] Felsln glonk, F3e] okl 5o AR

17 0]
9]

Communications Technology), %

233 ), P‘liXJ ol Apeknel iE3te] Fd AA
.ég—a}u:]) ‘,] AgA g J,],:La:] o —73"]}\]7]7]
$11 150 TC 204 52| EZa717she] FAH Bl
2 F0 239 Aito] ash, 0|2 91 s, 4k
A, A1 ) A% TS Belrh BAs

i
rok

g

[1]1 o5 of, <Ak §4l 2ok 7 &3 73]
%53, vol. 1556, 2012.

[2] ETSI EN 302 665, Intelligent Transport
Systems (ITS); Communications Architecture,
2010.

[3] IEEE Std 1609.2, IEEE Standard for Wireless
Access in Vehicular Environments (WAVE)
Security  Services for Applications and
Management Messages, 2016.

[4] ITU-T SGl17
Secure software update capability for ITS

Recommendation, X.1373,

communications devices. 2018

[5] ITU-T SG17 draft Recommendation, X.itssec-2,
Security guidelines for V2X communication
systems. 2018

[6] ITU-T SG17 draft Recommendation, X.itssec-3,
Security requirements for vehicle accessible
external devices, 2018.

[7] ITU-T SG17 draft Recommendation, X.itssec-4,
Methodologies for intrusion detection system
on in-vehicle systems, 2018.

[8] ITU-T SG17 draft Recommendation, X.itssec-5,
Security  guidelines for  vehicular edge
computing, 2018.

[9] ITU-T SGI17 draft Recommendation, X.srcd,
Security requirements for categorized data in
V2X communication, 2018

[10] ITU-T SG17 draft Recommendation, X.mdcv,
Security-related misbehaviour detection

mechanism based on big data analysis for

connected vehicles, 2018.

ITU-T SGI17 draft Recommendation, X.stcv,

Security threats in connected vehicles, 2018.

[12] ITU-T SG17 draft Recommendation, X.eivnsec,

for  Ethernet-based

[11

—

Security  guidelines
In-Vehicle networks.

[13] ITU-T SG17 draft Recommendation, X.edrsec,
Security Ethernet-based
In-Vehicle networks, 2018.

[14] ITU-T SG17 draft Recommendation, X.fstiscv,

guidelines  for



(

12 Jer B4 % TS wol TA| BZs) B

Framework of security threat information
sharing for connected vehicles, 2018.

[15] ITU-T SG17 draft
X.1373rev: Software update capability for ITS

Recommendation,

communications devices, 2018.

(M A2

o]Ak$- (Sang-Woo Lee)

Yol
199911 24+ 5wl AAbgsh
7 st
20014 2 : 735 stal At
2 Mt
20094 249 : FEogw HzgEt
7wt

20014 19~8A) - FFAAEAATY A0y FAFRIE

PL/A 74

20143~3 A : ITU-T SG17 editor

2017 3~& A : ITU-T SG17 QI3 Rapporteur
FAlok: v = mek, Akealrcl, §3tne

A B & (Chung Bo-Heung)

z
g3} Aa}
20029 29 : I3}t A
gk} 1wl

20023~ A : g=AAEAlIATI A) AT
<FAFol> ARRF U ESF/EF Bl ARt

198611 29 : Z]
st} pat
1989 24 : A st AAA A
st Aat
2004'd 29 : ik 715rE
st} what
198912~ : A AHGAl AT AR H TA T2
AlzRlretdFag a5 AT
<qAltol> AloAl~E Bk, o] Bl FHop




