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Denial of Service

3 | Command Injection

4 Information Leak

Cross-Site Request

CWE-264, CWE-352
Forgery

CWE-79
CWE-20, CWE-119
CWE-20, CWE-22

6 | Cross-Site Scripting
7 Buffer Overflow
8
9

Path Traversal

SQL Injection CWE-89
10 File Upload CWE-434
11 CRLF Injection CWE-20
12 Security Bypass CWE-20, CWE-264, CWE-441
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15 URL Redirect CWE-17
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1 Authenticated-less 51 Config File

2 Hardcoded Credentials 52 Credentials - Clear Text HTML
3 Crafted GET Request 53 Credentials - Clear Text Respone
4 Crafted Cookie 54 LFI

5 Crafted POST Request 55 System Info

6 Predictable Credentials 56 Encoded Credential

7 Authentication Session Handling (Stealing) 57 Credentials - Clear Text BackupFile

8 Bypass Set Admin Password 58 Inf tion Leak Credentials - Clear Text XML
— nformation Leal

9 Crafted SNMP Request 59 Credentials - Clear Text Storage
10 Crafted Soap Request 60 Device Memory

11 Hidden cmd 61 RTSP Stream

12 Brute Force 62 Credentials - Telnet

13 Crafted NFS Request 63 Eavesdrop

14 Simultaneous Connections 64 RSA Key / Certificate

15 Buffer Overflow 65 User Enumeration

16 Crafted GET Request 66 Web Root Path

17 Crafted POST Request 67 HTML POST

18 Crafted SIP Messages 68 | Cross-Site Request| GET Request

19 ICMP Flooding 69 Forgery DHCP Request

20 SYN Flooding 70 XML POST

21 Crafted UDP Packet 71 ) Reflected Base

2 Invalid URL Path 7 (;rcorj;ii: Stored Base

23 Repeat Service Request 73 Reflected / Stored Base

24 Crafted TCP Packet 74 ROP

25 ARP Flooding 75 Jmp to Reg

26 | Denial of Service| Crafted FTP Request 76 | Buffer Overflow | system()

27 Null Packet 77 'O {5}

28 SNMP Community String 78 popen()

29 UDP Flooding 79 Relative Path (..)

30 ACK Flooding 80 | Path Traversal Escaped Character

31 Crafted CLI Commands 81 Absolute Path

32 Crafted IOCTLs 82 Boolean Base

33 Crafted IRC Request 83 SQL Injecti SQL Command

njection

34 FingerPrinting 84 ! Union Base

35 Input Qfull 85 Blind Base

36 Invalid SSH Connection 86 Improper File Extension

37 RST Flooding 87 Direct Request

38 ! 88 File Upload FTP Default Account

39 " 89 Fully Qualified Path

40 'O {5} 90 Unrestricted Upload

41 &' 91 | CRLF Injection Crafted Parameter

42 System Parameter 92 i Firewall & NAT
— Security Bypass -

43 ' 93 URL Filter

44 Clg;‘::f;d S0 94 Crafted DLM

45 system() 95| Code Injection Crafted GET Request

46 Crafted UDP Packet 96 RFI

47 Hidden Web Shell 97 Privilege Local Root Jailbreak

48 PJL Commands 98 Escalation Group Manipulation

49 'Is' Control Characters 99 | URL Redirect Crafted GET Request

50 Crafted GET Request
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- PoC

#1/bin/bash

echo *[+] Sending the Command... *
# We send the commands with two modes backtick () and semicolon () because dfferent models trigger on
different de\v:es

ac X dest host= %52 ¥ $2&ipy=0"
2>/de\-/ﬂuH 1>/dev/null

P "[+] Retrieving the ouput..."
curl -k §1/diag.himiimages/ 2>/dev/null | grep tiag_result = * | sed - s/ % ¥/ #g

- Classtype

config classfication: Authentication-Bypass_Authenticated-less, Authentication-Bypass_Authenticated-less, 1

- Rule

=2 44576 201810561
alert top SEXTERNALNET any -» SHOME_NET any ( msg:iAuthentication Bypass / Bomet / Dasan - GPON Router
/ Router’; content'/GponFomm/diag_Form?images/; nocase; dasstype: Authentication-Bypass_Authenticated-less;
reference: ove, CVE-2018-10561; sict20000014; )

- Log

10/152019-16:0859.380690 [+ [1:200000140] Authentication Bypass / Botnet / Dasan - GPON Router / Router
[+] [Classification: Authentication-Bypass Authenticated-less] [Priority: 1] {TCP } 192.168.1.92:51136 ->
192.168.1.99:8000
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Wikidevi $JA}o] E, https://wikidevi.com/
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NVD(National Vulnerability Database), https://n
vd.nist.gov/

Vulners JAFo] ., https://vulners.com/
Exploit-DB, https://www.exploit-db.com/

Suricata $JA}e] E, https:/suricata-ids.org/



10T 717] ok ) olzsl 4402 52 10T ¥4 43 247
) 10T 34 88 250l me 49
CWE 5 AAZR9 solE BF Ar
Authenticated-less AF 715 A
Hardcoded Credentials stleags ARARMEE B3 A2
Crafted GET Request Z2+5 gejele & 53 93] (GET Method)
Crafted Cookie 228 715 53 dF 3]
Crafted POST Request 245 gebele] S 53 215 93] (POST Method)
Predictable Credentials AA F5 7bs AA ARE 53 AS
Authentication | Session Handling (Stealing) z22kel AL 53 QlE $3)
Bypass Set Admin Password Hez} A2 e A E B3 T 3
Crafted SNMP Request 2205 SNMP 7l 8aA3& §§ 315 3
Crafted Soap Request Z215 Soap 84S 53 A5 $3
Hidden cmd 7117 HEHE 5% 4% 73
Brute Force e B Ak i U
Crafted NFS Request ZA%l NFS 248 5% 9% 53]
Simultaneous Connections A A4S 53 S 93
Buffer Overflow Wy eHERESE B3 Mula AR 34
Crafted GET Request 2215 slEpelg g A A, 2 URL 8AE 58 Mule AR 34
Crafted POST Request 228 geelg gk 2348 ddE §3 Anle AR 34
Crafted SIP Messages 220 SIP 84S 5 Ml AR 34
ICMP Flooding ICMP Flooding (Ping of Death)

SYN Flooding SYN Flooding
Crafted UDP Packet 4 ZEo| dldt UDP |7l A4 2 Muls ARE sl dolze AE
Invalid URL Path FAA URL 83 £3 4w~ 7% 34
Repeat Service Request v Au) s 93-S B3 AN AN 34
Crafted TCP Packet 4% TCP 5 53 Auix Ay 34
ARP Flooding ARP Flooding
Denial of Service| Crafted FTP Request z2tel FTP 97l 23S 53 Mu|x 7% 34

Null Packet £ TEZ empty WA 2HE F3 An|A A 34
SNMP Community String Z2H%l SNMP i3l 838 53 Arl= AR 34
UDP Flooding UDP Flooding
ACK Flooding ACK Flooding
Crafted CLI Commands 54 CLI g5 &3 Auj2 A 34
Crafted IOCTLs =4 I0CTL 83L& 53 An|x 73 34
Crafted IRC Request 225 IRC A7 2a3E B3 Aulz AN 34
FingerPrinting FingerPrinting 541& 53 An]~ A4 34
Input Qfull 224 7S E4l Input T2 Full AelE AAsle] Au|~ A 34 5t
Invalid SSH Connection X% SSH 245 53 Avl2~ AR 34
RST Flooding RST Flooding
';' 4 wel 2} 'Semi colon' & & oo w Alg)
" 4 vje}l 2} 'Back qoute' = 3 ¢1o]o] wjz A
0 {35 A w3 4L 53 o] 9y Ag
&' 4 wel ¥} 'Ampersand' & 53 ]9 w7 Al
System Parameter Systen Hghe.g 2g3ls Ferle e xste] 1ol Hey A3
I 4 el #2} Pipe' & F3 929 W A

Command '$)' 4 vel #2} Dollar' & 5 29| W& A3

Injection system() system 35 5 elo] Wy 43
Crafted UDP Packet Z2H5 UDP A7l 245 53 o9l w3 Ad
Hidden Web Shell +=AA S AL 5 oo HE A
PJL Commands 22kl PIL W35 53 09 w3 Ald
'Is' Control Characters Is WedolE of8-3te] Aol wAbrE 23 1ole] #= Ad

URLY] £ QA2 52g A4l 24 A% o A8ste 45 458

Crafted GET Request Zaleka el Hee Al




AW w337 (2019. 12)

87

No CWE 5 AAZR9 solE BF Ar
| 51 | Config File o AR 2% FPHOR id, pw, 2 7]} HAE 3 AL F 22}
| 52 | Credentials-Clear Text HTML ot E“*Ei A= A4A e AT
| 53 | Credentials-Clear Text Respone GET 8A4% 538 odul "lrE2 A2y 2450 AT
54 LFI v Ee] 2 Hopgd o] 43 A4S AT
| 55 | System Info 221 A7le Bl azELe] 2 9ol WA, MAC 59 2 Az AR F
| 56 | Encoded Credential Al £ QagE Hage B3 AAEE A2
|57 | Credentials-Clear Text BackupFile| ¢ 3} vjel|A odul elx~Ee] Ao dfjgt F8 AM 3+
| 58 | . Credentials-Clear Text XML A2 AA AT Al XMLE 3= = #eat ke A3 35
—— Information Leak - —
59 Credentials-Clear Text Storage b daE vdWlE AL ALOE AE 9 5
| 60 | Device Memory A2 vre] ALoR F9 AHH 5
| 61 | RTSP Stream QA & A RISP 2Ed A &8
| 62 | Credentials - Telnet Telnet 172-S £ Al8AF AW AHTLo 7 Fad LE A5 5
| 63 | Eavesdrop 2r]e /\E%l AR E Fl Wt =4
| 64 | RSA Key / Certificate A elo]l W AS B3 N RSA 71 2 ISA H5
| 65 | User Enumeration AR % FdFos Fad AR olF 94 HE
66 Web Root Path ARG 2 wAAS A2 AR 2EE BF TR AR HT
67 HTML POST 912% HIML ~33E 38 AHgste] Axe An 43 2 &4
| 68 |  Cross-Site GET Request 91x% GET £4% 53 Azdl An g+ 2 &4
| 69 | Request Forgery | DHCP Request DHCP 3] ¥ 21 so]R|el| ot AIFE Alglod Aaw] An HE 9 &4)
| 70 | XML POST SOAP 74k XML |AH|2 -5t A2
- . Reflected Base "—}:V“ﬂ g3, ojvd 55 3l FsAt AR 2AES & XSS o
Cross-Site o|RE A3
|72 ] Scripting Stored Base ot 2agES SEz o 79
| 73 | Reflected / Stored Base o} XSS HAAd oz Au]/8] Ale|E HEo] oA ~aFE F9)
Bof FFH & Ax¥l g F4oE WEY] 913 vlo|E 27| AxFgE F
74 ROP o <o) me a9
| 75 | Jmp to Reg Bof AGHOR 239 E 45 /Kl AALH F4 A3 F 99 7= Ay
——1 Buffer Overflow T~ A 3 =
| 76 | system() Bof #oFH o2 system() 3 Ad) F gl 7= A3
77 0 {35 17 FA427F GNU Bash 7H*’é g R Muls AN 34
| 78 | popen() Bof FFH oz w7l w49 71 #4198 53 9o = A3
79 Relative Path (..) URLel| A4 Z vl de5 B 9lo] do)x A2
| 80 | Path Traversal | Escaped Character URLel 7t 01/‘71]0] A Akglog Fej) HolA] A
|81 | Absolute Path URLel A4 Z 7] WE Fa 9 so)#] A
82 Boolean Base SQL )& wlolefwlo] el sle] %4317} Fme AR A ulE oy gl
| 83 ] SQL Command SQL 91 Hobd< Ea 97 AR 99]9] sQL 4= A
L ZQ zo}:z‘gg £3 7 z_:_E,\ Stod dlo ’~ 9] E
84 | SQL Injection Union Base ng joﬂi l“ olE] = 7‘43‘1 UNION 714 Festel dloteiol s wiel e
85 Blind Base SQL Az E dlelelmo]xel AFate] F w AR AAE W 32 dlo]
H A2
| 86 | Improper File Extension A gl s 7pxl S R Este] gle] = Al
| 87 | Direct Request o] #ol ARE 22 o o e digk A3 .AE B9 T A
| 88 | File Upload FTP Default Account A Fe e gdS 2 oS 23S 58 9o 3= A
| 89 | Fully Qualified Path dev Q15=gle] HTTP &4 Sa3to] 'path’ wi7f W5l A A= =%
90 Unrestricted Upload A 9 f2E g om 919 I A
=2 3L =3 1 2~
91 | CRLF Injection | Crafted Parameter .C:R]_;foﬂl AR AT HITP wPRU s URL S o s
5 a0 3 o
92 Firewall & NAT ;liz}o _‘:g] HIERS S AU S W, S s
[, | Secuny Bypass . 2 URL 4 4% AW FU99A gorz 94 gAA7) 4 AR 4
93 URL Filter .
04 Crafied DLM jg% DLM(Dynamic Loadable Module) A|-8-3}e] FE Hgro @ qleje] &
[To5 | Code Injection 70 fied GET Request "forgot' s BT A% 24 5ol U919 Perl 2T g A3
| 9 | RFI name "7 W42¢] URLS 53] 999 PHP Z=% 43
97 Privilege Local Root Jailbreak HEYF v 3f AL £33 24 FE @&
| 98 |  Escalation Group Manipulation "R AR af A 22 2 g0 Mula dAa 3 Ao 4
99 | URL Redirect | Crafted GET request loje] ¢l xlojER 2|r|elAdsla URLS £ A 348 43
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