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ABSTRACT

Protecting weapon system technologies is essential for national security. Advancements in artificial intelligence
and South Korea’s growing role in the global defense market underscore the importance of anti-tampering
technologies. TPM-based anti-tampering ensures the integrity and confidentiality of weapon systems. This paper
analyzes the concept of anti-tampering and the current standards and technologies related to TCG’'s TPM/TSS.
With mandatory integration requirements for exported weapon systems, TPM-based anti-tampering solutions

provide cost-effective, high-level security while effectively safeguarding K-Defense technologies.
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ECDH
ESAPI
FAPI
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RSA
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SHA-1
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SSL
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Authenticated Code Module
Advanced Micro Devices
Advanced RISC Machine
Anti-Tamper(ing)

Basic Input/Output System
Critical Program Information
Certificate Signing Request
Dynamic Root of Trust for
Measurement

Elliptic Curve Cryptography
Elliptic Curve Diffie-Hellman
Enhanced System API

Feature API

Hash-based Message Authentication
Hardware Verified Boot
Inter-Process Communication
Manned-Unmanned Teaming
Non-Volatile

Platform Configuration Register
Resource Manager

Random Number Generator
Rivest, Shamir and Adleman
System API

Secure Hash Algorithm-1
Secure Monitor Call

Storage Root Key

Static Root of Trust for Measurement
Secure Sockets Layer

TPM Access Broker

Trusted Computing Group
TPM Communication Transmission
Interface

Trusted Execution Environment
Transport Layer Security
Trusted Platform Module

TPM Software Stack

Trusted Execution Technology

Unified Extensible Firmware Interface
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