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[Abstract]

In This paper, we proposed a technology to provide safety and convenience for cloud computing
services. The proposed technology strengthens user authentication for the safe service of digital content
in a cloud computing environment and proposes a technology to prevent packet infringement on the
network. For user authentication, a dual authentication method and an access medium authentication
method were applied, and a secure service was provided through session authentication to protect
packets on the network. Real-time synchronization between systems as a cloud system's multiplexed
service method ensures smooth service is always supported in the event of a system failure. The
proposed user authentication technology prevents illegal user access and enables management by access
license with the system simultaneous access user management function. Authentication session tickets of
authenticated users provide convenience in system access and service use during the validity of the

ticket, and packet infringement prevention functions.
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II. Literature Review

1. Cloud Computing
1.1 Cloud Service
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1.2. Cloud Security Threats
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2. Digital Contents Service

2.1 Digital Rights Management
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Table 1. DRM technology
Item Description
Application of encryption/decryption
Contents algorithms and secure key
Encryption management technology to protect
digital content itself
Application and control of various
Usage Rule . .
rights by contents provider
Protection of user rights, such as
Persistent continuous control of the distribution
Protection process, change and reproduction of
content rights, etc
Content authentication and
Trusted authentication procedures, integrity

Environment and reliability authentication of

content

Content management and user

. Su.per. accessibility service delivery
Distribution o
distribution technology
. Value-chain Technology for
Value-ch o L
alueschain Systemization of Distribution Structure
Support

of Content

III. The Proposed Scheme
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Fig. 1. System Configuration and Environment

2. Digital Contents Management
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3.1 User Authentication
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3.2 User Rights Management
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Table 2. Comparative Analysis of Proposed Technologies
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Stream and
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IV. Conclusions
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