SHAZIIE A B35 =2 %]

— aTr o = — =
Journal of The Korea Society of Computer and Information
Vol. 29 No. 11, pp. 173-185, November 2024
https://doi.org/10.9708/jksci.2024.29.11.173

A Study on the Importance of Control Items of NIST SP 800-53
by Mapping CVE and STIG/SRG

Se-Eun Kim*, Hyo-Beom Ahn**

*Student, Division of Artificial Intelligence, Kongju National University, Chonan, Korea
**Professor, Division of Artificial Intelligence, Kongju National University, Chonan, Korea

[Abstract]

The U.S. federal government has established NIST SP 800-53 in response to the need for
vulnerability management, and MITRE manages security vulnerabilities through CVE numbers. Although
the relationship between NIST SP 800-53 and CVE is a crucial factor in vulnerability management, it
is not clearly defined, making it challenging for security managers to identify control items that address
the latest vulnerabilities. This study aims to analyze the relationship between NIST SP 800-53 and CVE
to establish prioritization for evaluating security control items. Controls that are frequently associated
with CVE should be prioritized for evaluation and improvement. The study derived the relevance
between NIST SP 800-53 security controls through mapping CVE to STIG/SRG and used SecBERT,
CyBERT, and RankT5 models to automate this mapping. The results confirmed the need to prioritize

the improvement of specific security controls.
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I. Introduction
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M NIST SP 800-53 WOt Ex|323} CVE

4 2 BAjstol uoh ENRRY Bt 4E
2 Aot 71g BEe ot o] UPE 9Ish CVES
STIG(Security Technical Implementation Guide),
SRG(Security Requirements Guide) 7] ¥A1S ofjd
5kal, NIST SP 800-53 Hot EAjQto] HAAML & &5t0]
Hrlo] QMeels HAsh] et whEe ARk
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II. Related Theory and Technical
Background

1. Information Protection System in the
United States
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2. CCI and SRG/STIG

2.1 CCI(Control Correlation Identifier)[5]

CCI= DISA FSO7F #2jsl= AlH6]o2, AEHoF &

]o]-io]]_,} 7Htﬂ7ﬂo]_,_ /‘\:._10(])4 7}36]— _C,'_Xl-oﬂ LH@H iz /\]
ARkt AH-S AlgstcH7]. CCl= NIST SP 800-530]|L:
DoDI 8500.20+ 2+ 1913 RS xiﬁ e FHoR
HEksE 2 olz 2 HAglo] 9t CCI= 19]a A& my
GOEL RS szaww 499 7152 9ol 7
22 PALL, FiY HoF BR|FRO] F4 ojRg B}

st o Wst A4 wob ARl Wbl Add
o]2 B 7)Ee] Aol Eoi CCI %%% anl,

htmle] FEjz AlZshed], 7 CCl DE %
A}, ol 84, HHAss maIct ol OHH ccr

= NIST SP 800-539] A¥A091 HoF EX|FHESut A
Uﬁﬂéﬂoi 9lct. Table 2+ CCI IDQ} NIST SP 800-539]
WO EX|gHEo0] oA vjEo] QleAlE BolET. of
£ S0, CCI-000001-2 NIST SP 800-539] AC-1 &=
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Table 1. List of Security Controls in NIST SP 800-53 Rev.5
. Number of L
Category Identifier Controls Description
Management
. Activities for assessing and managing security risks in an
Risk Assessment RA 9 L.
organization
Planning PL 8 Includes establishing and managing security plans
System aer. Serwces SA 16 Procedures for introducing secure systems and services
Acquisition
Supply Chain Risk SR 12 Assessment and management of security risks across the
Management supply chain
Operational
Awareness and Training AT 5 Enhancing security awareness .th.rough employee education
and training
Contingency Planning CP 12 Ensuring continuous system operation during emergencies
Incident Response IR 9 Rapid response procedures in case of a security incident
Maintenance MA 7 Routine maintenance of information systems
Mdeia Protection MP 8 Procedures for protecting data storage media
Physical and Enylronmental PE 22 Physical environment protection of information systems
Protection
Program Management PM 32 Overall management of security programs
Personnel Security Family PS 9 Management of staff security qualifications and activities
Technical
Access Control AC 23 Access control and management of system resources
Audit and Accountability AU 15 System usage logging and monitoring
Configuration Management CM 14 Change management and control of system components
Assessment Authorization IA 8 Continuous assessment and monitoring of system security
and Monitoring status
Identification and CA 12 Technical means for identifying and authenticating users or
Authentication devices
PIl Processing and PT 8 Ensuring transparency and protection in personal data
Transparency processing
System and Communlcatlons SC 47 Communication protection between networks and systems
Protection
System and Information . . . .
. SI 22 Technical methods for maintaining system integrity
Integrity
Table 2. Example of CCI List o] EMS 1asle] CClz 1E3tEl EX 7|4 Bolo O
i S o} A}sHo] AR1sto | e 7= A
cci_id pzzltljh definition references o B @ AR ATolH(8l. SRGE =g 71l
matr]olnx]o} THA|9io] AF M AL 7les
The organization  NisTsp | EHERERISH WoAglo] 49 2FAN HE Fhsetol,
develops an access 800-53 EX AZEo|Lt 7)< dist LAAQl HOoF Q JAIFS A
control policy that AC-1 a T5H o & =
L 7; }\]Hﬂx o) 2
addresses purpose, NIST SP 5ottt Eh, Hot BA HCCDet Bot 7]& & 7}
cCL 2009- scope, l;c:les, i?:OffAE'_ O|&(STIG) Afol9] &1t ©A d&g st}
_ responsibilities, -1 = o - - ur & El
000001 05-13 management and ii) SRGE 7[Rtez b STIGOk: =¥ AEAAE=
commitment, NIST SP (DISA)o] 7fddst AN m&o g2 EX [=0] HoF QFAF
coordination among 800-53 a0 4 _
organizational entities, Rev. 4, ol E 7\]7(40] 715 K]’Q,Qi g}o}oﬂq = E?_]' _Q_:IL
and compliance. AC-1 a1 }6(‘)% ’::._‘ ] }\]/\Eﬂj_} Lﬂ T:] ] 1 _g_% _/'\_ 915% ?_]—
% elsH SR 29 QUGS Bl AU o
2.2 SRG and STIG == 210 =
s Guidegey L STIOE 274122 FA02 I} g
SRG(Securit Requirements uides _ e
(Securlty a o sree ca 59 "UH b 97AS 18,
STIG(Security Technical Implementation Guides)= .
( 4 P RIS STIGE Cclo) @ pARFS S PAIMQ Bt MhoR 7
0} SYDoD)S) IT AL EAIE s 9
- .

aff 7HEE Hoh Aol o] & A2 M= BebAo],

ched 22 28 JMIC SRGE CheRt Tl U AIE
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3. CVE and OVAL Benchmark
3.1 CVE(Common Vulnerabilities and Exposures)
CVEL 17H7<43§ %Faqx] Pal LLE1 EO]' Hok)ﬂ o) /\lt‘:ﬂ
71 et 2% A 2ok oMo CVE D ¥z g &
S11 4ZEg SFoaK weh HEskso] 2okl
HE AFstL SiEAE 4 U=S At

E ID= CNA(CVE Numbering Authority) 7]3of
A et Ageh GAt AEALZM[10], MFol G
0JR]= FoPdof tist e g Fofgitt. CVE D9 PAl2
'CVE prefix + Year + Arbitrary Digits(E+ Sequence
Number)'2 %t o714 Year CVE ID7} ofjefd
A=t FoPdol s7i" A=E UEUY, Fofdol ¥
AZIE AEAlCeR UERURlE 4=t Arbitrary
Digits(E+= Sequence Number)= 4A12] o]At9] At
T49 2 olo], Az Agto] ik o CVE ID
Al oid sk W Fofds AAAcz #elst
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Table 3. Structure of CVE Record

Field Description
CVE ID with "Arbitrary Digits (or
Sequence Number)" consisting of 4 or
CVE ID more digits
(e.g., "CVE-1999-0067",
"CVE-2021-7654321")
Description A brief explanation of the security
vulnerability
Product Products and versions affected by the
Status vulnerability
All relevant references (e.g.,
References - R
vulnerability reports and advisories)

CVE 2|ZE(CVE Record)= CNAO|A] A|lgst= CVE
IDe} e Fopdol tigh AT dlolE{olt}. o] HlolH &
Al Z1AE A M% FAlo g2 Aleet. CVE 2
FE*= Table 39] @42 LdH)

3.2 OVAL(Open Vulnerability and Assessment
Language)[11]

OVAL(Open  Vulnerability and  Assessment
Language)2 A#H AIAE Y] JEIE 87t HoMEE
Bushe 39S BEskE| s ot 2 Ary
oF ZARUE EFo|c o] ERL A28 HAPL 24
A2ele] B4 44 Hug Jjvtos Fobdg Adst
1 ﬁ47}6} A 015& 3]{){ OVAL 0101: }\]}\Eﬂq 1‘%78
Hug stel wet Aol 4 ofvg ABehs o 4

&g

OVALZ O] &3t A|AR 7t meAAE I Al TA
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S gt o3, wol g Ausiel 2% A
Z43loF 5= AE|2 OVAL ZAJ9J(OVAL
Definition) Tt & AHAsICE of7]A] A|AE ZHA| = mhY,
qaﬂlﬂa E}l_} 7}0] Eo]— 1.1;]7}01] J;JQ_O} qua} }\]/\Eﬂ K}
g9 6*?_}@ OVAL Ao] mole A|AEl 77} ®ot
x%i U:]}\]o]' _,_1\1o]q E;xﬁ x}

£ —’,\—ﬁ 0}_1_, o0& OVAL /\]iEé] %’zj(OVAL System
Characteristics) Q2 WISt} Opx|eto g, o]Z A
SR AAR B JE = AV A/dEl OVAL 79 m}
U3} v]wE|o] F7P7t o]RojZIct. ot Auk= OVAL 2
YHOVAL Results) i 2 AlF=0, Ao} fd-Z F5f Al
ARIO] HOF AE] F 3o RS FEY 4+ oh

(1) OVAL Class

OVAL 789z AJAR Hob A Sl FordS Ao
Flet 5502, OVAL Zefiie tefeh Hot 7t 242
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Odi e i AIAE“OI S féﬁ%xl 2lsty, <

(2)  Structure of OVAL  Definition for
Vulnerability /Patch Class

OVAL A9] me Fig. 1.3t o] 34 A4 Ay
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U} S 528 st 29e] ) 20
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Fig. 1. Structure of OVAL Definition for Vulnerability/Patch Class
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4. Previous Research
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III. AI-Based Mapping Process
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Fig. 2. Mapping Process between NIST SP 800-53 and CVE
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1. Experimental Environment and Dataset

2 A= STIG ool 23] Ales 1l Fa80] =2
ovE 54(18.04 LTS, 20.04 LTS, 22.04 LTS)o] 3t

ol
——
£
fn)

F188E]9ic}. AlEL Ubuntu 22.04.3 LTS S GAA|
oA £38E|Ql o, stEYo] 2= NVIDIA Tesla T4 GPU
S AMESHTE AT EQo] 2742 Python 3.10.12 WA
= 7|9t s siglon, Q e2jojH2{2|9] BA2 Table

B ol LojA= OVAL glo]EjAlal STIG Ho]EAlS 2
s /;:_163% R18Y5Hgct OVAL malo] #AQ o8Ee

[16]9] A& 22X Ee]o)A] 22 Est0] ARSI 2]

=5} 9REL 7t LolrHlo] Y wot WS 9 1t
AHO2 OVAL o] mag Algstel, o2 ) AR
T4 942 ZNeh 2o Bk 4 9lrt. o] OVAL
TUSe B3 ¥ AN Fopde viedste] IR0
2 Yoo E=TY.

STIG T2 NCP(National Checklist Program) A=

SAE[17]A Tz e

Direct CVE
Reference

c5jo] AFRalGIC NCPE 0]2 2

2 BE 7|5 AELANIST)A 93 }h Eil%*gi,
Cjoet Al A%} ojZalAlo| o] Tt 1
Aggtch NCP Al=e) AE oA ﬂ%ﬁ}%

T TYRDISAP} ZEstel ARE 2
I Hotd-& JASHY Table b= 4%

olEjAle] B B2 wolzEth

Table 4. List of OVAL and STIG Datasets

+ 71E

STIG H_}olg |:|]
oz =0 Al
?j OVAL. STIG ¢

File
Type

OVAL
[15]

STIG
(7]

File Name

com.ubuntu.bionic.usn.oval.xml
com.ubuntu.focal.usn.oval.xml
com.ubuntu.jammy.usn.oval.xml
U_CAN_Ubuntu_18-04_LTS_STIG
_V2R14_Manual-xccdf.xml
U_CAN_Ubuntu_20-04_LTS_STIG
_V1R12_Manual-xccdf.xml
U_CAN_Ubuntu_22-04_LTS_STIG
_V1R1_Manual-xccdf.xml

Number of
Items
2140
1732
914

176

167

184

Table 5. Library Versions Used in This Study

Library Name Version
PyTorch 2.3.0 (CUDA 12.1)

Transformers 4.41.2
Pandas 203
Numpy 1.25.2

Scikit-learn 1.2.2
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2. Data Preprocessing of STIG and OVAL Files
2.1 Manual Mapping of Training Data
012 A% mElo] YL glo|HAlS AAlE] Q) B o

A= O O
FoAE 98 OVAL my} STIG updo] tis 4% of
HZ ey 25 Ojgo]  AREE fojEe=
‘com.ubuntu.bionic.usn.oval.xml’ OVAL  m}du}

‘U_CAN_Ubuntu_18-04_LTS_STIG_V2R14_Manual-x
cedfxml” STIG Telo]o], Ltojx] sple AHS ofgg 4
Ps1eict
NIST SP 800-53, CCI, SRG/STIG2t OVAL 7te] ujg
Qe Bt Ble] QAR01S SR FOPRE ajA
o2 s 93] F WHoIL). Teit o] Tl
STIG 3F=23} OVAL AJo] 7Ho] ¢lnbde wats| molsls
o ofafgol gtk STIG F2-& F2 A48 g 40| A
A7} B9 @ PARFS FYSHE YR, OVAL Holi 57
Fopsel A% AT o] o8Ie Al T 4 Yt
Aol B3t 715p] aholct. ol2iat Ato]2 21s)
5 ) T oY J1ge Hﬂa}: 2ol FR3i
© 3k= 7}o] RIFA

f
o% Mo o

o 1w Ty

A el 28 esion). 1E 2 A7) K gsts
7o 27Fssiolt. o2 Sol, STIG F%o] Al2s] u]m
We A 2o 71EAel Boh 4YS iRk 49, of
23 4ol 7 lopdat AR AAuA| S 7
97} BTk of2fet MROIN T 8 7te] PEA WAS
B 9] 52 neisto] ojgate

7]7:.; os9 7lEoR ’“HOTOE‘E%

o B35 Ak @ 22X AX|(PA : Protected Assets and
Objectives) STIG gH=2o] Hasty:= Tjaat
OVAL 797} o2 Floplo] gt A|AR F17d
Q40 #elo] Ql=A] =l

o HOF 23 W o] AX|(SG : Security Goals and
Intentions) : STIG &-=9] B9t E19} OVAL & 9]9]
o diold 35 HoF 58 = 9 &9

o A2 WOl AX|(SM : Scope Match) : TIG &=t
OVAL 7o)} sdgt &3l &FAIA HA, HE
Y3 AR 5ol AEE]=A] =&l

o Hob HAa FIAHY g WA(R : Indirect
Relationship between STIG and OVAL) : STIG
=o] @5k Hot ARo] OVAL 7gojoxf A
sk Foa PgAl o= Helo] Ql=A] Bt

glo 2 STIG 3k=u} OVAL A9
01%_ ok WIS 4 4 9

H7H Yol Table 6~99] uf

Table 6. Protected Assets
Scores (Max 10 Points)

and Objectives[PA]

Score Score Description
Protects the same system component for
10 .
both items
7-9 Protects similar components
4-6 Protects components with low relevance
0-3 Protects entirely unrelated components

Table 7. Security Goals and Intentions[SG] Scores
(Max 10 Points)

Score Score Description

10 Achieves the same security goal for both items
7-9 Achieves similar security goals

4-6 Achieves security goals with low relevance
0-3 Achieves entirely different security goals

Table 8. Scope Match[SM] Scores (Max 5 Points)

Score Score Description
5 Applied to the same environment
3-4 Applied to a similar environment
1-2 Applied to an environment with low relevance
0 Applied to an entirely different environment
Table 9. Indirect Relationship between STIG and

OVALIIR] Scores (Max 5 Points)

Score Score Description

Security configuration directly contributes
to vulnerability management

Security configuration indirectly
contributes to vulnerability management

1-2 Low relevance

0 No relevance at all
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A79] 3=l SR ede e 4 U st AL FoP A2 BQF F{oRlo] HASshs AR o] &
ThtA, o] & =2 Y EigS Brlske dl Qlol & Alesto] STIG F=at] e AestAl & 4
Vg a3t a4 g JREo] vio] =4 AR o] gt FoPd ol Wob HAol By Axd Aol
Ul 71&0] tigh 5 Al W2 SA] 49 2. of"l FoPdZ xest=AlE H&sH olsiE # AA 2t
Total Score(TS)=PA+SC+SM+IR  (4) th S&, FPH9 I FoFdo] Wl w2t JaF
stte] STIG 8=l tieh 7t o 42 o7l OVAL  Wh XA 7 @0 ojat Aot 324550 ot &
U955 57 254 oS S OVAL ¥20He G5 I 9on2 Adsleih S5 Fop AYe Fopdol o
gt ofig o IiFsto], Bt ZHAol 1 Al2)d Qs BoF  A¥sh= A& dish WS Algsto], Al REo] o At
LS 2001tk 25 oS E53 ¥E2 B gl s tiEE 4 R =t
9 uoh 8RO §O URFS HoluR TS a5k
c}. HhH, 204 o)At 244 o]ste] 3h2o Zalst A|AHE (2) Data Preprocessing
FHR42 WsshR] i 497t Urkagl] TR of  Hlolels STIG 332 OVAL Hoig Eafshe CSV o}
o] ot ufgS oYSHA] Fqkh Y2 RE zeEQlh HolHAlZ o2 7HA] £/4dor
AMelo] 9o, =9 448 Table 113 ©] 'Group
2.2 Data Preprocessing Title', 'Rule Title + Description', 'OVAL ID',
(1) Key Information Extraction ‘oval_text', 'is_mapped'2 4=t 'Group Title'2
OVAL mpde- Wot FfoPdo] oieh At FEE A5 STIG &F%59 1§ A5& UL, dE 0
stH, E3] A=title)} “Wdescription) gdos B0l "V-219147'3F e Aoz [lgEct o] £4L8 STIG
ol2fer JHE Mzttt dY(description) BE= £2 =g ERoke o AR8ETh 'Rule Title +
FloPAol Ayt IFS 4 Uéa}t &2 Zolshl glo Descrlptlon— STIG 3+=29] 1Al Al2u} My xatst
o, ol 3 2} % oy A9l 910} F25 Hole] £ 3 glool, STIC Y=ol FAAYU g AT ol 4
27 SEk OVAL 51<) 43 B=t Table 103t 2o} *g% 2do] 5@ QY dojs & sz Algdd.
HE Fodo oigt gt 22 JEE 2t 'OVAL ID'= OVAL 79J9] 1.5 AMEALS UERHAc.
STIG F=t} RLWOE Uﬁ”éﬁ} | Yol ‘Fd H%. 'oval_text'= OVAL A2]9] —_rLiWO] Ues 28chk= o
Fordo] A 2E5900], DAL Thgat Aok A AES Taleln], o] 44 o] RHo] Za Y2 o]

Table 10. Structure of Content in the Description Field of OVAL Definition

Component Description
Vulnerability A ge.nera.l ex.planat.lon of the

. situation in which the
Description

vulnerability occurs
The potential impact of the
vulnerability on the system
The CVE number assigned to
the vulnerability
The update method and
software version required to

Vulnerability Impact

CVE Number

Update Instructions
and Package

Example
Alex Nichols and Jakob Hirsch discovered that the Apache
HTTP Server mod_authnz_Ildap module incorrectly handled
missing charset encoding headers.

server to crash, resulting in a denial of service.

(CVE-2017-15710)

Run sudo pro fix USN-3627-2 to fix the vulnerability. The
problem can be corrected by updating your system to the

A remote attacker could possibly use this issue to cause the

Version fix the vulnerability following package versions: apache?2-data - 2.4.29-1
Table 11. Example of Dataset Composition
Group . - .
Title Rule Title + Description OVAL ID oval_text is_mapped
Ubuntu operating systems L I
. oval:com.ubuntu.bionic:de = GRUB 2 vulnerabilities Jesse
V=219147 | booted wrzzmareBlos must £:44321000000 Michael and Micke... True
Ubuntu operating systems oval:com.ubuntu.bionic:de GRUB2 regression Jesse
V-219147 t ith ' . ’ '
booted Wr'equiareBIOS must £:44322000000 Michael and Mickey Shka... True
Ubuntu operating systems . L I
. oval:com.ubuntu.bionic:de = GRUB 2 vulnerabilities Jesse
V-219147 t
booted wrzzmareBlos must £:44321000000 Michael and Micke... True
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=2 AFREC} 'is_mapped' = STIG 3+-=3F OVAL AoJ7t
g l=A] o 25 U= Boolean o]t} True ®
+ False [0z F/d&]o] 9lon|, BHo] gk 2oj2=
ARG

x| 2ol A= BERT 2Ho] WAl oju] S gipA
o= 5 & AESF FAagte] A 2|9t £3851ict. ©
AE HolHe WS AAstL A2lste Adet Z1s8s)
At S5 oA 7lae A= QKT 2
Het, A 2 S5 A AlA, E801 AlA, BAl0] 3
59 #7F AXel:= BERT 2d9] o ah5of Waji7t =
4> Qo] HiAIsHATY.

2 oA Table 119] £4 % 'Rule Title +
Description', 'oval_text', 'is_mapped' £4& 24
2 goJ§ 2 AR25H9C} 'Rule Title + Description'x}
‘oval_text'=  2H9] Yoz ARREQIL,
'is_mapped ' 29| &% Zlolg= AREE|QI HlolH
FA2] oAl 'Rule Title + Description'tt
‘oval_text' £/d& [SEP] EZ02 &t} Aot
olg =°1, 2 lo]8 ZIEo] tfsf] "Ubuntu operating
systems booted with a BIOS must require... [SEP]
GRUB 2 vulnerabilities Jesse Michael and Micke..."9}
22 FAo =z AU

ZAE HAE fo]g& BERT 2H9] ETYO|AF A
gsto] EZSEQl; EZS} aPoAM = HAES THof
T ©o] 27702 F2fsty, oF A4 QlElAs Hetst
of BERT 20| o5& 4 Q= PE|= ¥gsIGit. o
ol EIAEQ] X ZolE 51282 ARt o|Eh}
N HAEE At21 B2 BIAE = gjidsto] 17E o]
S FAISH=S sieltt

Tt BERT 28X 7= A2 o offlAd ofa3
= A/dsto] AR ©ol7t ol YRS i E HAIE
SIITt. offlld npA T = AlA| ©oj7t 9l R0l 1L,
g HR]ol= 05 EFsto] 2Ho] AlA| Tojogt 39

o

BEIAE
=

|

o T Uua T
[ 9Jo] Qe Tolso ASE 4 A et EZs)
A4 dlojE et of&llid ofAF = PyTorch BlIA =2 ¥
go] ndo] JHog ARREQITE E3t, 'is_mapped’ 4
e 4 R 2 9o} gk dlolg 2 ARSE QI
ClolEAIS A/dske 2gollA & 65702 STIGS} 215
7§°] OVALE ufigsto] & 215749] ofg€ dlole & 873
stoict. Est, oy dlojef9] 3ul4Ql 6457§9] ofgE|A]
L2 golHE F7t2 ZAgste] 5 860712 clolEAlS
St ol2igh oA RAAHA A B3Ol

£ 7180lE2 Sfgict. ol2A 20| HYH HES A

ol

rin

l-El 52

wgsloch. Yoz A $FFL WA olft 4
5 U3t dolEilo] ArjAoR A thR] Neet o
Kolc}. wyE 2o~ BFYL FLHS A= I &

siiZstoict

z]&A 07 'Rule Title + Description'¥} 'oval_text'
£ [SEP] E20=2 @sto] At HAE HolHs 2
Jo] 29 Yoz AMEEQlY, 'is_mapped’ %2 ZE
St elol=2 AREE I E3 HlolEAlS St ]
E HolH2 Wee oA Hlo[EY 80%= Sha&
0=, UYHA] 20%= HIAEROCRZ AREE|0] S5 H[o]E]
2 BERT 2500] Qeigct

Ol-u_.l'l

>

|

2.3 Automated Mapping Process

2 Ao AL STIGEH OVAL 7t} tjg g 234517] 9]
B QEAs RS AMgsidrk e
SecBERT, CyBERT, 718]1l RankTho|H, Cl¥A|s =&
M g 2 oy mRAA et 2

(1) Al Model Optimization

H Aol A = STIG(Secure Technical Implementation
Guide) 3+=1} OVAL(Open Vulnerability and Assessment
Language) 7§15 UH5h= 27goflA] SecBERTS} CyBERT
B B2} o] IOl RElo] 45 S
ofal stolmtetole] H)xste st

SecBERT 2&2 AP &h4H jackaduma/SecBERT
2dS 7)¥to 2 5199 0, Hugging Face® BertForSeq
uenceClassification ZejAS AFEsto] L3E|9ic =&
o] &9 Fojol= 54 Adol| SHA| 2=t CyBERT
20 AbA shE] SynamicTechnologies/CYBERT &
dle 7juto g 5t on, AutoModelForSequenceClass
ification WA S AREsto] AL QICT.

UM LA FEA 2 RIS siiEsk ] Slsl, B =
ol 'anEs ¥t IRl= Vs SA(nverse
Frequency Weighted Loss) 7]9¥[18]2 o]-&35t3ict A4l
T 7 &AL 7 2R RleLl] A THER|Z AR
stof, &AgeE sk WhoR a4 A0 sl ¢
A okactes ot WRolty. WA HloEAloA
‘np.bincount’ g5 AREStO] 2f Tlo]g UlojlA 7 2
2o Y= S AT 2N 7t FeA0 S mpofstel
ot o]g ¥leag 7Rte R A THEAIE ALtstA=,
A TRl 7 2L HlE40) Az HOJETt o
= =01, 282 09 ¥l=71 500]aL 24 19] ¥l=47t
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15091 4%, 22~ 7FsAlE= 247h 1/503} 1/1500.2 47
gt Opx]ete 2 ‘torch.nn.CrossEntropyloss’ 349]
weight TR}O]E|o] QbA] ARKS S22 7HSAIE AEsto]
S @e Ho[EloM e Belo] 74§ Al 52 UlY
4 Q&= 51, E3t stolmntetalE] £]A8}S Optuna
Zto]Beje] 5 AHEsto] Fl AF0]5 F|tjelshs Wakos
F|Mets postlrt.

Table 129} 740] SecBERT 220} ]A sto|muiztu]
B SEole ulg 0.2, 3155 9.7324e-05, x| 27] 8

2 MAE]Qict CyBERT 2E0] 749, 2|A slo]mjn}z}u]
ElL ©2olR H|& 0.2, 855 2.5106e-05, Hjx| 77
322 AR,

oo

Table 12. Model Optimization

Model dropout_ learning_ baFch_ cpeeh
rate rate size
SecBERT 0.2 9.7324e-05 8 3
CyBERT 0.3 3.4515e-05 32 5

(2) Model Performance Evaluation

oRIRES  SHA] ¢42  SecBERT, CyBERT,
RankT5o] A% 9 melEde 433 edse] 4se
Bt Aaks ot 2t TR Al SecBERT 24
L A& (Accuracy) 32.55%, AU E(Precision)
27.15%, M3 -&(Recall) 95.67%, F 42.30%= A4t
o2 e e uelt S8 FUEt e e @
@o] AA| Positive A1Z-2 Negativez A2 o 5sh= 7
971 Ul loldich sl sl Sl gk
96.27%, RYUE 94.97%, FIFE 86.05%,
R50%2 BE AR 2 Ho2 Py o

Ex

IFES &3l o] tlojg} 542 ¢ &

17(4

gt e EUS= AlARITL

molEy A CyBERT REe Astr 2584%, AU
25.84%, X< 100%, F1 A4 41.07%=Z SecBERTQ}F
A RFE dss UETE 59] Ageet AT et
O W2 A2 o] Positive &2 A|T|Z 5514
E‘H_ Oi#+ NegativeZ 53432 <Jujgict. melF
d So= AEx 85.71% AUE 71.43%, NI
90.00%, F1 A4 79.65%2 Ad=o0] IA AT 9IA|GL
SecBERTO] vlaf] 7}Ad =2 Aottt CyBERT 20| ¢
olf £/4Z si5ote Ul oz g2 AW, mRIFY 1t
doIA FJARETE F325] O FOIXIR] 4oE THs/d= Al
ARt}

Opx|2fo. 2, RankTh 2Ee molEd-g 51| Q¥o2o
= xﬁz}i HEHE xﬁéﬂ% F1 x%/\ BT 100%2 _Q]—\:l:]l
Ao dart o]of] ¥ttH CyBERTQ} SecBERTE 1Al
2 58 B Zg HAUston], o]F E5f RankTs
So] At aolt wlo] Tt E440] 7]Q1%
94eg ARRICE mehY, £ Aqolie £ ViR
SecBERT mulo] HL-S 5|5 ZHutz afeisto
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IV. Measuring Security Strength of the
U.S. Information Protection System

1. Definition and Measurement of Security
Strength

HOF 7 (Security Strength)= £4 HoF EA7t
Oh} B2 ZloMH(CVE)T gtlo] ghenlS V1R oR
MEo2 7iE|olof gk,

Hol Zlo e rjeul 7+ tsS =3 EXHch Al
A, BoF EA|gr=E-S =&5t1l, NIST SP 800-539] HOF
AR 5 71ed d=S Ageth A, dold oig
g L3885ttt CCI, SRG, STIGRF CVE 719] ufjg& Eaf
ol AAE Al=gttt. o] oA oA QAEAE
S 58 A150=2 ufy OVAL 1] 2JAES o] 8}
glon], AxH CVE P2 AAFo=H K02 1

oo Ldistoict opXjeto g Hob e s u47}3}q uH
1g] glo]e]2 ulElo g 7F "ot Exf|7} dupt v
o} eElo] QleAlg BAslol 8Ot g M%@i

4o nQ

|

g

W B Blo] Naele AW 4 ot

B9k = 574 Akt B9 AV FES Yot &
Yooz UelsherlT Bleke o ALGEI) o2 Sol,
£ 0] CVESH 929 Bol Bl 503 Fope =
FHL 92 ThsAol A, ol2idt SAPBEL SR
2 S Ashol & Bt ik 8ot Zw Bk
&R0 MYPEQl B JES GPAIL, A Hote
uct Aol anos Halste o lofd Aoz

2. Security Strength Evaluation

O]z JEHESAA 7+ WA tj8Z &9l Fig. 3, Fig. 4
of o] YEYT Iehng B 4 Ygion], uet 5
97} CVE 719 A2 AZststect. 2t wet mot
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$A13% X CVEZ UeRfol, 53t olS 710 tge
UeRdct. o2 Sof 'AC-2' B9t $AFSS JEow,
Fig. 4.9} 20| OVALZ 53] of2] CVES} Hot ExI3S
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o ojho) CVESY Adslel 98 ¢ 2

AC-2' 20| FR3 Bt SAUL ojolsto, o] 3o
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Fig. 5. Distribution of CVE Items Mapped to Sub—Control Items

3. Discussion and Limitations

2 o] A= NIST SP 800-53 ¥ ot ER|3H=a} CVE
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V. Conclusion

2 =7o]Al= NIST SP 800-531 CVE 7to] A5 A
WS BAslel BOk Ao LM WAl Fa
& Wigse =asiq

CVEQ} NIST SP 800-53zt] HAS w&a}7] Yo},
STIG2F OVAL 7ol ufig-g Hotof] 53 QIX|s B
SecBERT, CyBERT, RankT52 AMgs}itt. 1 A} A
ZAF A8 St RankTh, TRIEJE SecBERT(F1 A4~
92.50%), CyBERT(F1 4> 79.65%) w02 Aeter} =
Ittt RankTh 22 mQlFd-S ofA] Agl3ole BE
A EOA 100%2] 52 BFou, AR 7HsAdo] Qlof
ARl 459 H9l SecBERT RES 2% Auta A
stglet.
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