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Abstract In order to improve the security policy compliance performance of an organization, it

i1s crucial for organizational members to have a strong intention to actively accept these policies.

Accordingly, this study proposes a research model based on the Health Belief Model, a key theory

in the field of health psychology, with the aim of seeking ways to enhance the acceptability of

security policies among organizational members. Data were collected through surveys and analyzed

Manuscript received September 02, 2024 / revised September

29, 2024 / accepted September 30, 2024

% Corresponding Author: wjsuh@inha.ac.kr

+ 0] =

2022 o

0o
iy

A 1A A}

e,

<]
T

il

o3 A5 5 (NRF-2022S1A5C2A03093690).

_69_



A Study on Improving the Acceptability of Security Policies among Organizational Members: Based on
the Health Belief Model

using statistical methods. The results of the study revealed that the perceived security threats
and the perception of support for security policy compliance at the organizational level
significantly influence the acceptance of security policies through the mediating role of perceived
benefits from security policy compliance. Additionally, the study demonstrated that the perceived
burden of effort and work disruption associated with complying with security policies, i.e.,
perceived barriers, has a significant negative impact on the acceptance of security policies. This
study holds academic significance as it presents a model that effectively analyzes the cognitive
mechanisms influencing the acceptance of security policies by applying the Health Belief Model,
originally rooted in healthcare. The analysis results and various implications discussed in this
study are expected to provide useful information and insights for developing strategies to
enhance the acceptance of security policies among organizational members in the future.
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e 2d@ 5 gom, o9 e BAH AWt 4 ATYY
2 THAEY BAA FreEd FE A
4 e FoE AL AFH0R AFF v 4q WEEH
vk #8490 Adel BEst owrh Bgd
Adolebe Ae AP o, RFAS Faete 2 oA e A7ty A7 AzkE g
gl AA H= wdgeld P 22 F How AW 4" 93, BN FEA Y,
of 89lEo] MY FEHL ofAY F US R 84, A7 olo), AzhE gl w
oz Abgdth ojeh A2 =efE miEeR 0 A FFYE Y 7RIS Adsd
AFoM = &3 22 7S dAsEdn o APRES H=37] 98 B Ao WM
S 2% gdA=(Likert) 78 HAEE ZAHI4A
H5: Bt A F4o m2s FHdiely Buit om RE AEFERES #d £3A A=A
(A 78 o) BebZA F8AF F(—)9 4 3 ggdAo] Fol® EIES Ao AL
e vA Aotk Ak ¥ AFolA AgE WMEEe 2844 A
oje} ZAEL Table 13 Zth
Table 1 Constructs and Measurement Items
Constructs Codes | Operational Definitions and Measurement Items | Sources

The degree of willingness to agree with and follow the contents of the security
policy of the organization to which one belongs

SPA1 I accept our organization’s security policies.

Security Policy SPA? I have no objections to our organization’s security

Acceptance policies.
- - ———— Chung(2017)
I intend to actively follow our organization’s
SPA3 . .
security policy.

SPA4 I agree with our organization’s security policies.

The degree to which organizational members comply with the guidelines required
by the organization’s security policies

I do not take any action that violates our

. . SPCB1 ., . .
Security Policy organization's security policy.
. — — - . Jee et al.(2011)
Compliance I am practicing the guidelines outlined in our | 3.
. SPCB2 Lo . . Liand and
Behavior organization’s security policies. Xue(2010)
I am faithfully carrying out the security incident Suh(2020)
SPCB3 | prevention guidelines required by our organization’s
security policy.
The degree of awareness of the severity of security incidents related to one’s work
If a security incident related to my work occurs, it
SEV1 ) X .
) will be a serious issue for me.
Perceived If important information related to my work is
Severity SEVZ leaked, it will be a serious problem for me. Ne et al.(2009)
If a security incident related to my work occurs in
SEV3 L T .
our organization, it will significantly disrupt my work.
The degree of awareness of the possibility of security incidents occurring in relation
Perceived to one’s work
ercelve 5 — :
Susceptibility When I work in our organization, I often think that Cho et al(2014)

SUS1

information related to my work might be leaked

without my knowledge.

Ng et al.(2009)
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When I work in our organization, I often think that

SUS2 there is a possibility of a security incident related to
my work occurring.

When I work in our organization, I often think that

SUS3 there is a possibility that I may experience a security

incident.

The degree to which the organization creates an environment for compliance with
security policies and provides training and institutional support to its members

Our organization places a high value on compliance

Security Policy SPCSI with security policies.
Compliance SPCS? Our organization assigns responsibility to members Kim and
Support for compliance with security policies. Kim(2003)
Our organization provides adequate training and
SPCS3 | institutional support necessary for members to comply
with security policies.
The degree of awareness of the positive outcomes that can be obtained in relation
to one’s work by faithfully complying with the organization’s security policy
If 1T faithfully comply with our organization’s
BEN1 security policy, the risk of security incidents related to
my work will decrease.
If 1 faithfully comply with our organization’s
BEN2 security policy, the possibility of important information
Perceived related to my work being leaked will decrease.
Benefits BEN3 If 1 faithfully comply with our organization’s Eong et azlégg)%)
security policy, this will ultimately help my work. g et al(
If 1T faithfully comply with our organization’s
BEN4 security policy, I will be able to free myself from
anxiety about security incidents.
If I faithfully comply with our organization’s
BENS security policy, this will be of great help in preventing
security incidents related to my work.
The degree of awareness of the negative outcomes that can occur in relation to one’s
work in the process of faithfully complying with the organization’s security policy
If 1T faithfully comply with our organization’s
BARI1 security policy, this may cause inconvenience in my
work.
If I faithfully comply with our organization’s
BAR2 security policy, this may cause my work efficiency to
Perceived decrease.
Barriers BAR3 If I faithfully comply with our organization's | Ng et al.(2009)
security policy, this may cause my work to be delayed.
I will have to invest considerable effort to faithfully
BAR4 . S . .
comply with our organization’s security policy.
If 1 faithfully comply with our organization’s
BARS security policy, this may cause me to experience

considerable psychological burden..
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42 dlolgf =% FH 69 18Y7HA FHAY. HAEA HAE

Adsts WA o2 F 56955 g A¥ 540

2 odTe d7RY A4S A8 =d w3 RBoF deHdon, o] F B4 SHeR

R Ty FEolA FAEtE 2ATALES W gy = ASS A7staL HEHor 477FE 4

dom 2Rl WA dExAE F3 tolH TR ATl ARgs AT SEAe] A
= A8 deoly 32 20249 69 4 8t4 524& Table 29 v}

Table 2 Sample Characteristics

Characteristics Options Count Percentage
Male 235 49%
Gender
Female 242 51%
High school or Less 70 15%
) College Graduate (Including Current Students) 350 73%
Education -
Master’s Degree (Including Current Students) 49 10%
Doctoral Degree (Including Current Students) 8 2%
20s 33 8%
30s 111 23%
Age 40s 159 34%
50s 143 30%
60s and Above 26 5%
Public Sector (Including Public Enterprises) 48 10%
Management 10 2%
Job Office Worker 302 63%
Production/ Technical/Labor 62 13%
Service/Sales 55 12%
Manufacturing 108 22%
Construction 5%} 11%
Energy 10 2%
Retail/Wholesale 47 10%
Public Sector/Defense 46 10%
Industry Finance/Insurance 23 5%
Science Technology 8 2%
Education 48 10%
Arts/Sports 13 3%
Information Technology 42 9%
Other 78 16%
Large Enterprise %! 11%
Organization Mid-Sized Company 74 14%
Type Small Company 231 48%
Government Agency (Including Central and Local) 33 7%
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Public Institution(Public Enterprises, 9 10%
Quasi-Governmental, Other Public Institutions) ?
Educational Institution 14 3%
Other 22 7%
Entry-Level 156 33%
Junior/Assistant Manager 101 21%
Manager/Senior Manager 135 28%
Position
Director b1 11%
Executive 19 4%
Other 15 3%
Less than 5 years 194 41%
5 to 10 years 120 25%
Current Job o
Duration 10 to 15 years 68 14%%
15 to 20 years 41 9%
More than 20 years %! 11%
Total 477 10096

oA Arnyge AztE 9ol #ztd
A B I s ] B ) B e 4 o K e o
MNEES ¥R 7HA 1 e AAAS SRS
(hierarchical component model, HCM)¢| +Z=
7hAh 2 AT R A 23 5 (second-order
construct)?l #7t¥l @S A ztd Az H
A2y A7 A A (formative) BAIE 7FA] 3L
o o] F 7iA 9] 1A 4=E (first-orders) <
Hkod A (reflective) SHSHERZ FAHHEZ 2
ALEEHS whd -8 A A (reflective—formative)
HCMel &} 8 4= dth(Hair et al., 2018). o]l st
ATEFS FA87] Y, 2 AFelAs Ee
1A FE g A H7bstal, ol&

L
Moz AHE FAUFES ol gstel 24w

LI, = |

tlo wo

BN ofh

A Aztd 9o FARYE Ptk 2d
Al A9 (two-stage approach)’ S AH&3F3ith
(Hair et al, 2014). & A= ol2dk SA4 &4

S 98] PLS-SEM(partial least squares—structural
equation modeling) 7|HE& AF&3tH o FA
AZE9 O ZE SmartPLS 4.0& AF&3FSTh

A 1A FEd i SAHRY F7HE S
I 3 e s 1 = S R = N

< g1 fEAeE WAdAL S YERE
A28t 5 433 (Cronbach’s  alpha)¥ &34 H
%= (composite reliability)e] Ftel &z 0.7 o]
o]o]of &t}(Sosik et al., 2009). Table 3|4
B g %o, HyEe AEvEdgge BT
08 o|Fow g1 EFgAZFEE EF 09 o
Aoz yYehyg B Ao AlE3 SAHEFE=
TANEel e AlEAde] grE Ao PFrt
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Al

i)

R
3

_82_



Journal of Korea Society of Industrial Information Systems Vol.29 No.5, Oct. 2024 :69-94

Table 3 Results of the Reliability and Convergent Validity

Outer Cronbach’s Composite
Constructs Items Loadings Alpha Reliability AVE
SPA1 0.893
Security Policy SPAZ 0902 0.928 0.949 0823
Acceptance SPA3 0.926 ' . .
SPA4 0.908
Security Policy SPCB1 0.928
Compliance SPCB2 0.942 0.933 0.957 0.831
Behavior SPCB3 0.946
. SEV1 0.949
Psercel.ved SEV2 0.965 0.954 0.970 0916
everity
SEV3 0.956
. SUS1 0.947
Perceived SUS2 0.958 0.948 0.967 0.906
Susceptibility
SUS3 0.950
Security Policy SPCS1 0.940
Compliance SPCS2 0.935 0.926 0.953 0.871
Support SPCS3 0.925
BEN1 0.916
. BEN2 0.915
Perceived BEN3 0.900 0.953 0.963 0.841
Benefits
BEN4 0.920
BENbS 0.933
BARI1 0.904
. BAR2 0.925
PBerC‘?Wed BAR3 0.924 0.948 0.960 0.826
arriers
BAR4 0.888
BARS 0.904

ElgA e HFEFFA (convergent validity)#}
8 e} F A (discriminant  validity), ©] ¥ 7}
Howg ygo Hrtets z(Malhotra et al.,
2004), AT EtEALS B4 A X (outer loading)
9} A AFEF(average variance extracted,
AVE)E @& H7lstddth. 8dA A gke] 7

el JFErd el FrE o wdsioltt
(Hair et al., 2022). ¥d €2 Fornell-Larcker
7153 HTMT (heterotrait-monotrait) H] &=
#H7}ak i th. Fornell-Larcker 7]s=o] w2 A}

= Table 4914 & 4 ded, oA
o AlFLES Y& W

ol 52 Ao Y shderdde] g
Aoz FAstAtH(Fornell and Larcker, 1981).
HTMT v & 7]l W& 4] 43 Table 5
oA E 4 JdEd, HTMT Hl&gEo] =T
09 olst=2 YEhy FHEGAH] FrE o=
A+l tH(Hair et al., 2015). o] A3 7o), 2
A Aol A HA dAdAE BE 139
Eol SRl NP EHBAEE A=

S I~
st T AAT

O
IR PEU)

o
re g
]
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Table 4 Results of Fornell-Larcker Criterion Analysis for Discriminant Validity Assessment

Constructs SPA SPCB SEV SUS SPCS BEN BAR
Security Policy Acceptance
(SPA) 0.907
Security Policy Compliance
Behavior (SPCB) 0.720 0.939
Perceived Severity (SEV) 0.415 0.329 0.957
Perceived Susceptibility (SUS) |  0.060 -0.049 0.395 0.952
Security Policy Compliance
Support (SPCS) 0.537 0.487 0.389 0.135 0.933
Perceived Benefits (BEN) 0.583 0.484 0.573 0.222 0.430 0.917
Perceived Barriers (BAR) 0.019 -0.022 0.39%5 0.510 0.117 0.160 0.909
Note: Diagonal elements are square root of AVEs.
Table 5 Results of HTMT Analysis for Discriminant Validity Assessment
Construct SPA SPCB SEV SUS SPCS BEN BAR
Security Policy Acceptance
(SPA)
Security Policy Compliance 0773
Behavior (SPCB) '
Perceived Severity (SEV) 0.441 0.349
Perceived Susceptibility (SUS) 0.063 0.052 0.415
Security Policy Compliance
) 522 .41 .144
Support (SPCS) 0577 0.5 0.413 0
Perceived Benefits (BEN) 0.618 0512 0.602 0.233 0.456
Perceived Barriers (BAR) 0.064 0.063 0.273 0.536 0.120 0.162

Table 6 Resutls of Significance and Multicollinearity Analysis for Perceived Threat

Construct It Outer val Al Outer
ons S ems -value —-value VIF
e Weights . P " Loadings
. . THR_LV
Perceived Severity (SEV) 1 0.909 1.165 0.000 0.985 1.185
. o THR_LV
Perceived Susceptibility (SUS) 5 0.191 14.192 0.106 0.550 1.18
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Aok 3, Qe 0HTF AW o =Ho] e o

S YehEd(Hair et al, 2022), ¥ -0l A o L Fdsided, 1 4
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A FrA9lt 0234, AZE oo 0360 1 AFL WAA @t Ao Y, 7 EAW
I3 AZE G 010624, BF FFE S AY IF 1 FEANE Aol 9es
A=At T 2 AFoAE BAAY 84 gl & AT
(H3-1) Perceived
0.253 Benefits
Security
Policy
Compliance
Support >
Security Secu_rlty
(H2-1) Palicy Co:'!o[::gnce
0.468™ Acceptability Rt
Perceived
Threat - 0108 *
Perceived
Barriers
Note: #p<0.05, **p<0.01, **xp<0.001
Fig. 3 Results of Structural Model Analysis
Table 7 Results of Structural Model Path Coefficient Test
Path
Hypotheses Paths .. t-value | p-value | Supported?
Coefficients

HI Security Policy Acceptability = 0.720 18483 | 0.000 Yes
Security Policy Compliance Behavior

Perceived Threat

H2-1 — Perceived Benefits 0468 8565 0.000 Yes

Perceived Threat

He — Security Policy Acceptability 0.058 0.943 0.343 No

Perceived Threat

H2-3 . ) 0.337 4.008 0.000 Yes
— Perceived Barriers

Security Policy Compliance

-1 .2 4. X Yi
H3 Support — Perceived Benefits 0253 ) 0.000 s

Security Policy Compliance
H3-2 Support 0.348 5972 0.000 Yes
— Security Policy Acceptability

Perceived Benefits

H4 0418 6.876 0.000 Y
— Security Policy Acceptability s

Perceived Barriers

H5 } . . -0.108 2.642 0.008 Yi
— Security Policy Acceptability ©s
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Table 8 Results of Indirect Effect Test

Path
Indirect Effect Paths . t-value | p—value | Supported?
Coefficients

P ived Threat P ived Benefit
erceive . rea % erceive - .ene its 0.1 5331 0,000 Yes
— Security Policy Acceptability

Perceived Threat — Perceived Barriers
. . . -0.036 2.134 0.033 Yes
— Security Policy Acceptability

Perceived Threat — Perceived Benefits
— S ity Policy A tabilit

Oy TOTcy ACCEDRabILy 0.141 5613 | 0.000 Yes

— Security Policy Compliance

Behavior

Perceived Threat — Perceived Barriers
— S ity Policy A tabilit

cetmity: FoTey, Acceptabiity 0,02 2098 | 0036 Yes

— Security Policy Compliance

Behavior

Perceived Threat
— S ity Policy A tabilit
ecur1~y © 1<.:y ceep 2.1 HH 0.042 0.952 0.341 No
— Security Policy Compliance

Behavior

Security Policy Compliance Support
— Perceived Benefits 0.106 3.563 0.000 Yes
— Security Policy Acceptability

Security Policy Compliance Support
— Perceived Benefits
— Security Policy Acceptability 0.076 3472 0.001 Yes
— Security Policy Compliance
Behavior

Security Policy Compliance Support
— Security Policy Acceptability — 0.250 5134 0.000 Yes
Security Policy Compliance Behavior

Perceived Benefits
— Security Policy Acceptability

. ) ) 0.301 6.987 0.000 Yes
— Security Policy Compliance
Behavior
Perceived Barriers
— Security Policy Acceptabilit
Ly oTey AeeeDrbITY 0078 | 258 | o0l Yes
— Security Policy Compliance
Behavior
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