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[Abstract]

In this study, we proposed an efficient model that can detect and classify the drones and related

devices based on radio frequency signals.

In order to increase the applicability in the battlefield,

proposed model was designed to be lightweight, to ensure rapid detection and high detection accuracy.

Data preprocessing was performed by applying a Discrete Fourier Transform (DFT) that is faster than
Hilbert-Huang Transform (HHT). We adopted the LightGBM model as the learning model, which can

be easily used by non-professionals and guarantees excellent performance in terms of classification

speed and accuracy. CardRF dataset was used to verify

the performance of the proposed model. As a

result of the experiment, the accuracy of 3 classes classification for detecting and classifying drones,

WiFi, and Bluetooth device was 99.63% when the number of sample points was set to 100k and
99.40% when set to 500k during the data preprocessing with DFT. And, in the 10 classes classification
for 6 drones, 2 Bluetooth devices, and 2 WiFi devices, the accuracy was 95.65% for 100k and 96.83%

for 500k, confirming significantly improved detection performance compared to previous studies.
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I. Introduction
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II. Preliminaries

1. CardRF dataset
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Table 1. Detailed list of devices in CardRF dataset
Device Manufacturer Model
Phantom 4
Inspire
DJI Matrice 600
UAV Mavic Pro 1
FPV RC drone mini
Beebeerun
guadcopter
3DR Iris FS-TH9x
Iphone 6S
Apple Iphone 7
Bluetooth Ipad 3
FitBit Charge3 smartwatch
Motorola E5 Cruise
WiFi Cisco Linksys E3200
TP-link TL-WR940N
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III. The Proposed Scheme

1. Experiment Preparation

1.1 Data preprocessing
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Table 2. Dataset after DFT pre-processing

# of Sample | Device Model Train | Test
Phantom 4,375 | 1,875

Inspire 4,375 | 1,875

UAV Matrice 600 8,750 | 3,750

Mavic Pro 1 4,375 | 1,875

100k Beebeerun 8,750 | 3,750
Iris FH-TH9x 8,750 | 3,750

Blue Iphone 6S 8,750 | 3,750

tooth Charge3 8,750 | 3,750

WiFi Linksys E3200 8,750 | 3,750
TL_WR940N 8,750 | 3,750

Phantom 875 375

Inspire 875 375

Matrice 600 1,750 | 750

UAV Mavic Pro 1 875 375

Beebeerun 1,750 | 750

500k Iris FH-TH9x 1,750 750
Blue Iphone 6S 1,750 | 750

tooth Charge3 1,750 | 750

WiFi Linksys E3200 1,750 | 750
TL_WR940N 1,750 750
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Table 3. Dataset after HHT pre-processing

# of Sample | Device Model Train | Test
Phantom 4375 | 1875

Inspire 4375 | 1875

UAV Matrice 600 8750 | 3750

Mavic Pro 1 4375 | 1875

100k Beebeerun 8750 | 3750
Iris FH-TH9x 8394 | 3685

Blue Iphone 6S 8750 | 3750

tooth Charge3 8583 | 3660

WFi Linksys E3200 8750 | 3750

TL_WR940N 8750 | 3750

Phantom 875 375

Inspire 875 375

Matrice 600 1750 750

UAV Mavic Pro 1 875 375

Beebeerun 1750 750

500k Iris FH-TH9x 1731 736
Blue Iphone 6S 1750 750

tooth Charge3 1750 750

WiFi Linksys E3200 1750 750

TL_WR940N 1750 750
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3. Results and Analysis
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Table 4. Hyperparameter for LightGBM model

Hyperparameter Value

epoch 2000
max leaves 4
learning rate 0.05
max depth 10
callbacks 30
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Table 5. Experimental results (100k)

. Result
Classification Index DFT HHT
Accuracy 99.63 99.10
3 classes Precision 99.63 99.17
Recall 99.61 98.96
F1 score 99.62 99.06
Accuracy 95.65 91.60
10 classes Precision 94.62 88.74
Recall 94.62 88.01
F1 score 9459 88.30
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Table 6. Experimental results (500k)

. Result
Classification Index DET HET
Accuracy 99.40 99.28
3 classes Precision 99.50 99.33
Recall 99.28 99.15
F1 score 99.39 99.24
Accuracy 96.83 95.36
10 classes Precision 95.39 93.39
Recall 95.79 93.41
F1 score 95.85 93.63
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Table 7. Performance comparison

Accuracy
Cessifeaiion Proposed | Olusiji | Olusiji | Alam | Yan
et al.| et al. | et al.| et al.
DFT | HHT | 127 | [13] | [14] | [15]
100k | 99.63 | 99.10
3 classes 500K | 99.40 | 99 28 90.4 | 99.9 | 98.64|98.47
100k | 95.65 | 91.60
10 classes 500K | 96.83 | 9536 67.86| 90.9 | 80.6
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