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ABSTRACT

Recently, deep neural network-based reinforcement learning models have been applied in various advanced industrial fields
such as autonomous driving, smart factories, and home networks, but it has been shown to be vulnerable to malicious
adversarial attack. In this paper, we applied deep reinforcement learning models, DQN and PPO, to the autonomous driving
simulation environment HighwayEnv and conducted three adversarial attacks: FGSM(Fast Gradient Sign Method), BIM(Basic
Iterative Method), PGD(Projected Gradient Descent) and CW(Carlini and Wagner). In order to respond to adversarial attack,
we proposed a method for deep learning models based on reinforcement learning to operate normally by removing noise
from adversarial images using a bilateral filter algorithm. Furthermore, we analyzed performance of adversarial attacks using
two popular metrics such as average of episode duration and the average of the reward obtained by the agent. In our
experiments on a model that removes noise of adversarial images using a bilateral filter, we confirmed that the performance
is maintained as good as when no adversarial attack was performed.
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Fig. 1. Simulation in HighwayEnv environment
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Fig. 2. Reinforcement learning process
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Table 1. Parameters of the DQN model
Layer | Nodes | Filters | Padding Activa.tion
function
Input | 128x64 -
Convl 4 32 Same ReLU
Conv2 32 64 Same ReLU
Conv3 64 64 Same ReLU
Flatten -
Densel | 3072 - ReLU
Dense2 512 - ReLU
output 5 -

Table 2. Parameters of the PPO model

Layer | Nodes | Filters | Padding Actlva.tlon
function

Input | 128x64 -

Convl 4 32 Same ReLlU
Conv2 32 64 Same ReLlU
Conv3 64 64 Same ReLlU
Flatten -

Densel | 3072 ReLlU
Dense?2 512 ReLlU
Dense3 256 ReLlU
Dense4 256 ReLlU
output 5 -
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Table 3. Reward of HighwayEnv

Reward Content

. The reward received
collision reward

(default: -1) when colliding with a

vehicle

. The reward received
right lane reward

(default: 0.1) when driving on the

right most lane

. The reward received
high speed reward

(default: 0.4 when driving at full

speed

lane change .
& The reward received at
reward

hl h ti
(default: 0) each lane change action

B oEpedE & 10009 olslass sl
7} ez zErke eloldEs} H5E
AT ol AN § FTL Al 45 3

_ 1 &
D=53.D (10)

D ISLE A o dolE
% o¥lE 42 vehirh
Sslze ny P 54 <11>z} 2, R o

el ve

St oA ool sl A5 F BAS ek,
R AR (11
N' 7

4.2 dsiets DENMe HOiy IH

3
: £ AHE
sto] 71 Zstets 2wl DQN3} PPO< At
TAE FAEch. o Table 4% AdA T4
$= DQN¥ PPO9| As& vehll Aoz 7 ndl
B ofejnse] o Holop Al w A 96%E
24 ‘Ri\ﬂr



1054 743)ekss mdle)] o3k Ao FAw} olm

17 Fe9 7S o83 A8 W

2
ZoA epsilons 0.008%2 =434
TAYS de od¥i= $8 Aot
23%, B Fgol 20.9%7HA Arasle AL B

& 4= 9Jodr}. epsilons 0.008<14 Al 71x] ¥4
w5 BIM 34e] %39t PPO 29s 34
As v olFie 3 dolrt 37.9%, B it
o] 36. 3%7}?] %i'}—t— Z1& F3 PGD ¥4e°] 7}
il S Hl A& gl

gt epsﬂone 0.015¢14 <} o] FA<] 7=}

Z 7% DQN mddME FGSM 3404 ¥4
= 53 Zol7} 14.4%, BAF H@o] 12.8%744 b
Engis 71% ghalslgiet. PPO RdolA: BIM 2
ke = 3 Zol7t 18.7%, BA Fito]
17.2%% 104 BIM &4e] -3},

CW 272 A% = 0.8 AAsIIS o DQN
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43%% 2AsId. PPOS A% ol¥a
| Hel 37.4%% 24 BA i 35.5%
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Table 4. Evaluation of reinforcement learning
model

Model During Reward
DQN 96.86% 96.05%
PPO 96.72% 96.55%

Table 5. Evaluation results of adversarial attacks

0.008 0.015
Epsilon

During | Reward | During | Reward
DQN | 34.4% 31.8% 14.4% 12.8%

FGSM
PPO | 43.5% 42.3% 21.8% 20.6%
- DQN | 23.0% 20.9% 18.7% 14.4%
PPO 38.3% 36.6% 18.7% 17.2%
- DQN | 27.1% 23.9% 16.6% 12.8%
PPO 37.9% 36.3% 20.1% 18.5%

o 0.8 1.5

During Reward During Reward
ow DQN | 46.9% 43.0% 26.3% 24.0%
’ PPO 37.4% 35.5% 19.2% 18.2%

4.3 LS 2ol st 45 =4

B R Ak g BEE o4 2
% 14E Clg 2

DQN-E 7H 71871 71" H]E’—E}‘ﬂ* “H eps1lon
< 0.008% AA3 BIM ¥4l4 ¢F 6% A5so|
E& A& gl 4 9lsla PPOE PGD 34 elA]
F 2% “deo] FE AL Feld 4 gl
epsﬂon:% 0.0152 AA FGSMellA ofsk
e & A48 DQN2 7M1 71€7] 71He} 4%9]
A% Z742 Felalglz PPOE BIMeA 71 71

Table 6. Performance evaluation of counter-
measures

Epsil 0.008 0.015
psilon
During [Reward| During|Reward
DQN P P p P
(proposed method) 94.4% 91.9% | 83.3% | 80.0%
(FakeDng'I;dient) 91.5% 89.6% | 19.5% | 77.4%
FGSM
(pl‘oposzg)cr)nothod) 91.9% 91.4% | 82.7% | 82.0%
(Fakcp,;gdiont) 92.9% 92.5% | 83.9% | 83.3%
(pl‘opo%lii?ljnothod) 96.0% 93.9% | 88.3% | 85.6%
(Fachg%I;Idiont) 90.6% 87.6% | 81.5% | 71.5%
BIM
(pl‘oposzg)cr)nothod) 95.7% 95.5% | 88.4% | 87.8%
(b‘akcpg'gdicnt) 92.5% | 92.1% | 83.8% | 83.3%
(proposz(?lfnethod) 94.1% | 91.8% | 91.7% | 89.0%
(FakeDg'I;Idient) 89.7% | 85.9% | 88.6% | 15.0%
PGD
(proposii?nethod) 94.9% | 94.7% | 93.7% | 93.4%
(Fakepgprgdient) 92.7% | 92.3% | 83.8% | 83.3%
0.8 1.5
¢ During Reward During Reward
(proposzgﬂethod) 97.2% | 95.6% | 96.4% | 94.3%
(FakeDg'I;Idient) 89.6% | 87.8% | 88.5% | 86.5%
CW
(proposii?nethod) 96.0% | 95.6% | 95.9% | 95.5%
(Fakepgprgdient) 93.1% | 92.8% | 93.0% | 92.7%
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Table 7. Performance evaluation without
adversarial attacks
Defense DQN PPO
Method During | Reward | During | Reward
Bilateral | - gc o0 | 954% | 96.1% | 95.9%
filter
Fak
ase 96.8% | 96.0% | 96.71% | 96.5%
gradient

%

VI(D) Fake gradient

(C) Bilateral filter

Fig. 7. 2-dimensional t-SNE of HighwayEnv
data from DQN
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