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ABSTRACT

The proliferation of IoT networks has led to an increase in cyber attacks, highlighting the importance of Network
Intrusion Detection Systems (NIDS). To overcome the limitations of traditional NIDS and cope with more sophisticated cyber
attacks, there is a trend towards integrating artificial intelligence models into NIDS. However, Al-based NIDS are vulnerable
to adversarial attacks, which exploit the weaknesses of algorithm. Model Type Inference Attack is one of the types of
attacks that infer information inside the model. This paper proposes an optimized framework for Model Type Inference
attacks against NIDS models, applying more realistic assumptions. The proposed method successfully trained an attack model
to infer the type of NIDS models with an accuracy of approximately 0.92, presenting a new security threat to Al-based
NIDS and emphasizing the importance of developing defence method against such attacks.

Keywords: Deep Learning, Network Intrusion Detection System, Adversarial Attack

M2 ex] A ~®(Network Intrusion Detection
System)®] F8Ade] ZAx=x 9ldt(l). AEFAH

IoT VEHZY A4 Z7F 4 U2 Q13 o NIDS= o8] sHAES 7K etk 254 NIDS
Aolul gAo] Frleki FAldl el MEND A & 2 oldel HolE 47 F& IH Spow 3
A% GAa] el W 4% e 95

Received(06. 24. 2024). Modified(Ist: 07. 30. 2024, the 5Ae 7L A EdE e Ao gnts)
2nd 09. 03. 2024), Accepted(09. 03. 2024) A AE FAEA] SEke 5 LF8e] Evke
o] b 20244 AR-(ISIAR) S Aldes e AAo] oJrh(2). w3 uEYZe] B =7 9

FATAe A kol el A (KRIT-CT-21-037)
FA2}, ac.yoonsoo@gmail.com - -
2AIAAL sunchoi @ssu.ac.kr(Corresponding author) U 9 B4357] o3l dAE 7Rl


mailto:ac.yoonsoo@gmail.com

3}
=

o T2

UH /‘]—.9_
o%_ Eﬂo]E‘]/‘ﬂ

2
2]

55}

14 =) A

=4

Al 7
1t
3

pZS

| g
T A5
I (Artifi-

cial I
ntelli
igence) 7|1k

‘_O
ﬂ]Eo
Ef=

15

g

o

876

Mo o
L
iwavrw%
Hg% T =
7H]1BQ1L ‘}Iiﬁ_v‘l
S '
S5l TERTE
N eﬂm J
LT wiﬂgﬂWE%
1214 % ﬁue ﬂamﬂu]r uﬂ%mq@%a
Jlo ! . —_ et
ﬂavm 3 emﬂy¢%%ﬁ%a
= 5 % e ThE g LT R
& ]]Tﬂ
4L],Mo_aL Emlooﬂﬁ%oeEzoaniuea%n%E
ﬂq B ﬂ..ﬂﬂlaEJIT —~ o 19#0 o
tguT]r 1r1117A ) HT.] @aﬂlﬁﬂa]] o
oy o} _aLELﬁaﬂﬂﬁ oy ﬂﬂﬂaiqoﬂﬂuu.mo%amiu%
Eﬂgaw ﬂ@ﬂi%b?ﬂﬂﬂ@.zﬂ%iéﬂdOOEE
HE i %%s%ﬂﬁ%&ﬂmezuxfﬁaﬁqﬁ; e
4@%@ @Hmﬁ@w ~ & ﬂwuaua%%@@ﬁ 5 g
,Ur_ﬂ“‘mlm_i E‘_MNHI,OI W(ﬂﬂ‘ol,MMMMAT_AOJOWLzEﬂHEHWATx ° ‘mﬁﬂmwﬁ ]
o T ﬂEW%%gd e ¢ﬂa%%£ o3 w E T T ¥
wgwMﬁL%ﬂﬂaaﬂM@w}%%a%ﬂ%%ﬁ%m A g#g £ g g
%téx IR = .EH.ELV iwﬁ@}ﬂﬂ o Mo & iy J@ﬁﬂ : p
1u._}LwFlﬁlllﬂaoﬂLATRﬂ@oamﬁQEZ]FHEJ&‘_PV Maﬂo Owﬂl i_w m}loﬂﬂrﬂum% WE
ol 41‘._OEMJEXQE‘M|OZHOHIII ﬁﬁ_/ ‘mo?uixA Eww N ™~ Mrnmvﬂ_._ 7E
ﬁﬂ.eqlm% Elzoo Eln .loe% : aﬂ_?ﬂma.z . = lo}ﬂy'_s}o
%iﬂis%ax]a ﬂld.u rldriox I 3 z;.@xﬂ D
T % LDiaﬁoo ﬂi] 5 R iy .bta i nnﬁﬁk_l 2 5 o
o n n = oJIC o ]ﬁiﬂ Ltou 7 éé]u . o
=z —_ G T 74 g o o e M -z - s R
— R £y = ﬁlrwmle ﬂLmﬂﬂ_so# T 5 = Y E‘_nv_%,mﬂ 3 <M
N X ﬁaﬂNSJ7@uc§ ﬁklo%_qﬂ% %igrﬂSq A
% TE roE Doflﬂanqo#]o% o8 E%ﬂu = iy ~ Dmuu Al
1;110 i tJII o7 80ce7LLT_ 0 ) ].ElyA IAE o
hETL .o cza X My@d%;ﬂgz%ﬂ T 4% <= g
m oﬂ,_ < LMaﬂﬂnuLéﬁlnaﬂlﬂ%J H %t;ﬂﬂgu,_iij ;uaﬂ
%E%?%ﬂ%%%u& low%ﬂwmnymmmﬁ%ﬂmr ©n HML%WAJEMWEA @M
41]‘_ [ ™ ‘|< = iy ]]0 o !
]wom‘.nm‘_u_ﬁuauﬂwﬂ%ﬂﬁﬂﬂdul ?mmdwmﬂﬂwh%ﬂaé WWWMVWQHAM T
4%0%1.0%1%4%0]@.4?0 Aloﬂﬂwiu.*ut ﬂéﬂuﬂooti%]r ztwa
. }uﬂ w2 ELH._ ATooi CTP% OMU%,%VE Lsa ~ L
BML Mﬁmmu ‘I_M‘hlo B OgE ~ o EWJ._I o’ U‘.ﬂ ‘m_l‘ul e m i _FT N .qu‘olv_lllﬁﬂa N Wl
drMuuu .%Bo»ﬁ%ovﬁﬂawﬁmu% utﬁ_ﬁl fo 3% ﬂ.ﬂaoeﬂao_E]EL?ﬂﬂ R
%Lgﬁ%%%% Hzﬁﬂvﬂs} }Ha?ﬁﬂ AT@c;Mﬂﬂ x 8
;A,mﬂow Eﬂ‘lo‘._oo,ﬂlinﬂ.l.;o o el ﬂ%llqﬁl EL.E.._L.H q.|.
= 1‘U_|]Xa x ° o ol R E.._l;luﬁll | <° Ao]o Z.
Lﬂlo}ﬂ} G ﬂAXO_a 7ﬁmnh_ﬂaﬂ NG EEET e
Q%VA% 7m%ﬂ1oaﬂ% — %hrﬂﬂﬂog o 5 ]
oR fo ToMﬂ‘ol[ Eo%f EL AnbtﬂmwlLdrqﬂl]AT o | e 1@
Eﬁ%Lv%zqﬁja;w]m }41ﬂﬂ Xz alai |
@ L G lnMo1 aaa@ 7ﬂA% ﬂw%%q%%j - o
W_Z_Zu ‘%MHEﬁ/ﬂDI‘I‘.#U%lO]q_L ﬂ_AI.A .I‘OI‘,.IBE‘I:VHA_.O U..#‘IXOO M@l
%aeaﬁwhoﬁn]ﬁﬁ1qw4o ﬁlf.@dnt B2 %i%mev@@ W
@%MHwﬂ%M7%o% EXy.d ;oaaaru%ﬂ ﬂ#ﬂgﬁrlm?ﬂw R Ex A
o = < - ; -
W:Mﬂmzu‘_.76ew¢ﬂﬁm_m7:ﬁ%f?ﬂm_auzﬂﬁjqnﬂ N Vuammlerj\ﬂnﬂ
%uLBWﬂomo W.z QEPANﬂwwuz_lﬁﬂbuwu{Ee]ﬁ,ﬂﬂzo%aamwﬂ Waae_nx_vu erit
Mm@mawaﬁqm%wx;ﬂz%%:wmmwy»mawtw o%m%wmm%
= = oaafkﬁﬁww.mﬂﬂo%14%%%%% POMAT% xwlm or£®11§ =
S E ti7 igym@?%%qkmk gﬂ%wﬂ% quWﬁmyg
= X . — TO,I_ d 0
AW&quﬁuoﬁﬂ%EWQioéwwgwam aiiiL il
fnqmu%%o#ﬁ;?%uom«% Emframrﬂoa w Turdalo
ak5+ﬂy ﬂg}u\L% ﬂg1§ P %1&%7%%%
Oﬁlwh._oa Lt7£ o ,Lllo N I ﬁAOc = s
ey 3 rd Box . W N = =~ = i i o o
o| = MﬂLZL]}cT JEEHHEA W — Edo
T W = ﬁ_.z.x7 X X ]]%ﬁ _azoi W o
N = L_Llrﬂﬂﬂﬂi7v r Mo of T i = 1
Edllo‘mﬂllx 1041210]:/ﬁﬂlo Il]ﬂﬂﬂ HL v
"R = T e X X Ho 7 @ W Ca ol HM ikl
EE E Z.f loJEl‘q.J; ‘.lfWL Eo mwu e E o lurL 5
ﬂ%ﬂ@%uﬁ.ﬁﬂi%,ﬂ IJ%EO o
ﬁlioiz éwi;;
ﬂﬂalﬂﬁ%@mﬂ%ﬂwonmﬁﬂ
W il R W i =z & it el
gaﬂjbﬂ%_@m_/%fﬂﬂ
X ﬂalﬁomﬁqoﬁe‘aﬂi
Eﬂﬂkyﬂé_’f\_‘mu
am_.m,ﬂwaoi.
A
=i

_}U:] .
1 NIDS %
““‘%_0,]

AR
17} 1
e

ol e =
"TZI
S 0] D}
=



A BB 58574 (2024, 10) 877
Ef= A] &R Al2"e] Hel 7]s AFste] daA v, Efge] Bakgk gelellA fofnigt ARE F5
&= 7dx3} staL F=g)ct
1. HHZAXA] 213 IdsNet
2.1 Al 7|8t NIDS 2€! B.E. Zolbayar et ale] #xd =%(26]4
Aol A7l Slsl X}le—?" gk TdsNet
2.1.1 AlertNet w3t DNN ~7]4ke] NIDS = HEFA E
# ey & F38tx -‘Vii —%%H welo] ¢
201949 R. Vinayakumar et al.& =(18) WS gl HElE wsEi deldE AAe &
A ok 29FE AREE) =2 ALY dlelHE o= ALY 2 Atst 52 JJréa A7} 4
g7 5 gl DNN #29 NIDS 2% AlertN o o NIDSY o}7HldE #HAslel= 7|
et Aljtetalor, vlES]= 7IHHNIDS) 3 £2E ek Adw z@skw 9lid, dlolel A taske
71uke] AgleA] Al2="(HIDS)(19)& At 3}o] EAAJ o wle} DNNS| #A4¢ 3]& golo] & 4
Bz A2 w7388t} physical WEY = A W B 24 T ook Al Az 37
GolEl% 9 el ATL GolElz WHA A olagel eolol® Frbeks Aol AAEE ol o
l N-gram(20) 52 71&< Agsalon, A4 gkow], AL ulge] Z7le AP frdcke 2
Zrtog ko] vEYZ dHelHE A= F ole 25 UEeh webA IdsNet2 s =wollA 713
Tx2 AA=. =3 continual learning(2 Fgo] Bom A2 Y=l nlo wel 32| Foloj S
115 &3 Az dolels AHAR 53| 71 mElg AA =g
wf el HEE frHe] Aboln] FA AEF = gl
= Zy s =e)th 2.2 Al 240 CHst Moy 34
qYF, BAFE 5 245, WA 2 =9
o} EFHFOE o]Folzl 5% Holo] F2E 7} 2.2.1 Membership Inference Attack
e} 7} Folojrt Fo] ZAojHdFE AL o] wRS
N EZ AAE T Bagt WENT 36|42 Shokri et al. o] 2017'dell A3t WA 2
85 HXRE 39, =#ol4 KDDCup99(22), AL 54 ol Aol mHle] F= dlojefAlel
KSL-KDD(23] 59l o] de|efAlelx Aess A EFEP A AF-E ddste ol d% 34
EX =8 2 mdo] F#lslx| o dloleel, FH dlo|E
el ch2A RhSgivhke S o] &3t} F2] HAl~
2.1.2 DeepNet 5 7R SRR e wele] AnAle FEe] 4
3 FAAE FHE A mded 54 dloly AES
Minghui Gao #+= 2020 DNN ~7]¥t NIDS dE83 <l&3 confidence score vectorg 7182
29 DeepNets Aktodct(24). DNN 2o 2 duAE FEE 3E 2ds FEg)
qHshr] AAg YA ow UESS veolHE At Salem et al. = 20194 ®WA] 8 F4& ofk
7] $13 Apriori &ae]ES F3f AREA N dle] g el el Alue]eela A, dukste W
7} 7R3l 92 E Ak, dd S 7ikeR A FE FAe] 7FeE dFssich Al 22
DNNe| A4 =gz} ofejx Edids EfFdlct AL 8, FF T WA ARE oFe okl
g mde AlertNetd} ofF fARE 722 919 A zZetol Aol A7k $13e] = 4= ik
>E 29 4 KELO]'T golo], FHFOR ofF
o]zl 4Z2] Folo] F2Z 7[XH BE #olojr} 7+ 2.2.2 Model Type Inference Attack
< g9 s 7pA A °l°1 BE #HoJojellA] Fd3t
54 3% 2 W3e ARk NSL-KDD dlelel 4 WA FE TAT A 34 eR wdl
3} CIC-IDS2017(25]) dlelH® A5 AF3tl> T F2 FA0] A= Bd TR/ FEL



o Z

=
ao‘ﬂ“?‘%

oH

A

878 AT 714k NIDSel| digh =
A mdo] o Fxo] UESZE FHEFUEA
F3h= Aol FAelrt el mdo] de ezl F
25 /Wl 3As 5 BRdd TAA= €
A mdlel Aoleta A== F A7e FH3)
J FR Rdte] Fdof 9] b e BE
£ 7 RE Felze sldEe A deleAls F
B nddel g} e =2 el nde
23t A2 confidence score vectorg 2S F
= AES a¥ol¥tx confidence score’} =2
THURE 4 Fol= 4 AR 9L F de A
35 Eeubaety Aojsiglint. 4 AN d& F
= FHE o83 g I Z47kE dlo]
B AoF AMgs] 34 2als FHsly Aes 4
stod o, Ealluks gl geoluba FAoA mde
FHE FEL 5 S 1o TR IFE T
AL FAAZ} A mdle] WES T F2E ol
a 2o T wAlS depd 4 QA gt FAA)
= 23 g nde] ARE yHie g el mdo
1;1__97_ iz_q]il,% %7_31 HOLHHJ% 7HHEL€‘;-_'1— 2~ o0lomg E!_t;ll
5 2 T4 gk Wt Fa

2.2.3 Model Attribute Inference Attack

Property inference attack2 Al x#leo] &3
dlolele] 5AA BAS FE3e T4 fAket

dlole A3} el g FAT

wdo] fAkE 7%

< & Fojek= A3HE o] 88t} Ateniese et al.

Test
Data

Train
Data

Surrogate model A

(2015)2 dle]elAe]

asison, a3

et al. (2019)2 &=

=
=

A

=

A=

. Melis
(splitting learning)
HolE 3= 59t 9=
Jot. oluf FAz7}

&
., 68 T

g 329 T o o e oled At

2 NIDS7} vlE9 a5 B33 9
we} s AgAte] ELEE 2gke v}

3101

7zste] | dlole] vk

el dage

o,

o}, mebsd g mdo] NIDS ®dd A$- &4

7] ofHE A

Fig. 1. Model type inference attack structure diagram against NIDS model

| Target model
Surrogate model B |
|
uery Output
Surrogate model C Query P
Query train Attack
Output model
“Model A”

& 2 =] A
27} Ak F el
NIDSE #&st
Fhx vEN=



AH B 33354 (2024, 10) 879
7} Flshs w2t NIDS7F 344k 855 otelA mele] i FH3L 7 kel S sterdf el
ol A9 E T e WAL, H A AR st o] FHE Eiele o4 e ¥R v A8
NIDS =of 2|3k dlolHE ‘FZ}J‘—J A = ok AAl A4 ARgE= NIDS =Ee okgAle]
o} whebd FAE A4 ES R Hlntew Fz A =2 ] Aol BAEolop & Aojnw Ay
) RS FE8h= 2ol FAE dsty] gl 2l oAl A &3} n|S=gt AR AlEeolidsl] st
TE2E dotehs A 34 Adelert w2 of FH AT Aes B 2 Fel =2
s A Bl mde] FHow i ghEe 7] w24 S s FRAIAE et
mE FHs e S 5 ode ks AelA
A2 vESZ 7 dlolertez el Rl FRE 3.2 I|N 715
FE3h= NIDS ®ddof gt 34 ZHjl¢l=E gt
gt 27 12 NIDS 2ol g wdl 5 322 2l 5 FE 3 ErelA Ao dﬂr ol
Fxzolt) wy 7|Re nd £F 22 T T NIDS =#ell4 confidence score’} & A1
2 mdye] Fald AHgd delHAS A & = AR s weE A oAl ek @
H2hs A 34 mde FHEAZ A5 2 3 7= 7H3eh. NIDS wlle] 724l confidence
B ondTe] Falo AMLEZ kS € AE golE score vectors ¥& F e LHlo]Rts AatelA
2 AR FYger ¥4 2de FHd e ¥ o AR Aot
Aol dlolg o 2AS #istaat s}, FH meltel] F2jgk confidence score’t F&
AU AHEE ZHae] o9 wEelx T3 o9
31 55 ooz 58 Brp e #909] Falzels 0, 2 99 29
Zell= 15 WA s = vlolHel £3d )
NIDS= vlEf]Z Edfiy dolgdx SAE Az ARgA i wEe A 229 confide
ZallA /MR B 2 9x 52 AelE 7 nce score’} off FelzelM Ao a3 %
o2 FRete A9F Btk £ =89 AddA= SAE Ed ad 2= IAH 7 S v
+ilo 2EAS wol7] fla R wdds A W gEo|v
= T3 A3 dHolHE sl FHdr
AR el md] FRE FES] $lE 3.3 2z ¥
wdo] & ¢ ol v FR mds AAsta 7t
LT vEHZ deoleAle Z8e FR mdTS vRld . 2Eel el Fels o9 et
gt s wdtel 22 doleE =g F 7heak FxE 4 odele®E, Fn mdye] wd
2 289 %9 Yu WS Qeoh s e 52 label2 MLP 292 Fadth oo a9
Query Input Net\]iveozi(g gata
|
Target model
Classification |
result [0.965, 0.005, 0.012, 0.007, 0.009, 0.002]  “Benign(class 0)"

______________________________________

Query Output '
In Black Box i
1

[0,2,4,3,1,5]

Feature

1

1

—processmg ~ 110 1,0, 1,0]
1

Training Data of Attack Model

Fig. 2. Feature Processing Structure Chart



880 AI 7]8F NIDS| digh mdll 25 2 34

27 mde gl NIDS 2dlle] Aabdel ez gk dlelel7b 3= o] 9t

H71 dole 2 Felal] I SHS JHshd FR B E = AlgeAe AA9) fralket 43S AlE
d7 5 el NIDS o] ol mely} 7o 2R HolAdsly AA| Hlo]lHE o |es T
AAE 2  ole 34 ZdE AL 34 sl AA 31749 delelel PCAP 4 CICFlow
mdlo] Mgo] =& Al e wde] EH meter® labellings #8313, botnet 42 ¢t}
£ FE3t} Feid ndo] HAE dol Aldix o] 2oz NIDS 2 FAs= Aue]Lo]7]
2 Ao 2gsheA %"J?‘f}ﬂr El~E Hlo]eAl ol FEdoleloll A Aleldct w3t AR &
< FH mde] FRIsk] 92 AN VES = F)7 )

=
o
i
E

tenate ¥ dlo[elE AF&EPE} SRk
AHEEE HlolH 2 )3 &

T wEle] gl /‘}%EV Eas
Aig 34 2l sl¥se 34 &
=+ otk eMl RS ¥
ES 3ANVE REe AR 34
e BT 7FeAe] wokltt

= i
T 9% A dHelHE
al

. 2016 ©] Akt B-Profile Al&~®l&

A A

2T Felsla o %% 7}&8lA conca

malre] e

4 W= A7 dlelels} vl o

gt} Sharafal

ARG A Iz AT fARgE oA EdES
Dos, Heartbl
eed(28), Brut Force SSH, Brut Force FTP,

AR, 2A A

Web Attack, Infiltration, Botnet

Table 1. Performance of Candidate models

< DDos(27],

AL

o=

T4

AE 4 gle AEAR Fo vMEYHa 74 AR}
23 columne =9 °a]
i AAlgcr g1 22w Ae2|g
1 FF FE /‘]%Eﬂol*d:% A7 FH mdTe]
& dlo]El® ARE-ght
B =2 "y Fea Al 7]& ER71al Alert
Net, IdsNet, DeepNet& FH nulyoz Az
sldew, CIC-IDS2017 FﬂO]EV" % train data
o sgsh= 862,64870¢] wlolelE AAF ¥ =
do] Fao ARgA viAlRA 2 3 s
AR Fp mdFo] A%e ¥ 13 2} 74 mds
F13 CIC-IDS2017 dlole] Mg 2hde 3+ A3t
E17}

ol
o

ol b

n)

F{

A3z (0.9 o]AL 43}]4_5]—_; AL A
o2 gxg 4 9lth CIC-IDS2017 oAl
Benignell #ldsl= A4 S dolelrt 7 W
o] Y] ek b 2 gohsol A )
Wik ] Sl e ok Pe G
Y¥ e 5o 42E AR 22 doleuct
8] Fle] % &%L-"% AESE 7 0 Fd92
el & 2|5 sh= zlo] NIDS®| &A1& 713 +
slol, AsE Austelr] 44 Aelw

d N

AlertNet IdsNet DeepNet
metric .. .. ..
dass precision| recall |fl-score |precision| recall |fl-score|precision| recall |fl-score

0 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
1 1.00 0.99 1.00 1.00 1.00 1.00 1.00 0.99 1.00
2 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
3 1.00 0.50 0.67 1.00 0.07 0.13 0.83 0.36 0.50
4 1.00 0.99 1.00 1.00 0.99 0.99 1.00 0.99 1.00
5 0.98 0.08 0.16 0.95 0.97 0.96 0.96 0.99 0.97




AW R FE5] =14 (2024, 10)

881

4.2 24 28 M5

FAAZL B wde] ER1E A3} FAG vlole]
A% g FES oS D] wlEe] Fu mdEe
Fa1g delelsl 24 mde] F21o) 44 2] o
oElE AAA he4E T TF 2 TA Uik
s 4

T olrh, wmebq 34 mde] F=iel CIC-ID

S2017 dlo]ElA & test dataedl #|=3h= 369,70

709 dleole] F Ad¥E AlertNet, IdsNet Dee
2+ 724

kel
Z,
[}
o
=
N
2
N
i

S FE wEle Felstar, " dolH 2 wEle)
e FEI AYeAe CIC-IDS2017 Eﬂ"]
ElAE H2E dlolEdl 360,707709 dlele &
0.00071= °1&3f =4 _‘?_til% 3 ¥ S %
Asksda, 15,000789] dlolel S 34 22| giE
o AM&3 AS5S =As)

TR wdge e 4L S e 9
Hefel 7p 2 w9l S w919 E¥sddle

concatnenate 34 && delel= (50,000, 12)
e 5 A, "H2E dlo|e]l& (1000, 12) 3HE
5 7Hl= ‘ﬂ"]ﬁ"]"%

TARAL 4709 29%3 Dropout o2 o]
Folxl MLP mdolt}, 34 xS 100 ox=7t
2] F#3e A9 Loss9t Accuracy Fole I¥

Table 2. Test Performance of the Attack Model

Classmetrlc precision| recall fl score
0 1.00 0.95 0.97
1 0.81 0.99 0.89
2 0.97 0.80 0.88

9] =9 ¥ Zo sFsl= HAEGAS] Precisi

on-recall graph®} ROC 7|BEE

= Q‘o §H£

A0

9229 AUC+ 1.00, 1 —:LEH —4 AUC= 0.97,

2 2922 AUCE

. H2E

ool AM= AL 2 Fl scorec ¥ 33 %

o AF Asz ve] e
Fesi2A sk Bl

o, FA}F FFE
2dlol|A] confidence score

vector”} ohd —E‘Tl‘ g F Ao =g o &
solodm FE T3 I dlolE

AEA ] NIDSE A% 3
Z|817] whell
e Ao w the

2ol Hefshr] el wAled 2

ROC curve

o o> L ox oo (7 1o [ X
_‘_1‘
H
=
ofx
=,

: >
i o
=
|
-,
[
lo,
jn)
o r
o
lu
i)
ET
_V‘i

52 94 7]
SEREREEE
& 4 glen} e

el

g 22 P54l ot 7lE

E‘
25 43 9ol F8 vde 3

£ A20E g2 dolE e A

E

=

ofd

AT [o

[e]
39 #= 2 Foke] agl=e} 2} Loss7t E41E =AY
- o &)
£2 gAen FARYS ¥4 4 dged, Y
. o] = A
100 sl Eze4e] et oF 0915500k 25 3 1%
Training Loss Training Accuracy
0.7 —— Model Loss
0.90
0.6
0.85
0.5 .
% % 0.80
<

0.4

0.75
03

0.2 0.70

—— Model Accuracy

o =
@ @

True Positive Rate
13
4

0z .

—— ROC curve of class 0 (AUC = 1.00)
—— ROC curve of class 1 (AUC = 0.97)
—— ROC curve of class 2 (AUC = 0.98)

0 20 40 60 80 100 [ 20
Epochs

40

60 80 100
Epochs

0.0

0.4 06
False Positive Rate

Fig. 3. Training Performance and ROC Curves in Attack Models

o8

10



< I AFAT 7Es FEd sy oz okl A AA diFle] dHEOE oS f 2T
T B4 A"l 34E 9 2 27 g UES T otk £ =4 AlgkE iE NIDS 2ds
3= FAllelt). o= ATA- NIDSY sHAE 5% FEZ o A HENZ FAF do]ErkE o] 44
g 4 oA A, Al mdo] sl Hal Hokd A Ak el 2o ukg-S A&He R P
A AR F= T4 5o AA FA =5E + ol g 4 9len gAE A 4 9l7] wlio] NIDS
the A8AE 7IRAl = o dig tS $1gAel wel FHebdo] & 4 glr}
Al oigt AR 3% 34 F shies 29 F7 wepx] o]of gt W] 7|% ske] S Er)
F2 Tt Ve 1l FF F2 34 o
2 2ol ol Addled, el mde] i References
E 58 Ul 34 2dS FA77] 4614 A
rdo] £ gl& Ut o7 FHe FE2E 7= (1) M.K. Asif et al. "Network Intrusion
Fy neds 33ty RE Fea dolEE Detection and its strategic im-
o 5 detl o] ul A= sl delHe ¥4 portance,” IEEE Business Engineering
ruls FHg dole e} Ud +EE 7Pk gt and Industrial Applications Colloquium
= AAx71e] 9)rt (BEIAC), Langkawi, Malaysia, pp.
a2y NIDS Ede] 243 goi= NIDS =2 140-144, Jul. 2013
< FHE o AHREE YEYZ dolee A % (2) D. Joo, T. Hong, I. Han, “The neural
dole] flel= ofe] 72| T4 FHAR FAE network models for IDS based on the
w7l Wi, ZE FH2e deleE Al N asymmetric costs of false negative er-
IDS ®do] x&Hog st A A2 HA | rors and false positive errors,” Expert
w2} g AHEALE Adste 5 AA 92 ¢ Systems with Applications, vol. 25,
A=) el NIDS Zd9] uhe-& A& 3 no. 1, pp.69-75, Jul. 2003
ZAsl7] o] YRt B =i ol e 54 (3) B. Subba, S. Biswas, S. Karmakar,
of AgA A vEHZ doerkE o] &3] el “"A Neural Network based system for
ndo Fesle S-S JHR st AL AAS Intrusion Detection and attack classi-
onl 7]Ee AFe 2y FR ndTs ¥ fication,” Twenty Second National
dlolefe} ¥4 mdls FAHsly] 418 Azl dHolE Conference on Communication (NCC),
Alo] Folslx] grele £& A%S Hol: 37 Guwahati, India, pp. 1-6, Mar. 2016
rds FHAZ = sk webd Bl 2de (4] M.S. Habeeb, T.R. Babu . “ Network
FHEHA &2 deolHE &8 HAE dHEle intrusion detection system: a survey
o FRE R 4 e 34 2dS FHY on artificial intelligence based tech-
T e dAdAe 49 TS AAE & niques,” Expert Systems, vol. 39. no.
o] AljBle ZHddas 34 AAE F 9, Jul. 2022
B omd ol gl mdl dxse FRE MR (5) K. He, D.D. Kim, M.R. Asghar,
ndlo] z3tw] oo} gt H3 FAA) AT "Adversarial Machine Learning for
FH mdEe] BE =2 Ae5s /HAEE E£349 Network Intrusion Detection Systems:
F1& 5 9l AHdlolofol ghrl Ao 9l7] ul A Comprehensive Survey,” in IEEE
ol dA FFo AE I uEiA tE A Communications Surveys & Tutorials,
grel FAAre] Ao w NIDS mdle] F+x AW vol. 25, no. 1, pp. 538-566, Jan. 2023
5 38O R FEsle T4 ATE Do, (6] K. Yang, et al, "Adversarial Examples
FAAZE NIDS 2d9 F/FE 234 =4 Against the Deep Learning Based
g mds BAsre Lolsly, oS HA ¥ Network Intrusion Detection Systems,”
EAQl Add 34 Bl mdd Vs &4 MILCOM 2018 - 2018 IEEE Military
AA 4 HFlo] dHHHE FAE 3s}x Es}HA Communications Conference (MILCOM),



A0 553

(2024. 10) 883

(13]

(14]

(15]

Los Angeles, CA, USA, pp. 559-564,
Oct. 2018

1.J. Goodfellow, J. Shlens, C. Szegedy,
“Explaining and Harnessing Adversarial
Examples,” ArXiv, 2015, Available at:
https://arxiv.org/abs/1412.6572

Z. Tian et al,
Survey

‘A Comprehensive
on Poisoning Attacks and
Countermeasures in Machine Learning.”
ACM Computing Surveys, vol. 55, no.
8,Dec.2022

S. Alahmed et al, “Impacting Robu-
stness in Deep Learning-Based NIDS
through Poisoning Attacks,” MDPI
Algorithms 2024, vol. 17, no. 4,
pp.155, Apr.2024

X. Zhang, C. Fang, J. Shi, "Thief,
Beware of What Get You There: Towards
Understanding Model Extraction Attack,”
arXiv, Apr. 2021, Available at : http
s://arxiv.org/abs/2104.05921

R. Shokri et al,”"Membership Inference
Attacks Against Machine Learning
Models,” 2017 IEEE Symposium on
Security and Privacy (SP), San Jose,
CA, USA, pp. 3-18, May 2017

H. Qiu Attacks
Against Network Intrusion Detection in
I0T Systems,” in IEEE Internet of Things
Journal, vol. 8, no. 13,pp. 10327-10335,
Jul.2021

C. Zhang, X. Costa-Pérez and P. Patras,
Attacks  Against
Network Intrusion
Detection Systems and Defense Mecha-
nisms,” in IEEE/ACM Transactions on
30, no. 3, pp. 1294-

et al, “Adversarial

"Adversarial Deep

Learning-Based

Networking, vol.
1311, June 2022,
Y. An, D. Choi, "Model Type Inference
Attack Using Output of Black-Box Al
Model,” Journal of the Korea Institute
of Information Security & Cryptology,
10(5), pp.817-826, Oct. 2022

K. Roshan, A. Zafar, S.B.U. Haque,

“Untargeted white-box adversarial at-
tack with heuristic defence methods
in real-time deep learning based net-
system,”
vol.218,

work intrusion detection
Computer Communications,
pp. 97-113, Mar. 2024

D. Oliynyk, R. Mayer, A. Rauber, T

Know What You Trained Last
Summer: A Survey on Stealing
Machine Learning Models and

Defences,” ACM Computing Surveys,
vol.55, no. 14, Dec. 2023

A. Tlyas et al. “Black-box Adversarial
Attacks with Limited Queries
Information,” Proceedings of Machine
Learning Research(PMLR), Stockholm,
Sweden, vol. 80, pp. 2137-2146, Jul.
2018

R. Vinayakumar et al,"Deep Learning
Approach for Intelligent Intrusion
Detection System,” in IEEE Access,
vol. 7, pp. 41525-41550, Apr. 2019

M. Liu et al, "Host-Based Intrusion
Detection System with System Calls:
Trends,” ACM
Computing Surveys, vol. 51, no. 5,pp. 1-
36, Nov. 2018

G.Kondrak, “N-Gram Similarity and
Distance,” String Processing and
Information Retrieval. SPIRE 2005.
Lecture Notes in Computer Science,

and

Review and Future

vol. 3772. Springer, Berlin,
Heidelberg, 2005
F. Zenke, B. Poole, S. Ganguli,

“Continual Learning Through Synaptic
Intelligence,” Proceedings of the 34th
International Conference on Machine
Learning, vol. 70, pp.3987-3995, Aug.
2017

M. Tavallace et al, "A detailed analy-
sis of the KDD CUP 99 data set,
2009 IEEE Symposium on Computa-
tional Intelligence for Security and
Defense Applications, Ottawa, ON,



884 AL 7% NIDSo o3t 24 55 3£ 27
Canada, pp.1-6, Dec. 2009 Security and Privacy,Online Streaming,
(23) L. Dhanabal, S.P. Shantharajah, A France. pp.25-36, Feb.2022
study on NSL-KDD dataset for in- (26) B.E. Zolbayar et al, “Generating Practical
trusion detection system based on Adversarial Network Traffic Flows Using
classification algorithms,” International NIDSGAN,” arXiv e-prints, Mar. 2022,
Journal of Advanced Research in Available at: https://arxiv.org/abs/2203.06
Computer and Communication Engi- 694
neering, vol.4, no. 6, Jun. 2015 (27) J. Mirkovic, P. Reiher, “A taxonomy of
(24) M. Gao et al, "Malicious Network DDoS attack and DDoS defense mecha-
Traffic Detection Based on Deep nisms,” ACM  SIGCOMM  Computer
Neural Networks and Association Communication Review, vol. 34, no. 2,pp
Analysis,” MDPI Sensors, vol. 20, no. 39-53, Apr. 2004
5, March. 2020 (28) Z. Durumeric et al, "The Matter of
(25) A. Rosay et al, "Network Intrusion Heartbleed,” IMC "14: Proceedings of the

Detection: A Comprehensive Analysis
of CIC-IDS2017,” 8th
Conference on Information Systems

International

ot & 4 (Yoonsoo An) A3
20194 24

7 & ¢ (Dowan Kim) A3¥
20194 24
2022 24

}‘/J

19954 24:
19974 24:

(M X290

IFQ et 45} A}

(FAHel) AT Hob MAlzy, EA 24
# o A (Dae-seon Choi) £413]¢

2014 Conference on Internet Measurement,
pp.475-488, Nov. 2014

g Al HAA dTAE A9
dleld, 73lehs, 2HEA

2023L:1 8°J /‘\N;Hs]-;]r_ AL E ]]01%1-4,]. /H,\]_
2023 84 ~&A): $A
(FAlEep) Al Bt &4

Tty o84 W) i)
Rt DL R
2022+ 2ﬂ°é~6:1XH FANER AT A A7AlE A7

e E e
wpatd st A7 Tt A

20099 149: g=ratebr)edd AAaksta) ukap

19979 149 ~19994 6Y: A H7|% A9

19999 79~20154 849 =FHAEAIATL AF7|sA AR/ A A7)
20159 99~2020 84: FFuhdta Qg4 wEI} Hup

20201 99 ~&A|: FANE LT EY oIt W

2016% ~&A): AR5 oA}

(Tl Holy o1& NelAwwF Al Mok



