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ABSTRACT

This paper proposes an optimization method for the GF(2)[x] multiplication operation in HQC on AVX2. HQC is a
candidate in NIST PQC standardization round 4 and is a binary code-based key exchange algorithm. The multiplication
operation is one of the most time-complex operations in HQC, accounting for about 30% of the total clock cycles in the
AVX2 environment. For the optimization, we used Karatsuba and Toom-Cook algorithms. Both algorithms are based on
divide-and-conquer methods, which require multiplications of smaller order within them. We propose a method to optimize
polynomial multiplication in HQC by finding the most efficient combination of Karatsuba and Toom-Cook algorithms, and
compare the performance of the proposed method based on the implementation submitted to the PQC standardization. The
results of the comparison demonstrate a performance improvement of 4.5%, 2.5%, and 30.3% over the GF(2)[x]
multiplications of original hqc-128, -192, and -256. When applied to key generation, encapsulation, and decapsulation, the
performance improvement over the original HQC is 2.2%, 2.4%, and 2.3% for hqc-128, 1.6%, 4.2%, and 2.6% for hqc-192,
and 13.3%, 14.7%, and 13.3% for hqc-256, respectively.
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Addition

Multiplication: A(z) x B(z) =Y, Y aba’ "
(b;=0form <i<n).
olal A zbe] A4k GF(2) 4e] <d4tolch.

T [e} “
GF(2) 4] sl XOR 4k gadsta, 4
AND <4k} edstet. olelgh GF(2)[x]

Algorithm :
Schoolbook multiplication on GF(2)[z]

Input : A(z)= Efziwi, Blz)= Ebixi
=0 =0

Output : &)= A(z)xBx)
for i=0 to n+m do

1

2 <0
3 end for

4 for i=0 to n do

5 for =0 to m do
6 Gvj Gy T Xb;
7 end for
8

end for

n+m .
9 return Clz)= Y, ¢a'
i=0

Fig. 1. Schoolbook multiplication on GF(2)[x]
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Table 1. Proportion of the GF(2)[z] multiplication
in the recently submitted AVX2 implementation
of hac-128 (Optimized Implementation)

entire GF(2)[z] .

process |multiplication proportions
keygen | 46,772 15,134 32.4%
encaps 109,914 31,343 28.5%
decaps | 206,529 64,050 31.0%
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Algorithm :
2-Karatsuba algorithm

Input : A(X)=A,X+4,, BX)=BX+E5,
Output : O(X)=A(X)xB(X)

1 G<—4,xX5

2 G<—AXB

3 G« (4,+A)x(B+B)

4 return OX)=GX*+(G+C+G)X+G,

Fig. 2. 2-Karatsuba algorithm

2 F et

2-7felnl duE|Selx FA1] Aslel wE 2
£ Ul FAY g &g 5A 5 22 e
(Table 2)¢} %t}

Table 2. Required internal multiplications and
base additions in the 2-Karatsuba algorithm

# of internal
dimens multiplications # of base
ion k (k+1) additions
-dimension —-dimension
2k 3 0 Tk
2k+1 1 2 Tk+3

3.2.2 3-712tFHL €nelE

Fig. 3% 3k #Alel digk 371l 4w
=0t} Fig. 39 line 1, 2, 3, 4, 5, 614 6
7N cheba] FAS dag g} olu] A4, A, A,

Algorithm ;
3-Karatsuba algorithm

Input  A(X)=A,X*+ A4, X+A4,,
B(X)=B,X’+ B X+B,
Output : C(X) = A(X) xB(X)

By <A, X By, B <A XB,

R, A, % By, Ry—(A,+A4)x (B +B)
R, —(4,+A4,)x (B +B5)

R —(A,+A4,)x (B +5)

Gy, G—B+H+A
CG—R+R+R+R

10 G R +R+R, Gk

12 return CO(X) = GX*+ (G + G + G) X+ G,

© 3 & Ot b

Fig. 3. 3-Karatsuba algorithm
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(Table 3%} %},

Table 3. Required internal multiplications and
base additions in the 3-Karatsuba algorithm

# of internal
dimen multiplications # of base
-sion k (k+1) additions
-dimension -dimension
3k 6 0 20k
3k+1 3 3 20k+8
3k+2 1 5 20k+14
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O — GX G (1)
=(Ay+A4,+A4,) < (B, +B,+B,)

Algorithm :
5-Karatsuba algorithm

Input  AWX)=AX'+ A, X+ A, X+ A X+ A4,
B(X)=BX'+BX*+ B X"+ BX+B,
Output : O(X)=A(X)xB(X)

By Ay X By, B <A XB, R<A4,<XB
Ry« A; X By, R« A, XDB,
R —(4,+4,)x (B,+B)
Iy (4, + 4, B+ B,

)
)
B+B)
)

© 00 3 O Ut &=~ W DN

R, — (A +A
R, —(4,+4,
R, (A, +4,
R, —(4;,+A4, ) (B +B

G, Q—R+R+ER
G—h +HG+BO+RQ
GR+RBRTR+E+R TR
16 C,< R+ R, +R,+R +R,+R +R,
17T G<—R tR+B+R,+R+HR
18 G <R, +R,+R,+R,
19 G <R, tE+R, G<—R
22 return OX) = GX*+ CX'+ G X'+ CX°
+ X'+ X+ G X+ C X+ G,

—_
= O

— = =
U W DN

Fig. 4. b-Karatsuba algorithm

Algorithm :
Toom-Cook 3-way algorithm on GF(2)[z]

Input @ A(X)=A,X*+A4,X+4,.
B(X)=B,X’+B X+ B, in GF(2)[z]
Output : AX)=A(X)xB(X)

Let W=ga"

Evaluation:

G—A, W+ A, W C—B, W+ B,W*
G—A,+A +A, CG<—B+DB+5B,

GeGX G, GG+G. GG+,
GG+ 4y, GG +B, GGG
GG X G, G—A X By, G4, XD,
Interpolation:

GeG+G. GG+G, GG/W+G
10 G—(G++WhC)/0+ W), GG +G),
11 GG+, G—G/(W*+ W),

11 GeG+G+C. GG+

12 return O(X) = C,X'+ GX*+ G X+ C X+ G,

O 0 =1 O Ol A W N

Fig. 5. Toom-Cook 3-way algorithm on GF(2)[z]
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Table 4. The dimensions of the eq.(1) - (5) Table 6. Required internal multiplications and
(Toom-Cook 3-way) base additions (2-, 3-, b-Karatsuba and
Toom-Cook 3-way)
dimen
~sion eq.(1) | eq.(2) | eq.(3) | eq.(4) | eq.(5) ; ¥ of internal o
. . timakerm multiplications oI |DEIEE
3k k k+2 k+2 k k ale: -sion RN [N A ol additions
3k+1 k+1 k+2 k+2 k+1 k—1
3k+2 | k+1 | k+2 | k+2 | k+1 k 2- 2k | 0 ) 3] 0]0 Tk
Karat | ok+1 | o0 1 2 0 7h+3
Table 5. Required internal multiplications and 3- 3k 0 6 0 0 20k
base additions in Toom-Cook 3-way K 3k+1 0 3 3 0 20k+8
arat
@ # of internal # of base 3k t2 0 ! > 0 20k+ 14
men P L. N
sion multiplications additions 5 5k 0 15 0 0 R0k
k=1 ] k | k+1 | k+2 | eq.(5) Karat
3k 0 3 0 2 38k+18 3k 0 3 0 2 38k+18
3k+1 0 2 2 38k+22 TC3 3k+1 0 2 2 38k+22
3k+2 0 1 2 2 38k +32 3k+2 0 1 2 2 38k+32
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e e k= ARl FAl dael el 283
oAl A vt o Abgehe w4 &
FEF] FRHe A $le Er1E e A1
kA Al A AR EEE 7] wEell, $5%
g A5 she] et AR ES #r|sha v
TEE e 378 ARt 1A A =29
AL vl
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Py R P Ry~ 3 3K
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2K 12
25413 6
\7 2-K 3
2-K
4

Fig. 6. Tree for 70-dimensional polynomial
multiplication with 0 < w < 14 (hgc-128)

3412 case 2. 15 < w 9 AL

(2024. 10) 849
- 2-K
/ 2 TC3 6 2-K 3 1
2-K 2-K -
< 8 4 2 2Ky
// 9 3-K 3
70 242K 1 2K ¢

Fig. 7. Tree for 70-dimensional polynomial
multiplication with 15 < w (hqgc-128)
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A FAleleh. 1413l el Hel
Nmu,Xw+N el e
daele] 23 7HA wel Welel wet et
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3421 case 1: 0 <w <2 ¢l

mul a
= 14172 FAe di7 Eel= Fig. 83 o] v
ehdeh. o] A 2517709 =ke] st 17212749
9] siAle] Ale)xlct,
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47 23 < 11 5 ~C 2 1

TC3 N -
/ 120k RERR
141 w4 g e N3

\ 2-K
49" 24 ELK/Q E;K//»G 23
25 < 13 = 7 =

Fig. 8. Tree for 141-dimensional polynomial
multiplication with 0 < w < 2 (hgc-192)
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oK 3 3-K 1
2"?/’7 S S S S
1C3 2-K
Tc3 /47\ 15 = 8 4
141 ]
T3 15 9 X 3

49 <17

Fig. 9. Tree for 141-dimensional polynomial
multiplication with 3 < w (hgc-192)
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2], o]= 256-bit R[5 637/2561 =226
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N Xw+ N & Hasbshe slelse 4 55
dae|Fe] 23 1A wel Helel met ek,
ol& E& vepliw o3t 2

3431 case : 0 <w <14 9 42

0<w<l1
= 2263

ehde}. of
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~

el i Zelie Fig 105} o]
S 48907H9] wHS T4 3623170]
Jc
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B °E“ fl
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03,/ 74 dl 26 2513 PR S - S

TC/ 24

226 76 % 26

o723
75 142Ky
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2-K
2K -12——6

Fig. 10. Tree for 226-dimensional polynomial
multiplication with 0 < w < 14 (hgc-256)

3432 case 20 15 <w 9 &R

15 <wd A N, Xw+N, & Hizsbshe
2267H] el g Efl= Fig. 1134 2ol e}
Wt o] 75 4800709 ¢l wAlzk 37531709

3] Blle] AaFe}.

| 2-K "
yu 5 3 Ky
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2-K N
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77225 T
26
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Fig. 11. Tree for 226-dimensional polynomial
multiplication with 15 < w (hgc-256)
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Table 7. Implementation results of hgc-128

previous This work
work (1] case 1 case 2
GF(2)[z] mul| 15,134 14,486 15,896
keygen 46,772 45,787 47,128
encaps 109,914 107,360 108,975
decaps 206,529 201,911 205,861
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Table 8. Implementation results of hagc-192

previous This work
work (1] case 1 case 2
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