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A Study on Establishing EMP Protection Performance Standards and Improving
Laws and Regulations for Military Facilities and Equipment

Sangjun Park®, Kukjoo Kim™*, Hoedong Kim™**

ABSTRACT

The application of 4th Industrial Revolution technologies in the defense sector is accelerating, leading to the rapid incor
poration of information and communication technologies (ICT) into military systems. The biggest threat to these ICT-base
d military systems is an electromagnetic pulse (EMP) attack, which can result from nuclear explosions or EMP bombs. No
rth Korea's ongoing nuclear advancements and EMP bomb capabilities pose a critical threat, necessitating South Korea's p
reparedness for such attacks to ensure the effective operation of its ICT-based military systems. Despite this urgency, the
South Korean military currently lacks comprehensive standards for EMP protection, relying only on the design criteria for
EMP protection facilities for buildings. This gap highlights the absence of sufficient legal and regulatory measures and the
lack of focused research to develop EMP protection performance standards for safeguarding military systems. Therefore, t
his paper aims to analyze existing EMP protection performance standards and relevant laws and regulations. It proposes i
mprovements and establishes necessary standards to enhance the EMP resilience of military facilities and equipment.
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