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Strategies for Cybersecurity in Universities from Institutional and Technical
Perspectives

Ki-Ho Lee*, Yong-Joon Lee™*

ABSTRACT

With the advancement of Al and IoT, cybersecurity threats have increased dramatically. As the methods and objectives
of cyber-attacks evolve, universities, like all major industries, are facing serious cybersecurity issues. Universities hold
vast amounts of sensitive information such as students’ personal data, research data, and intellectual property, making
them prime targets for cyber threats. Therefore, this paper aims to present cybersecurity strategies from both mstitutional
and technical perspectives to help university leaders and policymakers enhance their cybersecurity posture. The study
reviews current trends through the flow of cyber-attacks and proposes governance, policy development, risk management,
and the establishment of FIDO and Al-based security systems to respond to the increase in sophisticated threats such as
ransomware and Al-based malware.
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