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Study on Battery Power based IoT Device Lightweight Authentication Protocol

Sung-Hwa Hanx*

ABSTRACT

Due to the IT convergence trend, many industrial domains are developing their own IoT services. With batteries and li
ghtweight devices, 0T could expand into various fields including smart farms, smart environments, and smart energy. Ma
ny battery-powered IoT devices are passive in enforcing security techniques to maintain service time. This is because sec
urity technologies such as cryptographic operations consume a lot of power, so applying them reduces service maintenance
time. This vulnerable IoT device security environment is not stable. In order to provide safe IoT services, security techniq
ues considering battery power consumption are required. In this study, we propose an IoT device authentication technolog
y that minimizes power consumption. The proposed technology is a device authentication function based on the Diffie-Hell
man algorithm, and has the advantage that malicious attackers cannot masquerade the device even if salt is leaked during
the transmission section. The battery power consumption of the authentication technology proposed in this study and the I
D/PW-based authentication technology was compared. As a result, it was confirmed that the authentication technique prop
osed in this study consumes relatively little power. If the authentication technique proposed in this study is applied to IoT
devices, it is expected that a safer IoT security environment can be secured.
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Security/Relationship
Manager
REQ_REGIST: ID, Type, PIN
ID of thing + type
Check if already exists

If not exist: Generate
authorization key (128-bit)

Data Manager

Regist thing to database

Registration
RESP_REGIST: Registration result completed

with authorization key
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Store authorization key & ocice —= : Internal Message
(Key, Received time) ]+ Action/Work
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