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A Study on Security Vulnerability and Enhancement for IP Camera

Ryang Rae Kim®*, Seoung Hyeon Jo*, Jiyoon Kim**

ABSTRACT

IP cameras allow users to view live video regardless of their location. Due to this advantage, they are used in ho
mes to monitor infants, pets, and the elderly, and they are widely utilized in companies for physical security control
and monitoring of secure areas, such as data centers and warehouses. However, IP cameras that lack appropriate se
curity measures can be eavesdropped on by malicious attackers. This study demonstrates that hacking attacks can
be executed by exploiting various security vulnerabilities in IP cameras, including brute force attacks. Accordingly,
we propose an architecture that addresses these vulnerabilities, suggesting measures to enhance the security of IP ¢
ameras. Also, we shows that the proposed method can safely and effectively provide video information encryption a

nd user authentication for IP cameras through security verification and availability evaluation.
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