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Research on Identifying Manipulated Operation Data of Cyber—Physical
System Based on Permutation Entropy

Ka-Kyung Kim®*, Ieck-Chae Euom™**

ABSTRACT

Attackers targeting critical infrastructure, such as energy plants, conduct intelligent and sophisticated attacks that
conceal their traces until their objectives are achieved. Manipulating measurement data of cyber-physical systems,
which are connected to the physical environment, directly impacts human safety. Given the unique characteristics of
cyber-physical systems, a differentiated approach is necessary, distinct from traditional IT environment anomaly
detection and identification methods. This study proposes a methodology that integrates both recursive filtering and
an entropy-based approach to identify maliciously manipulated measurement data, considering the characteristics of
cyber-physical systems. By applying the proposed approach to synthesized data based on a publicly available
industrial control system security dataset in our research environment, the results demonstrate its effectiveness in

identifying manipulated operational data.

Key words : Cyber Physical System, Industrial Control System, Measurement Data, Anomaly Detect System,
Recursive Flltering, Instrument and Control System, Permutation Entropy
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(Figure 1) Industrial Control Loop
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< Table 1 > Comparison of characteristics

among Kalman Filters
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< Table 2 > Description of ‘HAI' Attack Scenario
targeting 'P1_LIT01" data manipulation

Attack Attack
Scenario| Target Description
ID Points
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< Table 3 > Timestamp of '"HAI' attack

scenario targeting 'P1_LITO1" data manipulation

Attack Attack Attack
Timestamp |Scenario| Start Duration
ID Time Seconds
2022.08.12 - - -
2022.08.13 | AP 10 4:43 133
AP 15 3:37 131
2022.08.17 | AP 17 5:46 122
AP 42 10:36 133
2022.08.18 - - -
2022.08.19 | AP 44 6:46 2051
Return Water
Heat Transfer System [— Tank

(P1_LITO1)

Heating | | Feedwater || Feedwater | | Main Water
Water Tank Pump Pump Tank

Heating Cooling

System System

(Figure 2) Boiler Process of ‘HAI' Data Testbed
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Return Water Tank Level(P1_LITO1)
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(Figure 3) 'Return water tank level’ data with
manipulated data of GAN model
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(Figure 4) 'Return water tank level’ data by
Manual manipulated data injection
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< Table 4 > Comparison of Data Variation
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Modeling Cyber-Physical
System

| Prediction |
v

| Estimation |

Resnduals

Identifying Mampulated
Measurement Data
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| calculating Permutation Entropy |
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(Figure 5) Process for identify manipulated

measurement data
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@ Calculation : Sigma Point, Weight
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@ Prediction : State, Covariance
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@ Prediction : Measurement
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(Figure 6) UKF Operation Process
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Transformer, UT)S F33to] A|7F 'k'o|A] #54H
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< Table 5 > Symbol Descriptions of Equation

2

e

Symbol Description
X state
z observed value
weight
P covariance
UuT Unscented Transform
w system noise
v measurement noise
Q Covariance matrix of system noise
Covariance matrix of measurement
noise
f(x) nonlinear system state function
h(x) Nonlinear system observation function
K Kalman Gain
k time point
k-1 time point
T transpose of a matrix
T predicted value
- estimate
i Sigma Point Index
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