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Performance Comparison of Transformer—-based Intrusion Detection Model
According to the Change of Character Encoding

Kwan-Jae Kim*, Soo-Jin Lee™*

ABSTRACT

A tokenizer, which is a key component of the Transformer model, lacks the ability to effectively comprehend nu
merical data. Therefore, to develop a Transformer-based intrusion detection model that can operate within a real-w
orld network environment by training packet payloads as sentences, it is necessary to convert the hexadecimal pack
et payloads into a character-based format. In this study, we applied three character encoding methods to convert pa
cket payloads into numeric or character format and analyzed how detection performance changes when training the
m on transformer architecture. The experimental dataset was generated by extracting packet payloads from PCAP fi
les included in the UNSW-NBI5 dataset, and the RoBERTa was used as the training model. The experimental resul
ts demonstrate that the ISO-8859-1 encoding scheme achieves the highest performance in both binary and multi—cla
ss classification. In addition, when the number of tokens is set to 512 and the maximum number of epochs is set to

15, the multi-class classification accuracy is improved to 88.77%.
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Cetegory Train Test
Analysis 2,000 677
Backdoor 1,746 583
Dos 12,264 4,089
Exploits 33.393 11,132
Fuzzers 18,185 6,062
Generic 40,000 18,871
Normal 56,000 37,005
Reconnaissance 10,492 3,496
Shellcode 1,133 378
Worms 130 44
Total 175,343 82,337

2.2 Transformer Model
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(learning rate) 2e-5% A3t 7t 103] RHE A3 s} <GE 4> A QEY A whE U e v
ol B o] A&l o g A =9

o H]T";L duage ({1” DA 2 —}9} Encoding|Accuracy| F1-score |Precision| Recall
#a, A 2l AlEshs Colab pro 4 150-8859-1] 87.35 | 70.54 | 82.04 | 68.25
(python 3.10, 14 GPU, 53GB RAM)IA &= 3ich ASCIT | 87.25 | 70.33 | 80.21 | 68.56

Hex 86.49 64.46 70.08 63.58

UNSW-NB15

Labeling

Encoding
(1ISO-8859-1)

oFEF L (1™ 5)olA B wpe}
FHAR QEFHE A¢

7b 27 9 wol WAE L, o213t d42 Normal
Ze)shdA wysh Az FdaE

A Normal Sejzell i AvHEHS FsHA

(Tan [ Test g Ads APYS wol= Normal 2ol et
SRR AS] EASA gkl wielth ey
Attack F#2E Normal S22 EFeE 4¢

7F S7kstol AAA Q] FAAG T2 AsHE AT

(2" 4) 2F A7 Normal 2371 91
Attack 17
3327 2 &4 Normal Attack
wAb Q15Y A ol e <& 3>oA (19 5) o|XEF EEPE
B wpel gk 3% <=y WA F ISO-8859-1
JEYe AEPS we FAYGo| 7 kA Usii Esdd2 (11 6)olA B biek 2t
Gehdth 2 aTael A9aT Aneh vngs o
ol = ISO-8859-1 ¢1=9e] Ago] wAsAt A% ®[nnJol2[80o]o]o]3]o]o
By ARE A4S F 9SS ¢ 5 Ak @ [0 s [0 [ 1 [ 1o lw]2]0
® 1 0 |[141|365]| 18 5 0 20 2 0
- = @ 11 1 49 |2241| 86 | 22 | 12 | 24 3 0
<HE 3> A AT Al uhE o] F A HlaL ®| 1 [ o 12133193 11] 5 | 17| 4 | o
- — ®[ 1 0 [13]1a5] 122173 4 | 18| 0 | 0
Encoding |Accuracy| Fl-score |Precision| Recall @[ o 06 2l esl 1 2388 0 0o T o
1S08859-1]_99.15 | 99.47 | 99.08 | 99.86 o T o o es oo
ASCIL | 99.15 | 99.46 | 99.05 | 99.88 @ oo oo ool o om0
Hex | 99.07 | 99.42 | 98.96 | 99.87 T o T ool T T ol ool o e
®© ®@ ®® ® ® ® O ©®
U+ Macro Fl-score& AR&-sto] 718kl @O Analysis @ Backdoor ® Dos
o <I oA BHE AAY o]NRF FUsH @ Exploit ® Fuzzers  ® Generic
. 1_ @ Normal Reconnaissance
_ _ ?_]ix:]% iR u% %Px/a_‘o T} A
150-8859-1 °= e ?A wﬂ» 1850l 7H4 Shellcode @ Worms
Sokdth 28al 16304 HE R shsdd AedT .
nrh BE ASH7 AL} P B4 Qag (249 6) B5eF £52d

Ago] Aol T GFS WL HAs
Attackell &3 e & dold 57b 744 A

Worms(10)9] 75 wa# AgetspA &A= A,



O geoz golEe 47t He Analysis(D)9}
Backdoor(®)2] 4% ul¥-& UE Attack FH22

B
QEF/I Ftt. g SEFI AEHE FYaE

Attack Z#22 F dlolHY 71 78 ©-2 Exploit
(@)o.= Vel
oloJA = AFME EEY 4+ 2 Hu o x=9

Hs7l s Aol vAs 9

wA EF SR 12870014 512712

o e A ARE VxR
243 [SO-8859-1 ¢l=zy 71t
Al A AAE e vust A=

Wil o) o IER AL B

51270, A olZaE 1538 A8t @A

=
T
1 AsE Ve Hlasl
a
]

= o o=
27L& TYsA A Ao <3 >UA BHe A3 B AFoA Hrke 1SO-8859-1 U=H
uhe} o] A Eap) A4 Gk aey BEE W4 53 RoBERTa RS 28 Howdel 7Hd
5 SIZNE s Aol AdEA7A 1582 F7H e A S AT oXE R dee &
71 Afoe <E 64 Be kel o] YR ATz HaATela @gst Jn div] 2A P
Aol e 2 Fom AT oleld 7L 47 HAE eftel BEEF SvdA: 4w
& Colab pro+ #7(python 3.10, A100 GPU, 835GB 214%p FLHERAG. 2Hy 4 SH= T odolH
RAM)oA] X8 =] St By FAE 2#EHA] &ot doly 47 42 Z¥)
ol thael Q¥R BASe] AAHY AEEE
<E 5> EE S Ws(128-512)0) ©E OEEF A% Aestiry Myt oiv & SIS 2454
: — E S
Encoding [Accuracy| Fl-score|Precision| Recall
ISO-8859-1| 87.47 69.76 81.36 68.29
ASCII 87.32 69.69 79.05 68.13 4. @ =
Hex 86.82 66.41 75.69 65.32
o . AAYA BolNE Fho] F7hsa g Eds
s k=1 ST 3 2 EaeE Qe
CGEO EE TR AR MAA MEHTET T g mue was Agad 24 369l dolnE
Encoding |Accuracy| Fl-score|Precision| Recall A2 olafstA] FEIttleE FAZ 7R Ut ol
ISO-8859-1| 88.77 76.06 84.06 76.07 B o g7 Hojr=s B g st
ASCII 88.74 75.51 84.78 75.78 s o)l &l s Ul 2101Ehx] mElo. SLEal
Hex | 88.40 | 75.50 | 84.77 | 71.56 U BdaEv v AR 2ds vSl
Ao FAF Q1FZFS ALt 16715 HEjo] Hol=
<E > odEF B UewR A va A
Research Main Approach Accuracy | Fl-score | Precision Recall
Ours I1S0O-8859-1 Encoding & RoBERTa 99.15 99.47 99.08 99.86
o)7] (1) Hex Encoding & BERT/DistilBERT 99.03 99.39 99.04 99.74
N Y 54 A & SVM 8.9 - - -
i (12) Support Vector Machine 82.11 - - -
(13) Decision Tree 90.85 88.45 80.33 98.38
Ours I1S0O-8859-1 Encoding & RoBERTa 88.77 76.06 84.06 76.07
(1) Hex Encoding & BERT/DistilBERT 86.63 69.75 80.71 68.94
Py (11) 54 A9 & SVM 75.77 - - -
n= (12) o)AEF F vFiF & SVM+DT 86.04 - - -
e (13) EA Ad & AFAAY 77.51 77.28 79.50 77.53
(14) AE8 & olFAAY - 44.36 40.00 77.58
(15) 54 Ad & LHAIEE & HSTAER 84.24 82.85 83.60 84.24
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O|REE FEda TpEFS AT T FEHR T
AL AP AHEE BB ES F554T)
% 292 RoBERTaE AHE-stglom, w4 1
167147, ASCI 2 ISO-8859-1 3%< #-&sto] ¥
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