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Network Intrusion Detection Using One-Class Models

Byeongjun Min®*, Daekyeong Park™*

ABSTRACT

Recently, with the rapid expansion of networks driven by the advancements of the Fourth Industrial Revolution, cybers
ecurity threats are becoming increasingly severe. Traditional signature-based Network Intrusion Detection Systems (NIDS)
are effective in detecting known attacks but show limitations when faced with new threats such as Advanced Persistent
Threats (APT). Additionally, deep learning models based on supervised learning can lead to biased decision boundaries due
to the imbalanced nature of network traffic data, where normal traffic vastly outnumbers malicious traffic. To address the
se challenges, this paper proposes a network intrusion detection method based on one—class models that learn only from n
ormal data to identify abnormal traffic. The effectiveness of this approach is validated through experiments using the Deep
SVDD and MemAE models on the NSL-KDD dataset. Comparative analysis with supervised learning models demonstrates
that the proposed method offers superior adaptability and performance in real-world scenarios.

Key words : Network Intrusion Detection, Cybersecurity, One-Class Anomaly Detection, Deep Learning
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