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ABSTRACT

Contact-tracing applications have significantly contributed to mitigating the spread of coronavirus disease 2019
(COVID-19), yet the extensive use of these location-based applications raises serious privacy concerns. Drawing
on the Information-Motivation-Behavioral (IMB) skills model, our study investigated factors that influence users’
protective behaviors toward location privacy, elucidating the privacy paradox and the mediating role of im-
plementation intention. Through an online survey conducted in China with 311 participants, we found that
privacy concerns and privacy awareness positively affected the use of mobile location service settings, with
privacy concerns mediating the relationship between privacy awareness and the intention to protect privacy.
Furthermore, our study demonstrated the privacy paradox, revealing the pivotal mediating role of im-
plementation intentions in bridging the gap between users’ intentions and their actual behaviors. This study
offers new perspectives on the privacy paradox, particularly through the lens of implementation intention, and
provides valuable insights for motivating greater use of contact-tracing applications. It offers both theoretical
and practical guidance for stakeholders to address privacy concerns during global pandemics like COVID-19,
thereby encouraging a more widespread and responsible engagement with technology in public health.
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[ . Introduction

The coronavirus disease 2019 (COVID-19) pan-
demic has caused millions of illnesses and deaths
worldwide. This rapidly spreading and long-lasting
disease has profoundly affected and even permanently
changed our daily lives in various ways. Additionally,
the COVID-19 pandemic has triggered significant
economic repercussions, almost destabilizing the
global economy and leading to heightened unemploy-
ment rates and financial strain worldwide, necessitat-
ing innovative approaches to recovery (Feyisa, 2020).
In response, governments and health authorities have
devised strategies to fight the pandemic and restore
normal daily life to people. Among these strategies,
contact-tracing applications have played a crucial
role. With the help of technologies such as Global
Positioning System (GPS) and Bluetooth, these appli-
cations track the movements of infected individuals,
aiding in the timely identification and notification
of diagnosed patients from the perspectives of both
health authorities and individuals (Fahey and Hino,
2020). Evidence suggests that the wide adoption and
use of contact-tracing applications can effectively re-
duce the spread of the virus, leading to more efficient
control of the pandemic at lower costs (Rowe, 2020).

However, for contact-tracing applications to work
properly, more sensitive private information must
be collected and processed (Rowe, 2020). Although
data collected through contact-tracing applications
are used to minimize virus transmission, such data
may be leaked or even hacked for unintended pur-
poses (Walrave et al, 2020). These potential threats
to personal information security have heightened
public concerns about privacy and security. Despite
individuals expressing serious concerns about their
personal privacy in various studies (e.g., Kim and
Wang, 2020; Xu et al,, 2011); only a small proportion

takes active measures for self-protection. This para-
doxical relationship between privacy attitudes and
privacy behaviors is commonly known as the privacy
paradox phenomenon.

The privacy paradox has been extensively explored
in the information privacy literature. For instance,
in the context of e-commerce, individuals may ex-
press concerns about online privacy but willingly
provide private information in exchange for rewards,
visible or invisible (e.g., Acquisti and Grossklags,
2005; Bandara et al., 2020). Similarly, in the context
of social media, people often share and disclose per-
sonal information despite expressing serious con-
cerns about privacy (e.g., Roberts, 2012; Taddicken,
2014).

Given the significance of privacy concerns during
the COVID-19 pandemic, it is imperative to explore
the privacy paradox in the context of contact-tracing
applications. To contain the further spread of the
virus, many countries have relied on digital tech-
nologies, with contact-tracing applications being the
most popular approach (Trestian et al, 2022).
However, the functionality of these applications func-
tion inherently entails privacy risks. When in-
dividuals perceive that their personal information
is not well-protected, they may become unwilling
to adopt contact-tracing applications (Xu et al,, 2011).
Therefore, to gain a deeper understanding of the
situation and promote the use of such applications,
there is an urgent need for further research, especially
empirical approaches, to examine the effects of pri-
vacy concerns in the context of contact-tracing
applications.

While existing studies on COVID-19 contact-trac-
ing applications have primarily focused on adoption
rates and benefits (e.g., Singh et al., 2020; Trestian
et al., 2022), there is limited literature addressing
potential negative consequences (e.g, Kim and Kwan,
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2021; Nguyen et al., 2023). Despite the evident sig-
nificance of comprehending the effectiveness and
efficiency of contact-tracing applications, there is a
lack of empirical approaches from multifaceted per-
spectives in the existing literature. Moreover, several
studies have highlighted the discrepancy between in-
tentions and behaviors, known as the in-
tention-behavior gap (e.g, Acikgoz and Sumer, 2019;
Gollwitzer and Sheeran, 2006). This suggests that
intention may not be the most accurate predictor
of behavior. In an effort to bridge this gap and provide
a comprehensive explanation of privacy-protective
behavior among contact-tracing application users,
we incorporated implementation intention into our
study. Accumulated evidence in the socio-psycho-
logical literature underscores the effectiveness of im-
plementation intention in closing the in-
tention-behavior gap (Kim and Wang, 2020).

Therefore, our study aims to demonstrate the pri-
vacy paradox in the context of COVID-19 con-
tact-tracing applications. Specifically, we sought to
examine the balance between using contact-tracing
applications to protect personal health and using
location service settings to preserve personal privacy.
Drawing on the Information-Motivation-Behavioral
(IMB) skills model, we investigated the factors influ-
encing the use of mobile location service settings
and demonstrated the privacy paradox within this
research context. In addition, we highlighted the me-
diating effects of implementation intention on the
relationship between intention and behavior. We ex-
pect to enhance the comprehension of privacy-related
issues in the use of contact-tracing applications, there-
by assisting in formulating targeted policies and strat-
egies to better manage global crises such as the
COVID-19 pandemic.

II. Literature Review

2.1. COVID-19 Contact-Tracing Applications
and Privacy Paradox

Mobile-based applications have played a sig-
nificant role in mitigating the spread of COVID-19,
offering a wide range of functions, including con-
tact-tracing, quarantine, and symptom monitoring
applications (Singh et al,, 2020). Contact-tracing, par-
ticularly, has emerged as the most popular application
adopted by different countries to control the
COVID-19 pandemic, enabling users to received
alerts about potential exposure to COVID-19 positive
contacts (Trestian et al., 2022). The pivotal role of
information in pandemic management has spurred
significant academic attention on contact-tracing ap-
plications worldwide. Early studies focused on com-
paring different contact-tracing applications in terms
of their technologies, functions, and characteristics,
highlighting the diverse nature of these applications.
Within the technology framework, there are two
prominent types of contact-tracing applications: cen-
tralized and decentralized, supported by techniques
such as GPS, Bluetooth, and Quick Response (QR)
code scanning (Osmanlliu et al., 2021).

Then, further studies emphasized the potential
benefits of mobile contact-tracing applications in
managing pandemic challenges. For instance,
Kondylakis et al. (2020) compared the features of
different contact-tracing applications and demon-
strated their value in pandemic management, not
only for citizens but also for health professionals
and decision-makers. Collado-Borrell et al. (2020)
examined a wide range of COVID-19-related applica-
tions and analysed the characteristics and capabilities
of these applications, contributing to the under-

standing of their crucial role in the management
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of the pandemic. Similarly, Juneau et al. (2023) in-
dicated that contact-tracing applications could sig-
nificantly improve control measures and potentially
halt the spread of the COVID-19 pandemic.

Early adopters of contact-tracing applications,
such as China and South Korea, have experienced
relative success in controlling the spread of the virus
(Lee and Lee, 2020; Liang, 2020). However, privacy
concerns have emerged as a significant challenge
in the deployment of contact-tracing applications,
especially in Asia where the first contact-tracing ap-
plications were introduced (Vitak and Zimmer,
2020). While these applications rely on collecting
a diverse range of sensitive information, including
identification, location, and health information, con-
cerns regarding personal privacy violations persist
(Nguyen et al., 2023).

Studies have highlighted rapidly increasing privacy
concerns in different countries, despite the effective-
ness of contact-tracing applications. For example,
DiMoia (2020) found that public health policies have
raised growing concerns about privacy in South
Korea. Despite receiving international acclaim, the
country is facing increasing concerns regarding pri-
vacy violations. Kim and Kwan (2021) found that
individuals show a higher level of concern for meth-
ods that require more sensitive information in South
Korea and the United States. Ang and Shar (2021)
analysed 70 contact-tracing applications worldwide,
revealing that a significant portion lacked adequate
protection for sensitive personal information.
Likewise, Kim and Wang (2022) investigated the de-
ployment of COVID-19 contact-tracing applications
in South Korea and China, noting that users in both
countries expressing privacy concerns regarding
these applications. Unfortunately, privacy concerns
have the potential to curb the adoption and use of
certain technologies and applications (Fox and

Connolly, 2018)

Furthermore, the phenomenon known as the pri-
vacy paradox reveals that individuals, despite express-
ing privacy concerns, often exhibit behaviors that
compromise their own privacy, particularly evident
in e-commerce and social media contexts (Barth and
De Jong, 2017; Gerber et al., 2018). It is imperative
to address such paradoxical behaviors, especially re-
garding the use of contact-tracing applications during
the global pandemic. This involves sharing sensitive
personal information, thereby exposing individuals
to potential privacy threats and risks (Jahari et al.,
2022). In this study, we delve into the privacy paradox
regarding the use of COVID-19 contact-tracing appli-
cations and mobile location settings, aiming to con-
tribute to a deeper understanding of privacy-related
issues in pandemic management.

2.2. IMB Skills Model and Implementation
Intention

The IMB skills model, first proposed by Fisher
and Fisher, was developed to explain the influence
of health behaviors at the individual level (Rubens
et al,, 2015). The model posits that when individuals
have information about how to improve or prevent
a health issue and they are motivated to take action,
they are more likely to use the skills needed to influ-
ence their health (Fish and Fisher, 2000). Primarily
applied in behavioral health and social psychology
literature, the IMB skills model has also been sug-
gested as a theoretical foundation for exploring se-
curity and privacy behaviors in the information sys-
tem literature. According to the IMB skills model,
performing a behavior hinges on the extent to which
someone is well-informed about the behavior, moti-
vated to perform it (e.g., having positive personal

beliefs and attitudes toward the behavior or outcome),
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and equipped with the requisite skills to execute the
behavior across various situations (Fisher et al,, 2003).
In other words, individuals who are well-informed,
motivated to act, and possess the necessary behavioral
skills are more likely to enact the behavior (Crossler
and Belanger, 2019).

However, numerous studies have demonstrated
the existence of a gap between intention and behavior;
that is, individuals often express their intention to
act on certain behaviors but do not always behave
accordingly. To bridge this intention-behavior gap,
we introduced a potent tool from the field of so-
cio-psychology known as implementation intention.
For decades, models such as the theory of reasoned
action (TRA) and the theory of planned behavior
(TPB) have been applied to explain and predict hu-
man behavior across various fields. However, as pre-
viously noted, the gap between intention and behavior
has posed a challenge. Evidence suggests that these
popular models are actually better at explaining be-
havioral intentions rather than actual behaviors (e.g.,
Acikgoz and Sumer, 2019; Gollwitzer and Sheeran,
2006). In other words, intention is not always the
most effective predictor of actual behavior. This leads
us to the notion of implementation intention, which
has emerged as a powerful tool for bridging the gap
between intention and actual behavior in the so-
cio-psychological literature (Bieleke et al., 2018).

According to Bagozzi et al. (2003), intention com-
prises two components: goals and implementation.
The notion employed in models such as the TRA
and TPB refers to goal intention, commonly referred
to as intention. As per Gollwitzer (1993), goal in-
tention is defined as an individual’s intention to ach-
ieve a certain action, but it does not guarantee the
completion of the action, whereas implementation
intention entails an individual’s intention to perform

a specific action when encountering certain

situations. In essence, goal intention focuses on what
an individual intends to do, while implementation
intention involves detailed plans such as when, where,
and how to perform the action (Van Gelderen et
al, 2018). Implementation intention has been identi-
fied as a significant variable for bridging the gap
between intention and behavior, as it aids individuals
in translating their intentions into specific actions
(Sheeran, 2002). Therefore, we integrate the IMB
skill model and implementation intentions into the

research model.

[II. Research Model and Hypotheses

Drawing on the IMB skills model and im-
plementation intention theory, we proposed a re-
search model (see <Figure 1>) to elucidate the factors
that influence COVID-19 contact-tracing application
users’ mobile location service settings and to confirm
the existence of the privacy paradox in our research
context as well. Furthermore, we aimed to shed light
on the mediating role of implementation intention
in the relationship between intention and behavior,
and to verify the mediating effects of privacy concerns
on the relationship between privacy awareness and
two types of intentions: intention and im-
plementation intention.

Adjusted to the current research context of person-
al health and privacy, we included six constructs
in the research model, that is, privacy concerns, pri-
vacy awareness, privacy self-efficacy, intention, im-
plementation intention, and the dependent variable
protective behavior. As the theoretical basis of our
study, IMB skills model was initially developed to
provide insights to health-related behaviors such as
HIV prevention behaviors. Since then, the model

has been widely used in health psychology research.
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Privacy
Concerns

Privacy
Awareness

Privacy
Self-efficacy

Privacy Paradox

Implementation|
Intention

Protective
Behavior

<Figure 1> Research Model

As clearly summarized in the name, the model has
three core components: I as in information, M as
in motivation, and B as in behavioral skills. We in-
tegrated these three constructs as three independent
variables into our research model.

Based on the IMB skills model, motivation refers
to an individual’s attitude toward the desired behav-
ior, which is a crucial determinant of engaging the
corresponding behavior (Farooq et al, 2019).
Provided that the current study focused on the context
of health and privacy, motivation can be interpreted
as an individual’s attitude toward the privacy-related
issues regarding the use of COVID-19 contact-tracing
applications. Polls and extant studies have con-
sistently shown that individuals express their severe
concerns about their personal privacy regarding the
use of location-based mobile services such as con-
tact-tracing applications (e.g., Jung and Park, 2018;
Zhou, 2011). In this study, therefore, we used privacy
concerns to assess individuals™ attitudes toward the
use of these applications. Similarly, Kim and Wang
(2020) found that privacy concerns, as an individual’s
attitude regarding the use of social media, were pos-

itively related to intention and implementation in-

tention to protect personal privacy. In addition, their
findings also indicated that users did show high pri-
vacy concerns, but they failed to take protective meas-
ures, which demonstrated the privacy paradox by
identifying the paradoxical relationship between pri-
vacy concerns and protective behaviors. Likewise,
Baker-Eveleth et al. (2022) also found that privacy
concerns positively affect social media users’ pro-
tection behaviors. Therefore, we hypothesized that:

HI: Privacy concerns are positively related to the in-
tention to use location service settings to protect
privacy.

H2: Privacy concerns are positively related to the im-
Plementation intention to use location service set-
tings fto protect privacy.

H3: Privacy concerns are not positively related to the
protective behavior of using location service

settings.

Information in the IMB skills model originally
referred to individuals’ knowledge of the behavior
of interest and their understanding of the necessary

ways to achieve the corresponding behavioral change
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(Crossler and Belanger, 2019). After being applied
in different fields and various realms, of course, in-
formation has been defined in all kinds of ways and
perspectives. What we found in most studies is that
information has been commonly defined as knowl-
edge or awareness of desired behaviors (Fisher et
al., 2003). To fit the information privacy literature,
that is to say, information can be viewed as in-
dividuals’

behaviors. In the context of mobile information se-

awareness towards privacy-related
curity and privacy, for instance, information relates
to user awareness of the risks associated with the
use of mobile devices and applications (Crossler and
Belanger, 2017). When users are aware of potential
threats and risks, they are motivated to perform pri-
vacy-preserving actions (Sheehan and Hoy, 2000).
Adapted to our study, we referred to information
as privacy awareness to estimate individuals’ aware-
ness of protective behaviors. In other words, if users
are aware of the negative consequences of con-
tact-tracing applications, they tend to use location
settings to protect personal privacy. Thus, we hy-
pothesized that:

H4: Privacy awareness 1is positively related to
Intention.

H5: Privacy awareness Is positively related to im-
Pplementation intention.

H6: Privacy awareness Is positively related to privacy

concerns.

Most prior studies on behavioral skills have focused
on self-efficacy (Chang et al., 2014). For instance,
Fisher et al. (2006) used self-efficacy as a proxy meas-
ure for behavioral skills to achieve a desired behavior.
Studies in the information security literature have
also shown that self-efficacy significantly influences
individuals’ security behaviors (e.g., Johnston and

Warkentin, 2010; Liang and Xue, 2010). To stay con-
sistent with previous studies based on IMB skills
model, we operationalized the behavioral skills as
privacy self-efticacy as well. In the case of our research
context, we defined privacy self-efficacy as users’ be-
liefs that they know how to use mobile location service
settings to protect their own privacy (Crossler and
Belanger, 2019). In addition, according to Chen and
Chen (2015), self-efficacy in privacy management
could encourage users to engage in actions to limit
disclosure and protect personal privacy. Similarly,
Dienlin and Metzger (2016) also confirmed that in-
dividuals with greater privacy self-efficacy engaged
in more privacy enhancing behaviors online.
Therefore, we made the following hypotheses:

H7: Privacy self-efficacy is positively related to
Intention.
HS: Privacy self-efficacy is positively related to im-

Pplementation intention.

Contact-tracing applications have been a big help
in mitigating the spread of COVID-19 globally, but
use of such applications has amplified public concerns
about personal privacy (Jahari et al,, 2022). However,
these expressed privacy concerns do not seem to
translate into corresponding privacy-preserving be-
haviors (Hoffmann et al,, 2016). As discussed earlier,
such a paradoxical phenomenon (ie., the privacy
paradox) has been demonstrated in different contexts
such as e-commerce and social media. Most of these
approaches argue that there is a gap between privacy
attitudes and privacy behaviors (Norberg et al., 2007).
Simply put, individuals who are concerned about
their information privacy claim that they will engage
in privacy-preserving behaviors, but rarely take
action. Based on the findings of Kim and Wang
(2020), privacy concerns positively affect individuals’
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intentions to perform protective behaviors, but such
intentions fail to translate into actual behaviors. They
also found that implementation intention could sig-
nificantly mediate the paradoxical relationship be-
tween intention and behavior.

As previously mentioned, it is crucial to differ-
entiate between intention and implementation
intention. Intention refers to the conscious decision
or commitment to engage in a particular behavior,
representing an individual’s motivation or willing-
ness to act (Ajzen, 1991). Conversely, implementation
intention involves formulating specific plans or strat-
egies for executing a behavior in a particular context,
specifying the “when,” “where,” and “how” aspects
of the intended action (Gollwitzer, 1999). This dis-
tinction highlights the vital role of implementation
intention in translating intention into action by pro-
viding concrete cues or triggers for behavior
enactment. Gollwitzer (1999) emphasized the strong
effects of implementation intention in facilitating goal
pursuit, underscoring the significance of simple plans
in promoting behavior change. Similarly, Sheeran
et al. (2005) highlighted the interplay between goal
intention and implementation intention, elucidating
how these constructs collectively influence behavior.
Accumulated findings affirmed the robustness of im-
plementation intention as a mechanism for bridging
the intention-behavior gap across diverse behavioral
contexts. For instance, Sheeran and Orbell (2000)
provided empirical evidence of the efficacy of im-
plementation intention in promoting health-related
behaviors. Sheeran et al. (2005) illustrated the pivotal
role of implementation intention in fostering
health-related behavioral change. Adriaanse et al.
(2010) underscored the importance of im-
plementation intention in combating unhealthy
habits.

Therefore, in this study, we believe that despite

serious concerns about information privacy,
COVID-19 contact-tracing application users rarely
act to protect their personal information by taking
control of the location service settings, which calls
for implementation intention to help translate in-
tention into behavior. In line with the discussion
above, we hypothesized that:

HY: Intention is positively related to protective
behavior.

HIO: Intention is positively related to implementation
intention.

HlI: Implementation intention is positively related

to protective behavior.

IV. Research Methodology

4.1. Construct Operationalization and
Measurement

To investigate the factors that influence the use
of location service settings and examine if the privacy
paradox exists in such a context, we developed a
research model based on the IMB skills model and
implementation intention, which included privacy
concerns, privacy awareness, privacy self-efficacy, in-
tention, implementation intention, and protective
behavior. As for the dependent construct of our study,
protective behavior, addressing the use of mobile
location service settings, was measured by 4 items
adopted from Kim and Wang (2020). The four-item
intention scale and the four-item implementation
intention scale were also derived from the work of
Kim and Wang (2020). The intention, which is short
for the goal intention, assessed COVID-19 con-
tact-tracing application users’ willingness to use mo-

bile location service settings to protect their own
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privacy. While the implementation intention meas-
ured users’ specific plans regarding the use of mobile
location service settings as protective means of per-
sonal privacy. Four items of privacy awareness were
adapted from Ermakova et al. (2014) to estimate
the extent of users’ knowledge or awareness regarding
the protective behavior. Four items of privacy self-ef-
ficacy were obtained from Hoffmann and Lutz (2021)
to measure users’ behavioral skills to use mobile loca-
tion service settings to protect their personal privacy.
Privacy concerns were measured by four items de-
rived from Kim and Wang (2022), which assessed
users’ concerns about the potential of privacy loss
due to the use of location-based services. All measur-
ing items used in the study were adapted from prior
studies and we made a few adjustments to fit our
research context. We also made slight modifications
to instructions and the phrasing of survey questions
based on feedback from fellow workers. Each item
was measured in a 7-point Likert scale ranging from
1 (perfect disagreement) to 7 (perfect agreement).
We listed all measuring items used for the final survey
in the <Appendix>.

4.2. Sample and Procedure

In this study, we aimed to identify the factors
that determine the use of mobile location service
settings and examine if the privacy paradox exists
in our research context. Targeted COVID-19 con-
tact-tracing application users, we found it appropriate
to conduct a survey in China that has a surprisingly
high penetration rate of COVID-19 contact-tracing
application use owing to the mandatory policy of
Chinese government. Having adapted measurement
items from extant research, we designed an online
survey questionnaire and created its QR code. We
conducted our online survey by distributing the QR

code through popular messengers and social media
platforms. In this way, respondents could participate
in the survey by simply scanning the QR code linked
to the online questionnaire. Once completed the sur-
vey, every respondent would be financially rewarded
with Chinese RMB 1 Yuan (approximately US $0.14)
immediately. Our online survey questionnaire con-
sisted of two major sections. The first section began
with descriptions and instructions, followed by 24
main survey questions. There were 8 questions in
the second section including additional questions
assessing users’ opinions regarding the topic and
common demographic questions.

To validate the measuring instruments used in
the study, we first carried out a pilot test on 73
Chinese COVID-19 contact-tracing application
users. The pilot test was available online for three
days in September 2022 and we found no items to
eliminate. Then, we conducted the final survey during
the following week and kept it run online for about
8 days. In total, we retrieved 311 valid responses
for the final analysis. We summarized the demo-
graphic characteristics of participants in <Table 1>.
As shown in the table, 200 female and 111 male
respondents participated in the online survey.
Interestingly, almost 80% of respondents expressed
concerns over personal information privacy regard-
ing the use of mobile location services. However,
when asked to check the present options of location
services on their cell phones, more than 70% of the
users left the location services on even though they
were not currently using them. This supports our
confirmation of the privacy paradox in our research

context.

V. Analysis and Results
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<Table 1> Descriptive Statistics of Respondents

Demographic Variable Frequency Percent
Male 111 35.69%
Gender
Female 200 64.31%
< 20s 130 41.80%
Age 20s~40s 174 55.95%
> 40s 7 2.25%
Never thought about it 38 12.22%
Are you worried that using mobile Not at all worried 2 707%
location services will endanger your : -
privacy? Somewhat worried 223 71.70%
Very worried 28 9.00%
Never thought about it 39 12.54%
Are you aware of the potential privacy Not at all aware 30 9.65%
threats and risks that mobile location
0,
services may bring to you? Somewhat aware 229 73.63%
Very aware 13 4.18%
Never thought about it 46 14.79%
Are you aware of how to protect your Not at all aware 46 14.79%
information privacy? (e.g., to change the
0,
location settings) Somewhat aware 195 62.70%
Very aware 24 7.72%
Never thought about it 41 13.18%
Do you think it is useful to protect your Not at all useful 2% 8.36%
privacy by controlling mobile location .
settings? Somewhat useful 205 65.92%
Very useful 39 12.54%
Never heard of the location services before 8 2.57%
Never modified the default setting 45 14.47%
How do you usually use mobile location Never turned on the location services 9 2.89%
services? Turn on the location services when needed 134 43.09%
Never turned off the location services 59 18.97%
Turn off the location services when necessary 56 18.01%
Please check your mobile location service It's on at the moment. 231 74.28%
settings right now. Its off at the moment. 80 25.72%
Total 311 100.00%

First, we used SmartPLS 3.0 for confirmatory factor 0.7, and the average variance extracted (AVE) values
analysis of the measurement model. The analysis were greater than 0.5, which confirmed the reliability
revealed that Cronbach’s alpha (a) and composite and the convergent validity of the variables in our

reliability (CR) values of each variable were above study (Nunnally and Bernstein, 1994; Thompson et
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al, 1995). Furthermore, the square root of the AVE
value being higher than the correlation between that
construct and any other variable supports the discrim-
inant validity of the variables (Awad and Krishnan,
2006). The reliability and validity test results are listed
in <Table 2> and <Table 3>.

Next, we tested the structural model using struc-
tural equation modeling in SmartPLS 3.0. First, we
tested the collinearity statistics, and with every var-

iance inflation factor value less than 5, we confirmed

that there were no multicollinearity problems in the
study (<Table 4>). Then, we tested R square statistics
to demonstrate the explanatory power of the struc-
tural model. As shown in <Figure 2>, the dependent
variable, protective behavior, could explain 70.5%
of the variance (R* = 0.705). According to Hair et
al. (2016), R-squared values of 0.75, 0.50, or 0.25
can be described as substantial, moderate, or weak,
respectively. In our case, we can conclude that R

square value for protective behavior, the dependent

<Table 2> Reliability and Convergent Validity Testing Results

Variable Item Loading t-value o rho_A CR AVE
Iteml 0.901 46.228
Item2 0.944 74.536
Privacy Concerns 0.934 0.936 0.953 0.835
Item3 0.920 60.190
Item4 0.890 53.859
Iteml 0.894 53.831
Item2 0911 77.235
Privacy Awareness 0.920 0.921 0.943 0.807
Item3 0.890 55.386
Item4 0.898 55.316
Iteml 0.865 40.184
Item2 0.831 30.727
Privacy Self-efficacy 0.860 0.874 0.904 0.702
Item3 0.827 37.619
Item4 0.827 33.135
Iteml 0.871 45.388
Item2 0.869 36.062
Intention 0.888 0.888 0.922 0.748
Item3 0.864 41.042
Item4 0.854 32.408
Iteml 0.924 54.172
i Item2 0.962 169.179
Implementation 0957 0.958 0.969 0.886
Intention Item3 0918 55.223
Item4 0.960 140.430
Iteml 0.893 54.052
Item2 0.934 99.383
Protective Behavior 0.936 0.936 0.954 0.840
Item3 0.918 62.652
Item4 0.920 73.463

Note: & = Cronbach’s @, CR = composite reliability, AVE = average variance extracted

Vol. 34 No. 2

Asia Pacific Journal of Information Systems 551



Analyzing Factors Influencing COVID-19 Contact-Tracing Application Users’ Mobile Location Service Settings:
A Perspective of Information-Motivation-Behavioral Skills Model and Implementation Intention

<Table 3> Discriminant Validity Testing Results

1 2 3 4 5 6
1. Implementation Intention 0.941
2. Intention 0.506 0.865
3. Privacy Awareness 0.644 0.325 0.898
4. Privacy Concerns 0.276 0.595 0.253 0.914
5. Privacy Self-efficacy 0.433 0.323 0.529 0.377 0.838
6. Protective Behavior 0.798 0.630 0.583 0.368 0.420 0.916
Note: Leading diagonal shows the square root of AVE of each construct
<Table 4> Multicollinearity Testing Results (Inner Variance Inflation Factor Values)
1 2 3 4 5 6
1. Implementation Intention - - - - - 1.346
2. Intention 1.632 - - - - 1.926
3. Privacy Awareness 1.438 1.389 - 1.000 - -
4. Privacy Concerns 1.649 1.173 - - - 1.550
5. Privacy Self-efficacy 1.519 1.518 - - - -
6. Protective Behavior - - - - - -

variable in the study, was almost substantial.
Furthermore, we tested effect size () and predictive
relevance (Q). According to Cohen (1988), when
the f-square value is greater than 0.02, 0.15, and
0.35, the effect sizes are small, medium, and large,
respectively (<Table 5>). Additionally, Q-squared
values above zero indicate that the structural model
has predictive relevance (<Table 6>). In other words,
the structural model of our study has predictive rele-
vance, and both implementation intention and in-
tention positively affect protective behavior. Privacy
concerns had no influence on protective behaviors,
demonstrating the privacy paradox in our research
context.

Finally, we tested the hypotheses and presented
the results in terms of path coefficient values, p-values,
and R-squared values (see <Figure 2>). The p-values
of 0.000 (H1), 0.000 (H5), and 0.000 (H6) are statisti-

cally significant at a significance level of 0.01, and
the p-value of 0.013 (H4) is statistically significant
at a significance level of 0.05. The more concerned
users are about their privacy being violated, the more
likely they are to protect it, such as using location
service settings. The more aware they were of privacy
risks and protections, the more likely they were to
act. Interestingly, privacy concerns mediate the rela-
tionship between privacy awareness and intention.
That is, awareness alone is probably not powerful
enough to make people protect their privacy, but
when such awareness causes serious concerns, they
become more concerned and are more likely to act
on it. However, as shown in <Figure 2>, at a sig-
nificance level of 0.05, the p-values of 0.926 (H3),
0.705 (H7), and 0.154 (H8) are statistically
non-significant. As hypothesized, there is no sig-

nificant relationship between privacy concerns and
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<Table 5> Effect Size ()

1 2 3 4 5 6
1. Implementation Intention - - - - - 1.045
2. Intention 0.186 - - - - 0.153
3. Privacy Awareness 0.371 0.036 - 0.068 - -
4. Privacy Concerns 0.015 0.406 - - - 0.000
5. Privacy Self-efficacy 0.010 0.001 - - - -
6. Protective Behavior - - - - - -

<Table 6> Construct Crossvalidated Redundancy @
SSO SSE Q (=1-SSE/SSO)

1. Implementation Intention 1244.000 675.047 0.457
2. Intention 1244.000 891.091 0.284
3. Privacy Awareness 1244.000 1244.000 -
4. Privacy Concerns 1244.000 1181.828 0.050
5. Privacy Self-efficacy 1244.000 1244.000 -
6. Protective Behavior 1244.000 516.082 0.585

Privacy
Concerns
(R% = 0.064)

0.541 (t=8.837**%)

0.253 (t=4.287+%)
-0.710 (t=1.709; p=0.088)

. 0.174 (t=2.482%%)",
Privacy

Awareness

0.503 (t=8.101%%)

0.027 (t=0.378 p=0.705)

< 0,083 (t=1.426' p=0.154)

Privacy
Self-efficacy

0.004 (t=0.093; p=0.926)

Intention
(R? =0.387)

0.380 (t=4.979**%)

Implementation
Intention
(R?* = 0.523)

0.308 (t=6.211**%)

Protective
Behavior
(R* = 0.705)

0.626 (t=14.009%**)

Note: ** p < 0.05, ** p < 0.01; non-significant paths are indicated by dashed lines

<Figure 2> Hypothesis Testing Results

protective behavior, which supports the hypothesis
that the privacy paradox exists in our research context.
Similarly, privacy concerns had no significant influ-

ence on implementation intentions, which also dem-
onstrates the privacy paradox. Moreover, we found

that privacy self-efficacy had no significant effect
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on the two intentions, which is understandable be-
cause of the frequent data breaches and leaks recently
occurring on a global scale. People may have lost
faith in their ability to protect their privacy, or may
simply be unaware of how to take control of their
information, both of which necessitate solutions.
Next, the p-values of 0.000 (H9), 0.000 (H10), and
0.000 (H11) were also statistically significant at the
0.01 level, which supported the idea that im-
plementation intention mediated the relationship be-
tween intention and behavior. As Sheeran (2002)
suggests, implementation intention can help translate
intention into actions, thus bridging the in-

tention-behavior gap.

VI. Findings and Conclusions
6.1. Summary and Discussion

Utilizing the IMB skills model and implementation
intention theory as theoretical foundations, we dem-
onstrated the privacy paradox regarding the use of
mobile location service settings within the realm of
COVID-19 contact-tracing applications. Our find-
ings confirmed the existence of the privacy paradox
and affirmed the existing evidence on the conflicting
relationship between privacy concerns and actual pri-
vacy-protective behaviors in this relatively unex-
plored research domain. While contact-tracing appli-
cations have played a significant role in combatting
the COVID-19 pandemic by curbing the spread of
the virus, they have also confronted inevitable chal-
lenges and concerns (Shahroz et al., 2021). To begin
with, the increasing use of contact-tracing applica-
tions increased the access, analysis, transfer, and stor-
age of private information, which has led to increasing

privacy concerns. According to Valentino-DeVries

et al. (2018), location-based data collected from appli-
cations are usually analyzed and then sold to adver-
tisers and retailers, further exacerbating privacy-re-
lated anxieties. In light of these potential threats and
risks, individuals consistently express their concerns
over privacy (Hoffmann et al., 2016). In addition,
evidence suggests that heightened privacy concerns
decrease individuals’ willingness to embrace con-
tact-tracing applications, thus hindering these appli-
cations from realizing their full potential (Chan and
Sagib, 2021).

Paradoxically, despite expressing great concerns
about personal privacy, individuals do not behave
correspondingly and frequently engage in risky be-
haviors to compromise their privacy, such as indis-
creetly disclosing private information, giving rise to
the privacy paradox phenomena (Barth et al., 2019;
Jahari et al,, 2022). As a powerful COVID-19 exit
strategy, the effectiveness of contact-tracing applica-
tion mostly relies on the level of uptake by the general
population, but it is still unclear how to motivate
more people to use these applications (Walrave et
al, 2020). Hence, it is imperative to deeply understand
the intricate interplay between privacy concerns and
privacy-protective behaviors.

Our study offered a novel and insightful per-
spective on individuals’ paradoxical behaviors
through the lens of implementation intention. By
formulating implementation intention, users can
translate their privacy concerns into intention and
subsequently into tangible actions to protect their
privacy. Characterized by detailed plans specifying
what, when, and how actions will be undertaken,
implementation intention facilitates the realization

of individuals’ intentions to preserve personal

privacy.

6.2. Implications and Limitations
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This study contributes to the literature in the fol-
lowing ways. To date, a great number of studies
have addressed the privacy paradox in varying re-
search contexts (e.g, Hoffmann et al, 2016).
However, most studies focus on intentions rather
than behaviors (Barth et al., 2019). To start with,
this study presented a new approach and perspective
to fill the research gap in the literature on the para-
doxical relationship between privacy attitude and pri-
vacy behavior. Specifically, we examined the privacy
paradox regarding the use of mobile location service
settings in the circumstances of COVID-19 con-
tact-tracing applications by identifying users’ privacy
concerns and behaviors. The results confirmed the
existence of the privacy paradox in our research con-
text, trendy but under-explored. Then, we expanded
IMB skills model into a new literature background
and research context combining both personal health
and information privacy issues. So far, the IMB skills
model has mostly been applied in either health or
privacy studies respectively. Furthermore, we ex-
tended IMB skills model by integrating im-
plementation intention into bridging the in-
tention-behavior gap. Since numbers of prior studies
have revealed that there exists a gap between intention
and behavior, which means what those widely used
models such as TRA and TPM explain is the intention
instead of behavior (e.g., Acikgoz and Sumer, 2019).
In the study, results indicated that implementation
intention significantly mediated the relationship be-
tween intention and behavior, which supported the
existing evidence considering implementation in-
tention as a powerful tool to bridge the in-
tention-behavior gap. Then, we also found that pri-
vacy concerns played a mediating role in the relation-
ship between privacy awareness and intention.
According to Hoffmann et al. (2016), users’ awareness
towards privacy can be seen as a potential solution

to the privacy paradox. Our finding of privacy con-
cerns’ positive mediating effects on the path from
privacy awareness to intention can provide useful
insights into the explanation for privacy paradox.
Last but not least, the findings of our study offered
a new perspective to understand and explain the
paradoxical relationship between privacy concerns
and privacy protective behavior, thus offering possi-
ble solutions to the privacy paradox in our context
or even other alternative contexts in the future.
This study also has several practical implications.
Contact-tracing applications have been playing a sig-
nificant role in the COVID-19 pandemic. However,
Oxford researchers proposed that it needed at least
60% of active users for these applications to curb
the virus (Fraser, 2020). Therefore, understanding
how to motivate more use of applications is a key
task for governments and health authorities.
Experiments revealed that serious concerns about
privacy lowered the willingness to use COVID-19
contact-tracing applications even when the pandemic
is at peak (Chan and Saqib, 2021). Given the trade-off
between health and privacy, there is an urgent need
for comprehensive strategies to balance this
dichotomy. To begin with, we found that the majority
of COVID-19 contact-tracing application users, to
some extent, were concerned about their privacy be-
ing violated due to the use of these applications.
Governments and relevant authorities should take
such privacy issues as seriously as possible and take
action upon that. For instance, it is likely for them
to enforce specific laws and policies on privacy issues
related to contact-tracing applications, and it is also
important to allow users to know about details such
what kind of personal information is getting collected,
how it is getting used, and it is used by whom and
for how long time (Alshawi et al.,, 2022). On the
one hand, it is the obligation of application providers
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to be honest and transparent to their users and dlarify
how they are to protect users’ privacy (Walrave et
al., 2020). Similarly, Ferretti et al. (2020) suggested
that governments, health authorities, and application
providers follow ethical principles and make efforts
to gain or regain trust of the public, thus promoting
application adoption. On the other hand, it is each
user’s basic right to know about what these applica-
tions are doing with their personal information (Vitak
and Zimmer, 2020). In addition, we discovered that
application users perceived that even though they
took action such as using location service settings,
they still could not protect their own privacy, which
implied users’ negativity and desperation regarding
their privacy issues. This demands privacy-related
practitioners to offer easy and clear instructions to
guide users to preserve their own privacy, find in-
novative solutions to assist users to balance privacy
and health, and provide powerful and trustworthy
privacy guarantees to rebuilding users” faith. Then,
we noticed that the positive role of privacy awareness
playing in motivating the use of location service
settings. This calls for immediate response from appli-
cation providers and designers to let their users clearly
understand the potential privacy risks and how they
can do to cope with the challenging situation. Finally,
having identified the existence of privacy paradox
in our research context, we provided theoretical sup-
port for practitioners to find possible solutions to
the privacy paradox from the perspective of im-
plementation intention.

Lately, the global situation regarding COVID-19
may have improved a bit, but it still involves ongoing
efforts to manage and mitigate the impact of the
COVID-19 pandemic. People around the world have
learned a way to live with the virus, and COVID-19
contact-tracing applications are currently becoming
underutilized. Thus, we find it important to consider

some potential future perspectives and implications
concerning the topic as well. For one thing, based
on the analysis regarding COVID-19 contact-tracing
applications, we can highlight the strengths and cope
with the challenges that might arise in the future.
Practitioners can explore potential developments in
the future contact-tracing applications from various
perspectives such as privacy issues, technological ad-
vancements, policy adjustments, user interface de-
sign, accessibility, and even taking account of the
nature of virus. For another thing, governments and
health-related authorities could discuss the potential
for an integration of contact-tracing applications with
a broader public health system, because effective and
efficient health information sharing could enhance
the overall impact on public health. In addition, we
encourage that realizing global collaboration in differ-
ent levels to manage the possible global pandemic
situations more effectively. With new variants con-
stantly emerging, we suggest that policymakers and
technology practitioners should work together to en-
sure that contact-tracing applications can rapidly ad-
just to new emerging variants, vaccination strategies,
and corresponding public health guidelines, which
can keep these applications never out of date. Besides,
it is necessary to explore alternative application-based
technologies and solutions. For now, most con-
tact-tracing work functions application bases and re-
lies on GPS and Bluetooth technology. New con-
tact-tracing methods and bases from multi-faceted
perspectives need alternative solutions in the future.
Most of all, alerted by global COVID-19 pandemic,
we think it is a better idea to fully understand the
potential of contact-tracing applications and consider
such applications as a major strategy for future pan-
demic preparedness and responses. In a word, our
findings contribute to both literature and practice

related to health and privacy, providing innovative
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and useful insights and recommendations for relevant
practitioners and policymakers such as guidance on
technology design, policy and regulation formulation,
or community engagement strategies. All efforts to
assist us to be well prepared for upcoming fight against
global pandemic like COVID-19.

Despite the contributions of our study, several
limitations warrant consideration. Firstly, while our
research provides valuable insights into mobile loca-
tion service settings within COVID-19 contact-trac-
ing applications, it is essential to acknowledge that
our sample, consisting of Chinese COVID-19 con-
tact-tracing application users, may not fully represent
the diverse population of application users. We se-
lected China for its early adoption and high pene-
tration of contact-tracing applications; however, the
use of a convenience sampling method and China’s
mandatory policy regarding application use may limit
the generalizability of our findings. Future studies
could employ larger and more diverse samples to
overcome the limitation. Secondly, the measures used
to collect data in our study may have limitations.
We did not differentiate between privacy concerns
in general application usage and those specific to
COVID-19 contact-tracing applications. Given the
potential variability of privacy concerns across differ-
ent contexts or classifications, future research should
tailored  to
COVID-19-related applications. Furthermore, as

employ measures  specifically
technology continues to evolve and new privacy chal-
lenges emerge, it is imperative for future research
to keep pace with these developments and distinguish
privacy concerns across various domains and con-
texts, thereby enhancing the development of tailored
privacy protection measures. In addition, future re-
search should endeavor to propose more innovative
ways for measuring complex constructs such as im-

plementation intention and behavior. Lastly, the use

of self-reported data in our study may contain poten-
tial biases, limiting the generalization of our findings.
Future studies should explore alternative methods
for data collection to ensure greater accuracy and
reduce bias.

6.3. Conclusion

In this study, we targeted COVID-19 contact-trac-
ing application users and observed their use of mobile
location service settings. We examined the factors
influencing the use of location service settings based
on the IMB skills model and implementation in-
tention theory. Furthermore, we demonstrated the
privacy paradox in our research context and con-
firmed the significant mediating role of im-
plementation intention in the relationship between
intention and behavior. Our findings revealed that
people expressed concerns about their privacy but
failed to take action to protect them. Therefore, im-
plementation intention intervention is necessary to
bridge the intention-behavior gap. In addition, we
found that the awareness of potential risks and pro-
tection options could motivate users to take control
of location service settings and thus protect their
privacy. This conveys the message that users have
the right to know exactly what they are dealing with
and what their options are. This can draw the atten-
tion of information privacy policymakers to the fact
that users require more education and information
regarding their personal privacy. We found that peo-
ple lost faith in their ability to control their private
information, which is desperate and totally
unacceptable. People should always have the right
and proper ways to decide what to share, whom
to share it with, and how much to share, which
calls for real attention and solutions from all relevant

agencies.
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<Appendix> Measurement Items

Construct Item Source
PAl |I am aware of the information privacy risks and protective mechanisms.
PAY I am knowledgeable about the risks and how to protect my information
rivacy.
Privacy Awareness Pf HCY " L devdl out fhe It - - — Ermakova et al.
(PA) PA3 Ifo on the news e'ln evelopments about the information privacy risks an (2014)
protective mechanisms.
PA4 I keep myself updated about risks and solutions to ensure my information
privacy.
PS1  |I am able to use the location services on my smartphone.
PS2 |1 have the necessary ability to use the location services on my smartphone.
Privacy Self-efficacy ave the ol 1y 2OHy " i the locat Y - P Hoffmann and
(PS) PS3 I have the skills to solve any problems in using the location services on my| | . (2021)
smartphone.
PS4 |I am able to take control of the location settings on my smartphone.
PC1 |I'm concerned that using location services can be a risk for my privacy.
PCa I'm concerned that using location services can have the potential of privacy
Privacy Concerns loss. Kim and Wang
(PO) PC3 I'm concerned that it can be risky to share my location information while (2022)
using the services.
PC4 |I'm concerned that using location services can cause serious privacy problems.
NI I am willing to use the location-protective settings, such as turning off the
location services, to protect my privacy in the future.
N2 I will use the location-protective settings, such as turning off the location
Intention services, to protect my privacy if necessary. Kim and Wang
(IN) NG I will change the location-protective settings, such as turning off the location (2020)
services, to protect my privacy when it is necessary.
N I intend to take control of the location-protective settings, such as turning
off the location services, to protect my privacy in the future.
[IN1 I have already planned when to use the location-protective settings, such as
turning off the location services, to protect my privacy.
Implementation [IN2 I have already' planned what to do with the location-protective settings to .
Intention protect my privacy. Kim and Wang
(IIN) ms ! have already planned how to keep using the location-protective settings to (2020)
protect my privacy.
[IN4 I have made plans regarding the use of location-protective settings to protect
my privacy.
BEL I always use the location-protective settings, such as turning off the location
services, to protect my privacy.
BE2 I always modify the location-protective settings, such as turning off the location
Behavior services, to protect my privacy. Kim and Wang
(BE) BE3 |! always modify the location settings, such as turning off the location services, (2020)
to protect my privacy if necessary.
BEA I always try to take control of the location-protective settings, such as turning
off the location services, to protect my privacy.
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