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Abstract This study presented a cybersecurity risk management system in a smart factory
environment. A smart factory refers to a factory that optimizes the production system and
increases efficiency. However, this digitized environment is vulnerable to cyber attacks, and
manufacturing companies can suffer serious damage from disruptions in production systems or
information leaks. Therefore, a systematic approach to effectively managing cyber security risks
is essential in smart factories. In this study, a continuous security risk management system for
each stage of the smart factory was proposed along with business process—based security risk
assessment. These studies will help to further improve cybersecurity risk management in smart
factories. It will also play an important role in ensuring that smart factories operate safely and

efficiently.
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Fig. 6 Risk Calculation and Acceptable Risk
Level Decision Table
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Impact Likelihood Risk
High Frequent High
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Risk handling High Improbable Medium

plan establish Moderate Frequent Medium
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Fig. 7 Estimating Risk and Determining
Acceptable Risk Levels
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Table 4 Permanent Security Risk Assessment

System Model

Division Description
Constant Self-security check
security External security check/screening
review Mhar meetings ard regular consultations

Security Issue
discrimination

Includes issues identified from
key security-related activities

Security Risk
assessment

Security risk assessment through
consultation  between  security
manager and security risk manager
Mainly evaluated based on
probability of occurrence and
impact

Security Risk
management
ledgerregistra
tion

Describe  security risk details,
action plan, action results, person
in charge, etc.

Reporting to  management on
security risk management activities
is required.
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