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Research on Optimization Strategies for Random Forest Algorithms

in Federated Learning Environments
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Abstract

Federated learning has garnered attention as an efficient method for training machine learning models in a distributed
environment while maintaining data privacy and security. This study proposes a novel FedRFBagging algorithm to optimize
the performance of random forest models in such federated learning environments. By dynamically adjusting the trees
of local random forest models based on client-specific data characteristics, the proposed approach reduces communication
costs and achieves high prediction accuracy even in environments with numerous clients. This method adapts to various
data conditions, significantly enhancing model stability and training speed. While random forest models consist of multiple
decision trees, transmitting all trees to the server in a federated learning environment results in exponentially increasing
communication overhead, making their use impractical. Additionally, differences in data distribution among clients can
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lead to quality imbalances in the trees. To address this, the FedRFBagging algorithm selects only the highest-performing
trees from each client for transmission to the server, which then reselects trees based on impurity values to construct
the optimal global model. This reduces communication overhead and maintains high prediction performance across diverse
data distributions. Although the global model reflects data from various clients, the data characteristics of each client
may differ. To compensate for this, clients further train additional trees on the global model to perform local optimizations
tailored to their data. This improves the overall model’s prediction accuracy and adapts to changing data distributions.
Our study demonstrates that the FedRFBagging algorithm effectively addresses the communication cost and performance
issues associated with random forest models in federated learning environments, suggesting its applicability in such settings.

B Keyword : Federated Learning, Random Forest, Distributed Environment
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Algorithm 1: FedRFBagging

Input: Clients {C,C5, ..., Cp} with local datasets {Dy, Dy, ..., Dy }, Number of trees per
client T, Number of high-gain trees to select num_tree_select, Server S

Output: Global Random Forest Model G, Evaluation Metrics globalmodel_metrics

1 Initialization:

2 | Initialize global model G with an empty st of trees;

3 Client-side training:

4 for each client C; in Clients do

5 Initialize local random forest model RF; with T trees;

6 Train RF; on local dataset D;;

7 Calculate accuracy for each tree in RF;:

s Select top-k trees based on accuracy to form selected_trees;:

9 Convert selected_trees; to byte format and send to Server S

10 Server-side aggregation:
11 Initialize empty set G_trees;

12 for each selected_trees; received from client C; do

13 Convert selected_trees; from byte format to tree objects:

14 Add selected_trees; to G_trees;

15 Calculate impurity for each tree in G_trees;

16 Sort all trees in G_trees based on impurity:

17 | Select top-NV trees from G_trees to form global model G;

18 | Convert global model G to byte format and store in global_model:

19 Client-side fine-tuning (after the first round):
20 for each client C; in Clients do

2 Download global model G from Server S

22 Convert global model G from byte format to tree objects;

23 Add additional T trees to G and train on local dataset D;;

24 Caleulate accuracy for all trees in G

25 Select top-k trees based on accuracy to form new_selected_trees;;
26 Convert new_selected_trees; to byte format and send to ServerS;
27 Store local model G; (including additional trees) for local use;

28 Evaluation:

29 for cach client C; in Clients do

30 Evaluate local model G; on local test dataset;
Collect and aggregate evaluation metrics;

32 Global model evaluation:

33 Load evaluation dataset on server;

34 | Convert global model G from byte format to tree objects;

35 | Use global model G to make predictions on evaluation dataset:
36 Calculate evaluation metrics;

37 Store metrics in globalmodel _metrics;

38 Output:
39 L Output global model G and evaluation results globalmodel_metrics;
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ROC-AUC+= TPR (True Positive Rate)7} FPR
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1) https://www.csie.ntu.edu.tw/ ~ cjlin/libsvmtools/datasets/binary.html
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0.5% B = 45 EM-— , jennl F]o]EJAL
A fARE A502% B B)E ek 2
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FedRFBagging
Dataset Centralized 2 Clients 5 Clients 10 Clients
Model Global Client Gobal Client Global Client
Model Model Model Model Model Model
29 acc 0.8296 0.8387 0.8526 0.8418 0.8470 0.8316 0.8581
auc 0.8932 0.8922 0.9100 0.8898 0.9110 0.8756 0.9102
codorma acc 0.9053 0.9351 0.9352 0.9390 0.9315 0.9228 0.9307
auc 0.9734 0.9824 0.9800 0.9825 0.9805 0.9678 0.9789
fjenn1 acc 0.9562 0.9504 0.9637 0.9480 0.9628 0.9489 0.9645
auc 0.9791 0.9723 0.9854 0.9662 0.9863 0.9580 0.9852
HIGGS acc 0.6901 0.7568 0.7174 0.6966 0.7166 0.6711 0.7120
auc 0.7618 0.8389 0.7919 0.7681 0.7907 0.7344 0.7882
SUSY acc 0.7893 0.7995 0.7974 0.7951 0.7975 0.7842 0.7965
auc 0.8567 0.8700 0.8624 0.8646 0.8687 0.8523 0.8676
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