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[Abstract]

In this paper, we aim to propose a comprehensive framework for cyber threat analysis of urban air mobility (UAM) or advanced air
mobility (AAM) communications, navigation, surveillance, and information system infrastructure. By examining potential vulnerabilities
and threat vectors, we seek to enhance the security and resilience of UAM infrastructure. We conduct a detailed cyber threat analysis to
identify and categorize various types of cyber threats, assess their impact on the CNSi systems, and evaluate the vulnerabilities within these
systems that may be exploited by such threats. This analysis will provide valuable insights for stakeholders involved in the deployment and

operation of UAM systems, ultimately contributing to the safe and efficient integration of urban air transportation.

Key word : Advanced air mobility, Urban air mobility, Cyber-security, Communication, Surveillance.

http://dx.doi.org/10.12673/jant.2024.28.4.442 Received 9 August 2024; Revised 27 August 2024

® @ This is an Open Access article distributed under pted (Publication) 29 August 2024 (30 August 2024)
@ s the terms of the Creative Commons Attribution

Non-CommercialLicense(http://creativecommons
.org/licenses/by-nc/3.0/) which permits unrestricted non-commercial
use, distribution, and reproduction in any medium, provided the
original work is properly cited. E-mail: kevinkim86@hanwha.com

*Corresponding Author; Kyungwook Kim

Tel: Kokk _Kkkk _khhk

Copyright (©) 2024 The Korea Navigation Institute 442 www.koni.or.kr pISSN: 1226-9026 elSSN: 2288-842X



.M 2

X

L.

A= 2028Lﬂ
urban air mobility) =
mobility) 1 Z2}e] CNSil) A|2=Elof| gk Alo]H 918
ssict.

CNSiE 541-a4-

&8st A EAFETIEUAM;

=2 1Y e-FuE(AAM; advanced air

(eI =]
E_'—}”\j

1-/\] Xéy_ }\]/\Eﬂ,] ‘é‘]— xﬂyﬂg}._ﬂ 5 )~

slom, 7lee] WEA @ Hopl A Yel AL, oA
wal g Alasle] glate} Ako sz Ay = 9 AE

Z~ 9olo

o,
= = ‘_’
Rom, FIIE FFul

g & FHE(ATM; air traffic
management) S X831 CNS/ATM2) O 2 ¥ &7 3ok
ol 2719k Bl 2 B4, Al A} 1k B2, g
ehd S 913 3 % 2w 95, 7} olajabAlAl 1t o]
T 2 w3 A A T2 FAET.

o]x 7 3t UAM &8 2 4] 9lo1A] CNSie= I
™, CNS/ATM Q1 Z&}E 7|Wko g Au| 27} A F-dc). thek
A st A7) Q132 el AA7) B Aolm, S8 v
OolHE 7Hto g &3 & AA7} o] Fo|x| A ) z4zf &

B i e =1

o]

ol

pud

7} 57} gl MM B dslAs Hel A Al F Aol
S AlA 2] Fob S Baleka Al Zhs e Aeln] 913 At
o Tatad ek
Aoz B A= UAM QlZehe} Au|2sol glojA]
CNSi A A|2HS FAAH o2 vkl 7153k Alo]H 13S
B8k ool thalk tf-$ ek vl shy] fef|A 2 = T
. o413 ujd
2-1 CNS/ATMS| =L M4

v A8kET (FAA; Federal Aviation Administration)=
UAM S1eks $<37] Slald <), £ §, 714 2 2

6 Mo
Al dvslgion, Hopd PHasu:

FrusiAE 93 2 7%, Feas S50, a8
CNS 7]ite] 13 a}7} 5w ofof Griar A @),

ol A= UAM 2388l 9ba] 24 2 )4 9} 212241
o] s KA glow, EHOT FENET UAM

Team Koreao 4 UAM 122230] glo}f CNsie] 24 2.4
AL Aol AT3). & OHH K-UAM -87194 7]
Hlko] CNSi A 2~Hlo] 38 @} 2= 9},

T3 ENFH|E ]«0—%9] )=k
E] 5he] ONSi 25 2H8 A1)
A= 202205 HaE T glon, B ol e} 7
wde] ek

1) CNSi(Communication Navigation Surveillance and information):
A2

2) CNS/ATM(Communication Navigation Surveillance/Air Traffic Management):
FAEE] 2 YA 2K

443

UAM S4l, &, ZHA| 2 M5 A|ARIo| ALo|H 23 24
HE 1. K-UAM S21 8 ZH| HE A[AH
Table. 1. K-UAM CNSi system.
Classification Roles and Responsibility
Stable information and communication
C services must be provided in the UAM
(Communication) corridor by using commercial mobile
communication.
N GNSS and SBAS must be used on the route to
(Navigation) apply performance-based navigation.
s Surveillance data and UAM aircraft

operation information must be obtained by

(Surveil lance) ; X . o
using commercial mobile communication.

The status information of the aircraft
components related to flight safety must be
delivered to the UAM operator.

i
(Information)

7} A So] BA Ao upgbA] Fupe R

W3 &g okl thesk CNS/ATM %
|
AEE AEHo2 AEH S

2014 1950%

waks 374

fEdo R a7 99} stz 215 9
S = ZHA| #| o] TH(PSR; primary surveillance radar) 2} 2%} 7HA|
o]t SSR; secondary surveillance radar)7} 1t} Bk -3
e @719 ID, 1A, ALk, £ T v vl ARE 3
F7IA Aoz AFE] T Al2="IQl ADS-B(automatic
dependent survelllance-broadcast)7 (3
ZEALSE ATC TF 54841 9 HH AHE-E]:= VHF(very
high frequency)”} 1oH, o] Zuhd} SAEAS 7Hko R
Lok ARE Ff3shH v|dgity, CPDLC(controller pilot
data link communications)’= BG4 o], VHF gl A] 783
Al AREE = vlolH B A FA1 AAITE 24841 @]l o
2 ZZAILATC 1T 3A1E & Qv o= AgETh &=
2 A de2 DSCN(digital satellite  communication
network)©] §1.0.1, -5 71¢] $1/d- 841l afdgich
719 olFE wAlelA kS Addhe AR
DME(distance measuring equipment)”} Q1.2 7|9} &2
Atole] AgE SA4sk] 93 AYSA7mH, =8, 71419
LoS(line of sight)& A|93}7] ¢t 2t} Hrak F4 37
VOR(VHF omni-directional range)’= 1t} F712 A7 255
A Q4 8}= ILS(instrument landing system)7} 121, o]= 7
o] kg 255 A Hshr] AAg b doletar &
.

=z

o] o
A=
37

JN' tu
o 9

i&im

2-2 UAM 2I=g2}2| CNS/ATM 2l=g} B

re
ot

.
F3- L

Z348]E 19501 FAAS] NASH7) 573
], 7] &et-g sk A #oltt &
SPH- A MM Eo] X o= TSl Eri4].

RN

e

o g
ot >
Bl
o(. )

oo

rob

3) NAS(National Air Space): &HA14.

Oi =z A]{\Eﬂ

www.koni.or.kr



J. Adv. Navig. Technol. 28(4): 442-449, Aug. 2024

12 ©2 e CNS/ATM 1980l &3
WEF AAA STHE Qlste] AvistE A28 Fasddl
olaA] 5B H9lem, o= NASE 7|Hte 2 i &3k Al
2glojghal B = 91 01, NextGenh 0. 2% £ 7] =]t} th
‘?_h oF 50, A ole} e dH A|~Hl air-to-air AH 3k
AR w3l v]3 Ao], 524 AejEAHE 2 obA
21 AlZ=Eo] ARGE Rl oL, Sl Al
Aol A &L REEo KT 5]
UAM 2132 2}2] Z8F4 9] CNS/ATM Z |+ :Lr‘ﬂl
B AT 7 ATE AVFE A ke Al ="
Ax 7} EAEFH, 2l A UAM
UAMO®, VPO?), SDSP®), 18] 3L
olejFIAR} Fom FAH Jlo
SWIM9) & EaljA] o] Fofxitt. of7]A
A informations 558k “i7 & WdetAl Tk 2+ @ B 3
Al A2 ADS-B10), BA|Ho|t}, FAFFIAIA|2=H] Fo] &
At ad Q1zekE 7o 2 UAMS Z=838k= PICID7} 9}
S A o)H, air-to-air, air-to-ground SA10] FAYS}HA H T} of7]
o 2AZAE Adslr] 913 A= $14(LEO; low-earth orbit)
E27HA] XA =W UAM 1 =27} eHd A fick At
202 7| Ground, Air, Space® T2 4 lom, 7+ 3¢
o) 7l QAES 4T 1 AAE ] doH, UAMO] QP g H]
5 BAget7] gk 7|4l A olekar B 4 9l

Space

Air UAM ‘ ‘ UAM ‘ ‘ UAM

‘ ADS-B ‘ ‘ Radar ‘ ‘ Vision ‘

Ground

N
UAM Stakcholders

J3 1. UAM 2l=zfe] MUl CNS/ATM =& gle3

Fig. 1. Overall CNS/ATM framework of UAM infrastructure.

UAM Stakcholders

4) NextGen(Next Generation Air Transportation System): X3+, &&, ¢S
T3 A FE-EAI RS TE e v Y] w7k

3717121(2006~20251)

5) PSU(Provider of Services for UAM): UAM 1L-&-¥+2] A 4] 2= |32}

6) UAMO(UAM Operator): UAM &34} 3-& %% AL

7) VPO(Vertiport Operator): HE| £ E &2 33} £-9

8) SDSP(Supplemental Data Service Providers): &34 4 K. l|-8-2}

9) SWIM(System Wide Information Management): 2} A]22& ko] Az

JHE ol TAIR} I T3k 915k vlofE] wgk B’-C\i_‘-

10) ADS-B(Automatic Dependent Surveillance-Broadcast): 313-7]2] 7HA]

AR(FE7] AR5, AR, £, W F)E 12 992 A ATC Al2="l3)
=i LRl

11) PIC(Pilot In Command): UAM Z=EA}

http://dx.doi.org/10.12673/jant.2024.28.4.442

= 2 gai EHow
GEESE %%wmﬂ A7HA) A% A
5 2 cPgeeh E, 1 o
4 UAME 913 EFHE {163% o, 7| GFRokE T

9 g3to] APEE AP ALt

. UAM S&l, sy,
AlO|H 9|8 2

ZA Y Y= AAHe)

3-1 Al0[H {2 E7

QIEIMS] 53t QAN o] ARl TS GT A2
2 AEAQ PN TR FASHE AGol Ak B AT
A Hejolelsk AL} Rokslo] APEE Sojsehs &9
o Wovt FFioks S hilS welste] Haghe] W3

9 PR, A716S e 2 EES Sujsels 2 u
P& AAE fAAA PPES B 22 o FAR
o,

o] &} -2 ko] o] el 4= ot Al Q1A
514 5’:’3 ZHZ:]I 1 F ol at Abely $181& =A%) whet
Aol ok A A AtelH 913 aLelste] 91
= *_TL%’GHOF G}EL a2)7] fsi= Abeld 21 725 o
aff o gt

B Qlametoll A wh ek 5= Q= AlelH 9132 AA 3714
= :r’-t’ = = 9k ArBeke] 32491 7R (availability),

A (integrity), 7'2/d(confidentiality)S WO Z Alo]H
Sl 3 AFAS] T2 129 0] TS,

Kol Aol Qo1H B4 H e ok A

x%oﬂ W A o] HpH S EOJ#]_oq 01—47(40 o:]zy]—,_ U]x]‘* 7 o]

=ZFuoid ow= o
o, ohe] 4ol gL B A8l M| 27} o) § BbehE S
Cyber Security
Threats
| ,
’ Availability i l Integrity E ’ Confidentiality !

Man—in—the—
Middle

Message .
Fabrication Attack

Hijacking Attack ¢ ‘ Sniffing

‘ Injection Attack E

Denial of Service i ‘ Eavesdropping E

‘ Flooding Attack i ‘ Traffic Analysis i

‘ Jamming Attack

Unauthorized
Access

J8 2. Aol 2IF JHEF ET
Fig. 2. Cyber threat architecture overview.



78 Z5le] 700) 918 512,

A /‘1‘[’]’\# U}Hl/\lf’] =
o t4e] pCE
— DDoS(dlstrlbuted denial of service)
gl 7k Egdo| s F=

S Aul g phlAlY)E B

N

)
tlo o

=
K-}
B
i

%

:o%
m <t
S

Ir

=
offt
r{o
oln
[>

[e]

ol o

(')

ME
i e
off Y 2

It
ol I n@ =
e

>

DoS(denial of service
]

o_IhL
- 2

jus)
o %

ol
o mlm

o
ol

e
0%
>
(N

okl
)

I Y

o o2

41 30 3 ool

b

mlo
x
>
>
2 7
)4
%9,
—E
1r
}L
0
1o of
E
ol
)
i

7|9kt Uﬂ/\] 1 =)
o] o}k,

]/\Eﬂoﬂ
7]\31/HE

3-2 EM CHAF CNSi A|2E

& 7= UAM Q1Z2P7t 5531 8317t = 7] o] dell
CNSi A|Z=5le] Afon] 9133 Abdell £A4]sfe] 35 24 7}
& el tigsh] #1 S 7RItk

T FHAY UESS R AR ®BE 7] (ENISA;
European Union Agency for Cybersecurity)2] H.alAol w2
H, A AA e T2 Al S AT ICT 54 S92 £
ek AR Bt AT FASH S7kekaL lvkar A Ritie)

Aol A thElE 7S Faioke] CNS/ATMS] 8
TALL F UAM Q1Zetol] 318 FA 04 11933} ol
dejel & = glek oA 2780l 4] TRk CNS/ATM Al =Fo]
50| 25 ydo] glon, 528 o] &ato] o|HFh=
%‘%712 iﬁﬂ%}ﬂ A AHER ] A $Soll=
UAM 52 AAM Qlz2fel] 274 02 A Q3 Al SR 74

wo] Jlom, AR 3Hashrt E =y

=

] 0220

<}
B\ = ‘l‘/v]\

VHF IESS) VHF ILS

Detection
Radar

CPDLC PSR CPDLC

Y
,V

O3 3. UAM 2l=zfe| CNS/ATM A|AE
Fig. 3. CNS/ATM system for UAM infrastructure.

DME SSR DME SSR

VOR ADS-B VOR ADS-B

Legacy System UAM/AAM System

445

LA 2 FE A2 | Aols] 2F 24

= =]

UAM S41, e,

VHF, CPDLC®] 7% 7| @&7]9F tiize] o3| Ak
E}\] }\]/\Eﬂol 74 o7 cq]}\]- rjr z:s:lxﬂ 7HH1-O] Z] fsgﬂ 01_‘:
UAM 71A|¢] 7-5- 714 A SAl 7Y i e 2=8s
F3}sto] akslal glom, #A) 73l = A}slol| A 7]
&9 AEARI Al 2=lS It = 2pE-ste] 285k 3lo] oY
3 SHAAME FZFo] wo] A3e 3107 Helrh

ADS-BX= 7]E @7)¢} vix7 A 2 EdlET T} Aty
o 71A|e} A7 7F ZA7E o] Fold Ao w Ko, 71 D
Aol A A|2El o 2 325 Aot}

71 doltte] %9 PSR¥} SSRE FEHS] Q%lon),
UAM < 7HA317] $18A+= 3l e o) 9ol A1 3eh '+ )
o|tHE 7kl Alo] 71 A 3HE ok

SSRE| 73-9- 4~5zm}t} A Tl @571 A1, A,
1% D A ARE Ao BuFA frh vhH ADS-B9]

-SSRl A|gsh= dlolEl e} frAFHAIRE, dEete S
H| S w] ADS-BE 1%t} AR S ug%squ,

whbA] 91X F R T A FShs PSR AlsS Bsh] 2ls)
A 7= R oL, 1A7E m]Rke] vl 3 A ]9} 1,000~2,000 ft 32
L2 H)gsh= UAMS 49 ADS-BE B34 ShE.E= 18
tloje e} Exgo|tte] 7] HlolH & v o ® A T
Y7t 1S F o= oAt

A= sk UAM B4 llof o} ak=4llo] 5/d o] 7]E=2] PSR
¥} SSR ¥ 3HS- 51 & Hlo]™, UAM 3]% U] v]8)sl= 7] A<}
H P94 s ZAIHAY HEIZE o35 @] A 7]4]€]
Al B BAE A D] A AREE Blolth o]= HAd
weba] g g glom, theke WHo R 88w w5 4l
o= oﬂ/\HsH:}

UAM2 &2 Gl A= &7]9} frake Ejo] 3179
2o g v, FaaAcdAE 7S 379k TUd
go] o= u|ggsiA ¥k S& 7IA|9] Fdet Al o
gA] Aol 4= o), THERIFT HAFEo| 7P w2 A
&E Fde] AL 3)Aely)t 1] AJo]E Ho|sh= 1A o)
E3)0] 9tk wWehA DME, VOR, ILS 5 7|49} 85 A}
ole] 712|& SABL P 25 A dsh= A
2 UAM 7]5°ll A 3alA 7lgste] -5 5] ofof gt

A} 0 7 o}z UAM £-& AAM 21 Z2}o|| T3t aka)obd
Ald 3sEo] gl AdEiolm, A AAIA o2 ZHE ATtaA] 2
Aol A= gk, wegk EhE 7 1w-S F38ka
Rom, o] & upEro Z AIFAQ Aale} B T golH
7k = Ao ® AE FAE] QlElA = 3
A= Yok diFH o2 el K-UAM
H AT A} ASA S F2I8kaL JITh8].

ol gk UAM ¢} A5 2% 1

o]
TR

e ©
X

foig
=4

www.koni.or.kr



J. Adv. Navig. Technol. 28(4): 442-449, Aug. 2024

2y3e 24 A22 [N
T \

svavE@a

e isz aan

T i | - 82 2ol @

; ﬁ‘
HE|ZE ZHA| A| 2z ) . \
g \\g

- HIEAE +T/H2| sw

A oo R - gEMEAY B8 Bl sw z
| (I ot 3 soxss sw O W T
<):‘> Pl
a
<N
M AT - uamvt 2% 4

Rr— - olsErAXiz W as HA

- HYUY BLEY
- KYUA 2LEF
- BiE|ZE el BLIEY

a3 4. UAM Ql=Z2| ofl&t =5
Fig. 4. Expected structure of UAM infrastructure.

3-3 Mo |3 HEFS Hhi= CNSi A|2H B4

314004 A Aol 9199 FFE 3299 14 thd
CNSi A8 & 2315 Alol] 919 AFS W ONSi A=
B adsigleh ) 08 Sl ATt A5G
o2 S UAM U 228 TS YA 4 9

= AtolH] 918S Juste] 3942 R olol Ju2
W A 2R Bl

e,

B 17P J‘ﬁs}ﬁ} iRk, 7F9~*éﬂr A4
ASs 11838}71 A&l 4, B BA, =49 5 7124
A FZo] Ao o]Foid = QIrh= HollA HHEL] 3
A B AA A o2 A gE]ofof st
wbA] R KBS 3 A B 11 3ke] UAM 21}
gigdate] sko 2 migjel LA 4= o= AlolH HFE FEEl
H 2= oh:]. 13}7] —r] H/\«] CNSi ]/\Eé]tﬂi FGE_H;_O}-Q] 38
& Aelsto] AR JES W= A2ES R 2E FlA &
QI3 = QT

CNSi9] 541 Hol= VHF2} CPDLC7} 91401, oo T3k
AFS v 2ol Aeld 5 9l

http://dx.doi.org/10.12673/jant.2024.28.4.442

X 2. CNSi A|ABIS| Hot @4 2 Peks dh= A|AH
Table 2. Security elements and affected system of CNSi

system.
Classification oLl iy Affected System
Elements
. o VHF, CPDLC frequency jamming,
Availability CPDLC message flooding
Communication Intear it VHF, CPDLC frequency
Threats ority modulation
Confidentiality VHF, CPDLCllnFerceptlon,
sniffing
Availability ILS jamming
Navigation . . ) .
Threats Integrity VOR, DME signal interception
Confidentiality N/A
Availability Radar, ADS-B jamming, data
flooding
Surveillance . )
Threats Integrity ADS-B data tampering
Confidentiality Radar |ntercept|9n, ADS-B
eavesdropping
Availability
Information Intear it SWIM(System Wide Information
Threats arity Management)
Confidentiality

ol CPDLCE FH ok EA5hH, dlld Al2=glef| = H i <l
Folut 718AE e kel A7) glok webs SEEE
WA A Al B rehE CPDLC EAlo] MAEt 4= glom
2 o] gt Bgte] st} o] VHF S41% 74, 74
/H 7]\31/\4 ._uq oﬂ/q o o]_yﬂ zﬂ%.uk@ 2= 011:}

&4 A= CPDLC -Al715 Welighoen Ad 8= &
2] 2ol g gk M| 2~F 2bet = Qi) o]= CPDLC 541 3
ARl Al WIAIR]7) mgEhs A e Vs sl vHE7] YA
g Adel =gt o]|=2E A A B fr ke H2)
3|2 Y EH T dAH LE AR = g 4] JS vt
< U9l

g olfrE A ] A AT AT HENA G
HE HAdler 3 Aoy, JATHA] g2 AEAE Aok
el 7)10]1:]__ t\:ﬁ]- 01-_9_91]_% 27 EANS }\]»g_o]_ti zx]# OH
tloly F-AA-& R o it

VHF, CPDLC9l 3+ 524 7|9
Ak

ﬂi
rl

rs;
4>
u _&

=

& A=
Qe <

o
i

H3& FolA 2

gk

¥ 3. VHF, CPDLCol| st 324 7|



Table 3. Attack techniques on VHF, CPDLC.

CNSi ORI Attack Techniques
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Table 6. Attack techniques on ADS-B.

CNSi secur ity Attack Techniques
Elements
Availability [jamming, data flooding
A?g;B Integrity data tampering
Confidentiality pavesdropping
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