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Abstract Traditional security model design presents two primary issues. First, these models have been
developed and implemented with a technology-centered approach rather than considering human
factors. Such structures can be undermined by cognitive vulnerabilities like psychological resistance
within organizations and user errors. Second, these models are typically designed based on network
perimeter security. This design is unsuitable for the boundary-less remote work environments rapidly
becoming prevalent due to the Fourth Industrial Revolution and the COVID-19 pandemic. This paper
proposes an approach to address these limitations by integrating human-centered threats within the
Zero Trust security model, a state-of-the-art boundary-less security framework. By doing so, we suggest

a robust security model design that can protect against both technical and human-centered threats.
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Fig. 1. Zero Trust Security Model[2]
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Table 1. Comparison of Technology—Centered Security
Design and Human-Centered Security Design
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Fig. 4. Human—-Centered Security Design—Based Zero Trust Security Model
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