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Abstract

With the rapid increase in digital data in modern society, digital forensics plays a crucial role, and
file type identification is one of its integral components. Research on the development of identification
models utilizing artificial intelligence is underway to identify file types swiftly and accurately. However,
existing studies do not support the identification of file types with high domestic usage rates, making
them unsuitable for use within the country. Therefore, this paper proposes a more accurate file type
identification model using Convolutional Neural Networks (CNN) and Gated Recurrent Units (GRU).
To overcome limitations of existing methods, the proposed model demonstrates superior performance
on the FFT-75 dataset, effectively identifying file types with high domestic usage rates such as HWP,
ALZ, and EGG. The model's performance is validated by comparing it with three existing research
models (CNN-CO, FiFTy, CNN-LSTM). Ultimately, the CNN and GRU based file type identification
and classification model achieved 68.2% accuracy on 512-byte file fragments and 81.4% accuracy on
4096-byte file fragments.
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Figure 1. Illustration of the proposed network architecture for 512 bytes
7% 1. 512 vho] £ 27}ol) gk Y| ES1 2 o] el
504B0304 | o 5 o = > XLSX
140006 00 | o PN e £ DOCX
S| B ; & ; £ ZIP
DO CF 11 EO 3L —z(= . HWP
A1B11AE1 KM © & a & o
2550 44 46 | 5 B z| | =
[+7} [«7}
2D 31 2E 37 o — o — =
4096 bytes
R GRU
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512 E(64)-C1D(128,27)-BN-LR(0.01)-MP(4)-C1D(128,27)-BN-LR(0.01)- 3,545,422 128 5
MP(4)-GRU(512)-GRU(512)-FC(512)-FC(78)
4096 E(32)-C1D(128,19)-BN-LR(0.01)-MP(2)-C1D(128,19)-BN-LR(0.01)- 1,687,374 256 3
MP(2)-GRU(512)-FC(512)-FC(78)

Layers: [E] embedding (embedding vector length); [C1D] convolution (filter size, stride); [BN] batch
normalization; [LR] leakyrelu (alpha); [MP] 1-D max-pooling; [GRU] gated recurrent unit (units); [FC] fully
connected (units);
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2. A 226 ALSF
Data Fragment Size 512 4096
Platform Kaggle Google Cloud Platform - a2-highgpu-1g
Tensorflow Version 2.13.0 2.11.0
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VRAM 16GB HBM2 40GB
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Table 3. Result

¥ 3. 4%
512-byte 4096-byte
e | Ta o ey | e o o | o ow
ARW Raw 97.8 97.8 96.4 98.0 98.8 98.9 98.3 98.7
CR2 Raw 82.4 86.7 87.6 90.2 95.3 94.8 95.6 97.2
DNG Raw 81.6 82.7 80.0 81.9 96.7 96.1 97.0 93.7
GPR Raw 98.7 99.2 99.4 99.4 99.5 99.9 99.9 99.7
NEF Raw 89.3 87.7 86.4 90.1 89.0 95.3 95.6 95.1
NRW Raw 96.1 96.9 95.0 96.0 96.7 97.7 98.0 98.7
ORF Raw 84 86.3 87.4 83.9 97.6 96.3 96.9 98.2
PEF Raw 96.1 95.1 94.3 94.9 98.9 99.1 99.2 98.8
RAF Raw 97.9 98.3 98.6 98.7 91.3 87.1 89.4 96.0
RW2 Raw 96.6 96.5 93.8 96.2 97.9 97.9 98.0 97.9
3FR Raw 99.4 99.6 99.8 99.8 92.6 99.5 99.6 99.6
JPG Bitmap 77.5 83.5 87.0 88.9 92.5 86.3 90.3 91.5
TIFF Bitmap 90 96.1 95.6 94.7 98.6 99.0 97.4 97.3
HEIC Bitmap 2.0 31.7 36.2 1.3 4.0 49.5 46.5 13.5
BMP Bitmap 97.5 98.0 98.1 97.5 99.4 98.4 99.6 99.7
GIF Bitmap 84.5 93.5 93.6 93.6 98.5 99.1 99.3 99.4
PNG Bitmap 47.6 67.2 74.2 73.0 72.9 88.0 85.4 92.6
Al Vector 25.5 23.3 25.0 30.0 50.9 57.7 55.4 79.9
EPS Vector 98.8 98.7 98.8 98.2 98.0 95.8 99.0 98.8
PSD Vector 93.7 85.3 95.4 94.1 95.6 95.9 96.0 96.2
MOV Video 8.7 6.1 15.2 9.2 0.0 18.5 16.5 50.4
MP4 Video 14.8 1.6 12.3 3.5 62.2 71.8 68.5 74.1
3GP Video 91.6 85.6 86.0 86.5 98.8 98.1 98.9 99.1
AVI Video 13.8 10.9 14.8 11.8 64.9 67.1 70.1 67.8
MKV Video 90.5 88.0 88.0 88.2 99.1 98.4 99.3 98.8
oGV Video 67.4 57.3 65.0 73.3 94.5 94.9 94.9 96.8
WEBM Video 39.6 39.8 42.7 40.9 71.5 78.1 79.5 78.9
APK Archive 32.5 29.9 31.2 35.2 48.3 49.7 47.4 63.5
JAR Archive 36.3 41.2 44.3 48.1 74.8 73.8 74.0 76.3
MSI Archive 5.1 10.1 9.8 11.8 26.6 60.1 57.5 64.7
DMG Archive 7 18.2 16.4 22.6 17.4 19.4 24.8 35.8
7Z Archive 0.9 0.0 7.6 32.5 53.2 0.1 23.2 12.1
BZ2 Archive 8.6 13.9 11.6 14.4 75.8 80.6 82.6 76.8
DEB Archive 9.9 13.8 12.7 14.0 1.5 0.8 2.9 4.2
GZ Archive 11.3 13.2 15.0 17.6 53.0 42.1 55.1 51.5
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PKG Archive 5.6 4.5 7.3 9.1 41.0 62.7 57.5 59.1
RAR Archive 13 24.0 23.6 26.8 18.0 46.6 39.4 39.9
RPM Archive 7.9 13.6 12.5 13.4 10.7 219 22.4 35.4
Xz Archive 0.0 0.0 6.1 8.8 0.0 121 9.5 13.3
ZIP Archive 16.2 13.8 15.1 14.6 36.6 34.2 38.5 58.5
EXE Executable 9.2 0.3 6.8 1.8 4.3 2.7 4.9 6.2
MACH-O Executable 93.6 92.6 94.2 91.6 95.7 95.0 96.0 95.8
ELF Executable 87.6 85.9 87.6 83.8 92.2 86.4 92.8 91.7
DLL Executable 91.7 91.1 92.2 93.1 94.4 91.7 94.5 94.8
DocC Office 91.4 87.2 89.0 90.0 91.6 88.9 90.0 93.6
DOCX Office 14.7 19.4 17.7 17.1 49.9 60.6 63.4 85.2
KEY Office 35.8 44.1 44.3 46.4 56.7 43.1 49.8 52.2
PPT Office 44.2 41.3 38.2 47.8 58.4 53.5 55.6 67.8
PPTX Office 38.3 44.4 41.3 48.4 32.7 36.0 37.5 59.1
XLS Office 99.4 99.3 99.5 99.5 99.2 99.3 99.5 99.8
XLSX Office 96.8 95.2 96.9 96.5 97.4 97.2 98.0 98.3
Divu Published 18 24.6 22.8 15.1 34.8 30.4 40.8 39.2
EPUB Published 29.3 20.7 24.8 31.9 74.3 79.7 80.0 56.6
MOBI Published 72.5 72.4 73.0 72.4 74.4 73.7 74.7 74.5
PDF Published 21.9 23.1 22.2 25.7 48.3 45.8 46.7 60.4
MD Human-readable 98.0 97.1 97.4 97.8 99.9 97.4 99.9 99.7
RTF Human-readable 99.5 99.7 99.7 99.4 100 99.8 100 99.9
TXT Human-readable 95.0 93.7 93.4 92.6 92.9 93.0 93.2 93.6
TEX Human-readable 97.8 97.6 97.9 96.4 98.8 98.3 98.9 98.1
JSON Human-readable 99.8 99.5 99.6 99.4 100 99.8 99.9 99.8
HTML Human-readable 98.4 97.5 97.6 96.6 99.5 99.6 99.5 99.7
XML Human-readable 100 100 100 99.9 100 100 100 100
LOG Human-readable 100 99.9 100 99.9 99.9 99.9 99.9 99.9
csv Human-readable 99.9 99.6 99.6 99.2 99.0 99.7 99.6 99.9
AIFF Audio 95.7 99.4 99.7 99.4 94.5 98.8 99.0 99.0
FLAC Audio 66.9 74.2 70.4 72.8 87.8 97.9 95.6 93.8
M4A Audio 92.6 94.3 97.3 98.1 96.5 98.2 98.3 98.2
MP3 Audio 94.0 94.4 95.0 95.8 98.9 98.9 99.0 99.3
0GG Audio 84.2 90.4 90.3 91.4 95.4 95.5 96.0 97.6
WAV Audio 99.9 100 100 100 74.0 98.7 98.8 98.7
WMA Audio 99.2 98.2 98.7 99.0 99.9 99.9 99.9 99.9
PCAP Misc 55.4 51.0 49.3 50.8 95.6 95.4 95.5 96.4
TIF Misc 98.1 98.1 98.7 97.8 99.2 99.3 99.4 99.5
DWG Misc 96.5 96.2 96.3 96.5 98.8 96.9 98.8 98.3
SQLITE Misc 98.9 98.6 99.4 98.2 99.5 99.8 98.5 99.9
HWP Office - - - 98.2 - - - 100
ALZ Archive - - - 100 - - - 99.1
EGG Archive - - - 100 - - - 100
Total Wins 20 10 25 36 12 7 26 48
Average 64.4 65.6 66.5 68.2 75.3 77.5 78.6 81.4
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