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Abstract

In the trend of digital transformation and the increase in non-face-to-face services triggered by the
Fourth Industrial Revolution, the demand for cloud computing services is being sharply stimulated.
Currently, the cloud is being introduced in various industrial sectors including public, IT, and finance,
and the manufacturing industry is also adopting the cloud to secure future sustainability and is
promoting innovation through smart manufacturing. However, it has been found that there are
constraints in the adoption of cloud by manufacturing companies due to concerns about security.
Existing studies that have identified cloud security risks have been limited to presenting general cloud
security risks or technical security risks rather than focusing on the manufacturing industry. Therefore,
this study aimed to identify cloud security risks in the manufacturing industry based on the actual
concerns in the field. For this, expert interviews and literature research were conducted to newly
identify cloud security risks in the manufacturing industry, and the adequacy and urgency of the
selected security risks were verified through surveys. Based on this study, if a cloud security
management system for the manufacturing industry is designed in the future, it is expected that the
adoption of cloud in the manufacturing industry will be more activated.

Keywords: Cloud Computing, Manufacturing Industry, Security, Digital Transformation,
Industrial Security
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Table 1. Documents related to Cloud Security Risks for Analysis
B L EAYE S28s B9 d B B4
Title Format Author Publication year
- - - - . National Intelligence
1 [National Cloud Computing Security Guidelines [8] White paper Service et al. 2023
2 |Top Threats to Cloud Computing [7] White paper |Cloud Security Alliance 2022
. . Korea Internet &
3 |2030 Future Society Changes and Cyber Threat Forecast Study [9] |White paper Security Agency 2021
4 |Key Issues and Countermeasures in Cloud Security [10] White paper [S. W. Ahn et al. 2017
Vulnerability and Security Management System from the|, .. .
5 Perspective of the Cloud Service Users [11] Article Y. J. Chol et al. 2012
6 |Study on Security Considerations in the Cloud Computing [12] Article C. S. Park 2011
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Table 2. Results of Adequacy Assessment
2. 434 971 2%

Type Security Risks Average
1. Inability to verify the physical location and form of storage of critical information such as trade 4.50
secrets owned by manufacturing companies i
2. Potential for arbitrary access by cloud service providers to information stored in cloud services 4.00
3. Possibility of cloud service operators dispersing backup content abroad or in remote locations without
Data clear accountability 4.00
Control "4 ™pick of exposure of critical information stored in cloud services by foreign government agencies
A;ss_(:lste through court warrants or other means 3.50
IsKs 5. Issues with complete data destruction upon termination of cloud services 4.19
6. Data loss in the event of the cloud service provider's business withdrawal or closure 4.06
7. Disputes related to the legitimacy of the current shared responsibility model in the event of a data 3.50
security incident, where the user bears 100% responsibility i
8. Potential for insider (or account hijacker) leakage due to the absence of proper authority 431
Customer | management such as authentication and access control i
Related 9. Risk of information exposure and leakage due to mistakes such as setting failures by the cloud 4.13
Security responsible manager at the manufacturing company i
Risks 10. Lack of cloud security architecture and strategies due to low understanding of the cloud computing 3.94
service environment :
11. Presence of security vulnerabilities in the virtualized environment of cloud computing services such 3.75
Cloud as risk of hacking i
Service 12. Need to ensure availability from operational disturbances of cloud services due to disasters and 4.13
Providers |..Calamities ;
Inherent 13. Availability impairment of cloud services due to DDoS attacks 4.25
Ses:urity 14. Interoperability and portability issues between legacy systems or other cloud services 3.25
Risks 15. Necessity for audit activities to monitor legal compliance and verify adherence to SLAs by cloud 3.75
service providers i
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Figure 1. Relationship between the Adequacy and Urgency of
Cloud Security Risks in the Manufacturing Industry
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Table 3. Results of Urgency Assessment
¥3. A4 97k A

Rank Security Risks Average

1 1. Inability to verify the physical location and form of storage of critical information such as trade secrets 4.88
owned by manufacturing companies i

2 8. Potential for insider (or account hijacker) leakage due to the absence of proper authority management 4.75
such as authentication and access control i

3 9. Risk of information exposure and leakage due to mistakes such as setting failures by the cloud 4.50
responsible manager at the manufacturing company i

3 13. Availability impairment of cloud services due to DDoS attacks 4.50

5 3. Possibility of cloud service operators dispersing backup content abroad or in remote locations without 4.38
clear accountability i

5 5. Issues with complete data destruction upon termination of cloud services 4.38

7 6. Data loss in the event of the cloud service provider's business withdrawal or closure 4.25

8 12. Need to ensure availability from operational disturbances of cloud services due to disasters and 4.19
calamities i

9 2. Potential for arbitrary access by cloud service providers to information stored in cloud services 4.13

10 10. Lack of cloud security architecture and strategies due to low understanding of the cloud computing 4.00
service environment i

10 11. Presence of security vulnerabilities in the virtualized environment of cloud computing services such as 4.00
risk of hacking i

12 15. Ng:cessity for audit activities to monitor legal compliance and verify adherence to SLAs by cloud service 3.94
providers

13 7. Disputes related to the legitimacy of the current shared responsibility model in the event of a data 381
security incident, where the user bears 100% responsibility i

14 4. Risk of exposure of critical information stored in cloud services by foreign government agencies through 3.69
court warrants or other means i
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