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Abstract

Recent surveillance systems employ multiple sensors, such as cameras and radars, to enhance the
accuracy of intrusion detection. However, object recognition through camera (RGB, Thermal) sensors
may not always be accurate during nighttime, in adverse weather conditions, or when the intruder is
camouflaged. In such situations, it is possible to detect intruders by utilizing the trajectories of objects
extracted from camera or radar sensors. This paper proposes a method to detect intruders using only
trajectory information in environments where object recognition is challenging. The proposed method
involves training an LSTM-Attention based trajectory classification model using normal and abnormal
(intrusion, loitering) trajectory data of animals and humans. This model is then used to identify
abnormal human trajectories and perform intrusion detection. Finally, the validity of the proposed
method is demonstrated through experiments using real data.
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Table 1. Used data for fine tuning Yolo v9

Data Set Description

Wildlife Camera Trap Classification Dataset Collected from Two Locations in Southwestern
Florida This dataset comprises 104,495 images featuring visually similar species under
various lighting conditions, including mammals, birds, and reptiles.

Florida wildlife camera
trap dataset [9]

For nine mammal species (Chinese water deer, wild boar, Eurasian red squirrel, chipmunk,
raccoon dog, Asiatic black bear, roe deer, mountain hare, weasel) and two bird species (grey
heron, great egret), a total of 500 hours of raw data (videos) have been collected for both
day and night, and across different types of equipment. Additionally, over 270,000 images
have been annotated.

AI-Hub  Wildlife Activity
Video Dataset [10]
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Table 2. Number of extracted trajectories (Normal, Abnormal, Animal)

Normal Abnormal Animal
Trajectory Count 151 101 286
Median Length 294 548 652
Avg Length 377.8 1081.02 949.26
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Figure 3. The preprocessed trajectory data is visualized with varying color intensities based
on the magnitude of the acceleration
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Figure 4. Visualization results of converting absolute positions to relative displacements of each point
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Figure 5. Architecture of LSTM-Attention model for trajectory classification
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Table 3. Experimental environments

H/W S/W

Intel i5 14600K Ubuntu 22.04 LTS

DDR5 32GB Python 3.11.7

Nvidia RTX 3060 12GB Cuda 12.2 + cudnn 8.9.7
Samsung 980 Pro 2TB Tensorflow 2.15.0
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Table 4. Hyper parameters

Parameters Value

epoch 500

batch size 32

Activation Function Relu, Softmax
Optimizer adam

Loss Function categorical crossentropy
Dropout 0.2

Test Method Accuracy
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Table 5. Confusion matrix ((Normal, Abnormal, Animal)

Normal Abnormal Animal Total
Normal 4,422 549 1 4,972
Abnormal 178 9,041 1 9,220
Animal 3 23 7,126 7,152
Total 4,603 9,613 7,128 21,344

Table 6. Confusion matrix (Abnormal, Others : Normal&Animal)

Abnormal Others Total
Abnormal 9041 179 9220
Others 572 11552 12124
Total 9613 11731 21344

Table 7. Test results

Metrics Value
Accuracy 0.9648
Recall 0.9806
Precision 0.9405

F1-Score 0.9601
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