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Abstract

The Privacy Impact Assessment, PIPA in Korea refers to the process of analyzing risk factors and
identifying improvements that must be carried out by organizations that operate personal information
files as stipulated in Article 33 of the Personal Information Protection Act, PIPA and Article 35 of the
Enforcement Decree of the PIPA. There are two main limitations of the PIA in Korea. The first limitation
is that the targets of the PIA are limited to public institutions and organizations that are legally equivalent
to public institutions, and the second limitation is that only organizations with adequate manpower,
facilities, and other necessary requirements which are regulated upon the Enforcement Decree of the
PIPA can conduct a PIA. This paper proposes to develop a preliminary diagnostic tool that can be
performed by private companies, small and medium-sized venture companies, and small businesses in
the era of rapidly developing data in recent years and presents an analysis of specific assessment factors.
The results of this study are provided in the form of a self-checklist, which is expected to serve as a pre-
diagnostic tool for the PIA that can be easily accessed by the general public. It is also expected to
contribute to strengthening privacy protection and achieving legal compliance at the national level.
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Table 1. PIA Assessment Categories regulated by the Personal Information Protection Act of South Korea

é:::;i':::t Assessment Area Detailed Field

. . ) Designation of personal information protection officer
1. Target 1. Personal information protection
Organization organization Performance of the role of the personal information
Personal Information protection officer
Protection Establishment of internal management plan
Management System 2. Personal information protection plan Establishment of an annual plan for personal

information protection
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3. Personal Information Infringement
Response

How to report an infringement

Response to leakage incidents

4. Guarantee of information subject
rights

Establishment of procedures to guarantee the rights of
information subjects

Guidance on how to guarantee the rights of information
subjects

II.Personal
information
protection
management system
of the target system

5. Management of personal information
handlers

Designation of personal information handlers

Management and supervision of personal information
handlers

6. Management of personal information
files

Management of personal information file ledger

Registration of personal information files

7. Privacy Policy

Disclosure of Privacy Policy

Creation of Privacy Policy

III. Protection
measures for each
stage of personal
information
processing

8. Collection

Appropriateness of collecting personal information

Appropriateness of Methods of Obtaining Consent

9. Retention

Calculation of retention period

10.Use and Provision

Appropriateness of providing personal information

Restriction of use and provision for other purposes

Securing safety when providing

11. Entrustment

Disclosure of entrustment

Entrustment contract

Management and supervision on the person entrusted

12. Destruction

Developing a destruction plan

Establishment of a segregated storage plan

Creation of a destruction register

IV. Technical
Protection Measures
for Target Systems

13. Access Authorization Management

Account Management

Authentication Management

Authorization Management

14. Access Control

Access control measures

Internet homepage protection measures

Measures to protect business mobile devices

15. Encryption of personal information

Encryption at storage

Encryption during transmission

16. Storage and inspection of access
records

Storage of access records

Inspection of access records

Storage and backup of access records

17. Prevention of malicious programs,
etc.

Install and operate antivirus

Applying security updates

18. Physical access prevention

Establishment of access control procedures

Establishment of import/export control procedures

19. Destruction of personal information

Secure destruction

20. other technical protection measures

Development environment control

Security of personal information processing screen

Protective measures when printing

21.Protection of Personal Information
Processing Area

Designation of protected areas

V. Protection of
personal information
when utilizing
specific IT
technologies

Collecting opinions when installing CCTV

CCTV Installation Guide

22. CCTV
Restrictions on the use of CCTV
Consignment of CCTV Installation and Management
RFID User Guide

23. RFID

Attaching and removing RFID tags

24. Biometric Information

Protection measures when storing original information

25. Location Information

Consent to collect personal location information

Guidelines for providing personal location information
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Table 2. Comparison of PIA Characteristics
Regulatory . Cons
Country Framework Scope Approach Characteristics Pros
- Complexity due to
Sector-specific | Varies by Compliance- Sector-specific - Expertise in specific dlfferences in S_ector-
us laws, Privacy sector, federal | focused, varies | regulations, federal | sectors specific regulations
Act of 1974 agencies by sector agency guidance - Flexibility - Focus on
compliance only
- Limited scope of
; et - Consistent PIPEDA application
PIPEDA, Private sector, | Holistic, PIPEDA, provincial | approach - Need for
Canada L federal emphasizes _ - aTor .
provincial laws institutions accountability laws Clear organizational| coordination with
responsibility provincial laws
- Lack of specific
- Organizational guidance
New Privacy Act Public and Principles- Principle-based autonomy - Difficulty in
Zealand | 2020 private sectors | based, flexible | regulation, flexibility | - Ac_;laptat_)Ie tc_) interpretation and
various situations app”cat]on
principles- Emphasis on comprehensive the complexity of
GDPR, Data all sectors based, ensuring| consent, rights protection for compliance and
Ireland | Protection Act | processing flexibi_lity _and protec;tior), and individue_al_s and potential ambiguity
2018 personal data organizational | organizational adaptability for in interpretation
autonomy accountability. organizations
Comprehensive,
Privacy Act public and emphasizes Comprehensive, - High level of - Complex process
Australial 1988, APP . open and open, and privacy protection - High compliance
ustraliaj -~ =~ "" private sectors costs
guidelines transparent transparent process | - Transparency
processes
- Difficulty in
Focusondata | oo it - Strengthens data | obtaining consent
APPI Public and subject consent, consent Jcross subject rights - Need for
Japan private sectors | cross-border “border data flow - Facilitates cross- coordination of
data flow border data flow cross-border
regulations
" - ; - High compliance
Any entity Extensive, rights strong privacy Strong privacy costs
; . regulation, facilitates| regulation
EU GDPR processing EU | of data subjects market entry into the| - Facilitates market | - Complex regulatory
residents' data | highlighted EU entry into the EU compliance
Personal_ ) _Comprehensn_/g, - ngh level of ) - High compliance Comprehensive,
Information Public and includes specific| privacy protection specific consent
Korea - ] T ; o costs - Complex '
Protection Act private sectors | consent Provides specific requirements
) h process
(PIPA) requirements guidance
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3.1.1 77 @ W= Privacy Threshold Assessment
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3 3. &5 Threshold Privacy Assessment
Table 3. Threshold Privacy Assessment of Australia

Will the project involve:

"1. Collecting personal information or a new way of collecting personal information?

(including from a new or existing source)"

"2. Using personal information to make decisions or take action against individuals in ways which can have a significant impact on
them?

(for example, whether to receive a service or benefit)"

"3. Collecting personal information in a way that might be perceived as being intrusive?

(for example, camera surveillance, drones or biometric scans)"

4. Using personal information already held by the agency for a purpose other than how it is currently used?

5. Disclosing personal information to another agency, a contractor, the private sector or to the public?

6. An exchange of personal information between agencies?

7. Engaging a contracted service provider to deal with personal information in any way for the agency? Or will the contracted service
provider transfer personal information to the agency or provide services to a third party for the agency?

8. Linking, matching or cross-referencing of personal information across or within the agency?

9. Using personal information for research or statistics?

10. A new or changed way of transferring personal information between agencies or between an agency and another entity?
11. New or changed legislative provisions that impact how the agency will collect, use or disclose personal information?

12. A new way or increased costs for individuals to access their own personal information?

"13. A change in the way personal information is stored or secured?

(for example, a cloud-based storage system)"

14. A new or amended process for verifying an individual’s identity?

"15. Transferring personal information outside Australia at any stage?

(for example, publishing information to a website or through use of cloud-based services or online surveys)"

16. Using de-identified information that could be matched with another dataset (or publicly available information) and enable
individuals to be identified?

17. Any other activity that could impact on the community’s reasonable expectations of privacy? If yes, please detail:
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3.1.2 35 Threshold Privacy Assessment
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Table 4. Deriving confirmation questions on the PIA assessment detail fields for pre-PIA development

Assessment

. Assessment Area Derived questions on the detailed field
Categories
Wl R B S MAXLIL X|H 2|0 AS LIt
1. Personal Do you have a designated personal information protection manager?
iformation profection. ™ o1z M el R47t SUCHE, O/ AP +HSHT AFLIN
If you have designated a personal information protection officer, what role
does he or she play?
HOlPE RS LR e A S 7t D A&
2. Personal Do you have an internal management plan for personal information protection?
I. Target information protection
Organization  pjan NOHEESE st A7t Aol 2UEA YsLI
Personal . Has an annual plan for personal information protection been established?
Information
Protection el e Holl M HxXtzh oA Lo AE LI
Management 3. Personal D h d f it | information infri 0
System Information 0 you have procedures to report personal information infringement?
Infringement o= ~
IHoIN AtD CHL A7t opA Q&L
Response Helge 82 AT Cf8 EAPH otig|of &L

Do you have procedures to respond to personal information leak incidents?

FEFH O U2 2Y A7 O L0 JASLIN?

4. Guarantee of Do you have procedures to guarantee the rights of data subjects?
information subject
rights YEFEM HE|2E U o= ofE A 3t AF L

How do you provide information on how to protect the rights of data subjects?




Y.A.Jung: Analyzing Assessment Factors to Develop a Privacy Impact... 159

II.Personal
information
protection
management
system of the
target
system

5. Management of
personal information
handlers

HAFZEFGA 50| ASHIN?

Do you have a list of personal information handlers?

WAZEF SR Tigh 22| Z=2 oEH st JASLI?

o=

How do you manage and supervise personal information handlers?

6. Management of
personal information
files

Nt #a| thgo| AL

Do you have a personal information file management list?

SE2oR jQHENIUS BE SEHELINP
Have you registered all of your registration mandatory personal information
files?

7. Privacy Policy

HolgE e[ Qe {E A st YAELI?
How do you provide information on the personal information processing policy?

el 2 XA O] AELIIN?
Do you have a privacy policy?

III.
Protection
measures for
each stage of
personal
information
processing

8. Collection

St JHIZ L0 TSt =Tl ¥H 27 E 2AYSLIIN?

Have you confirmed the legal basis for collecting the personal information you
collect?

Solg 2712 +HSHE 32, 59 Wi WYL YL

If collection is based on consent, is the method of obtaining consent correct?

9. Retention

HE JHAEEE 2R 7|2E WHREUIN?

Have you calculated the appropriate retention period for personal information?

10.Use and Provision

HAEEE M 3XA MSste 42, M2 8 2HE ARSI
If you provide personal information to a third party, have you confirmed the
legal basis for provision?

HelgEe =8 582 HOojLts 0|81 MS2 StXl= E&UMN?

Do you use or provide personal information beyond the purpose for which it
was collected?

HAZEE M 3XOAH HMSsts 82, AHY HEE floh ofH =X|7}
op | of AE LTI

When personal information is provided to a third party, what measures do you
have to ensure safety?

11. Entrustment

HAZYEE IEBHE AHEE 3705t A& U

Are you disclosing the fact that you entrust your personal information?

SIEtA % HBRS LT

Have you signed a consignment contract?

FEPALO] Chet 22|52 ofEA st AFLII?

How do you manage and supervise the person entrusted?

12. Destruction

JHelE e mr| A=o| A&
Do you have any plans to destroy personal information?

IR 222 AEo] ASLN?
Do you have a plan for separate storage of personal information?

JHelEE Tt 7|18 ol A&
Do you have a record of personal information destruction?

IV. Technical
Protection

13. Access
Authorization
Management

Mg R0 F2ots ALEX| TR AEE BElstn JAFLI?

Do you manage accounts for users who access your personal information?

AEXL Ao CHet QS HAE OrEAS LI
Have you established an authentication system for user accounts?

AEAHE TRl R H2Est 42 st AELIN

)

Are you setting personal information access rights for each user?

M ires for
Target
Systems

14. Access Control

Helg Rt o) chdt 2 SM A7 OtAL O AE LI
Do you have access control measures for personal information files?

QIE{S S O|X|off CHEr B =X 7} OFE L A& L2
Do you have protection measures for your Internet homepage?

YFE ZHLT[7|0f LY BZEX|7) Ot L0 AE LI
Dp you have protection measures for work mobile devices?
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15. Encryption of
personal information

NWAFZEE MYSts E< Y=HE ot ASHMN?

When you store personal information, is it encrypted?

NAFEE HEos < Y2HE ot ASHMN?

When you are transmitting personal information, is it encrypted?

16. Storage and
inspection of access
records

NAZE YIRS BR5t D JASLII?

Do you keep personal information access records?

NAZE YIRS HHstn JASLIIR

Are you checking personal information access records?

NAYE YEIIFS ATSHA Hst HHPstn AFLIIN?

Are personal information access records safely stored and backed up?

17. Prevention of
malicious programs,
etc.

WA ZZ IS LKL YD YBUMN

Are you installing and operating an anti-virus program?

HOtYH0|E MBS AS[XHAESHA ot AFHIN?

Are you applying security updates in a timely manner?

18. Physical access
prevention

=2|X EUSH BAI OO AFLIIR
Do you have physical access control procedures?

NAYEE HhE- st EXHIL Ot s ASLI?

Do you have procedures for exporting and importing personal information?

19. Destruction of
personal information

WY EE QHSHA m7|5t7| 2l Y o| Or [0 UZLIN?
Do you have methods to safely destroy personal information?

20. other technical
protection measures

JHOIEE A|A”E TS 20| SHEl D ASLII?
Do you have the environment in which personal information systems are
developed controlled?

Tl 2 X 2|5t HO|| CiEt 2 oto] O|RO{X| 1 A& LITI?
Do you have security measures of the personal information processing screen?

HAEE EHA| B XX 7} 0t &[0 AELIN?
Do you have protection measures when printing personal information?

21.Protection of
Personal Information
Processing Area

HOIEEXEE ot B B 7S X|F5tD AU
Do you designate a separate protection area for processing personal
information?

V. Protection
of personal
information
when
utilizing
specific IT
technologies

CCTV EX|A| oA+H S StAF LN
Did you collect opinions when installing CCTV?

CCTV St ZE AAISt JAELIN?
Are you posting CCTV notices?

22. CCTV CCTV A MITtofl Cist AR Eota JAFLIIN?
Are you complying with restrictions on CCTV use?
CCTV X & 22|of Chet RIEHS ot= 22 ZHES Ao 8 2a| A7t
AELII?
When you outsource CCTV installation and management, do you have
appropriate contract and management procedures?
RFID O Xt0i| Tt oty 7 O] R O{X| 1 A& L 7t?
Are you providing a guidance to RFID users?
23. RFID
RFID Ef 3 2&} 81 K| 7} HESH O RO X2 JAF U2
Are RFID tags being attached and removed properly?
24. Biometric HIO| Q1A QIR HIA| ES XX 7t OrAE| O JRESLTF?
Information Do you have protective measures when storing original biometric information?
JHRILIKIZE +=Toj| Chet S22t HESHA O|ROX| 1 AFLIN?
Are you properly obtaining consents to the collection of personal location
25. Location information?
Information

HRIIKEEE NSots B0 Tt L7t HESLH O|ROjX|2 JAF LI
Are you properly informing data subjects of providing personal location
information?
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3.3 Pre-PIA T7A i A]

HE Ao =32 doA] A E A A S Pre-PIA 78] E&FH 8 452 AL8-3] Pre-PIA
AFSAEES A AAE AASE o] AtH oAl EHE AMEE 5 glor, IS
Aol A F7FA R At} A AFAES] 7S wkdsto] Aeld ok oy, ool =

3£ 5. Pre-PIA -4 ol A] At
Table 5. Proposed Pre-PIA configuration example

JHQIHEO| =% 8l AL B3 M= M3 2| AE, Self-check list regarding collection and use of personal information
1. ZEHE/ANARM2 AUHYEE F=HSILIR?
Does the project/system collect personal information?
2, S NUBRE AT FR(O: HLYBPE, S 8THE)E ZEsiLta?
Does the personal information you collect include sensitive information (e.g. health information, financial
information)?
3. U HAEEL AL FHO| Hestn g IIR?

Is the purpose of using the collected personal information clear and legal?

JHeld e ol Bt gl my| 2 M N3 2| AE, Self-check list regarding storage and destruction of personal information
1. 7HQIEEC| B 7|Zto| BEStA Helx|of YLta?
Is the storage period of personal information clearly defined?
2. HEAFAQAHEEE= QWG EZE|LIR?
Is stored personal information safely protected?
3. JHYEES| MY HAIL QHHSt D HESHA O| RO X|LtR?
Do you have personal information destruction procedures carried out safely and appropriately?

QI EEo| ME B I M3 2| AE, Self-check list regarding sharing and transmission of personal information
1. HAEEE A 3 xjet S RSHAHLL MS5LR?
Do you share or transfer personal information to third parties?
2. JHAUHEEE Io|2 MEst= BRIt ALr?
Is personal information ever transferred overseas?
3. MAUEES & A WS HOM HES B x| 7} O|ROX|LEQ?

Are appropriate protection measures taken during the sharing and transmission of personal information?

JHQIHM R Als) B3 Mo H|3 2| AE, Self-check list regarding personal information infringement risks and responses
1. ZERHE/AA-M2 HEE Mol ES ForlLia?
Has the project/system assessed the risk of privacy infringement?
2. JHQAIEE o &l Al TS A=lo| Ot Eof /LtR?
Is there a response plan in place in case of a personal information breach?

HEFH HE| 25 23 M= §|3 2| AE, Self-check list for data subjects’ rights protection
1. ZEYE/AANS YEFHO H2(YI, B, 4 5)8 2FILIL?

Does the project/system guarantee the rights of data subjects (access, correction, deletion, etc.)?

O|SHZtAIRL(O: HEFH|, 2 7|22l o|H S +=-dl= 10| ZHE|0f ALtR?

Does it include a process for collecting opinions from stakeholders (e.g. data subjects, relevant organizations)?

[

HE ol 36 &4 33 Mo ¥|3 2|AE, Legal and compliance self-checklist
1. DEYME/AAHS HY QYR BB WM FHE F4oLIR?
Does the project/system comply with current personal information protection laws and regulations?
2. ER3ER, HAUEE Bo0| oot B =S FLIR?
If necessary, have you sought legal advice regarding privacy?

IV.Z2&

o] AT FAN ANYR 0E WYE, 53] 7 AT GDPR, ALbeh % A A= o A
AAE AN R FHAE, 5 LA 5 hFE GRS v A g oM, S| duk
AQPEAGAEo] AGD wE AP GaHon Austn 45 & Yt AAYR
G AL G BT, Z PrePIA L AT} o] BUE 58] $247]9) L AEESo]

o
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