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Research on a Model that reflects requests to suspend
processing personal data in real time
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Abstract

The importance of personal data protection is increasingly emphasized both at home and abroad,
and while overseas countries are applying various policies and dynamic management technologies,
there are some gaps between compliance with laws and regulations and the application of technologies
in Korea, and there are few user interfaces that provide convenient ways for data subjects to stop
processing personal data. This study first analyzes the need for dynamic personal information consent
management technology, the current state of the industry, and the prospects for its development. Next,
this study proposes a basic model for dynamic management of personal information consent that
maximizes the data subject's right to personal data self-determination while strictly complying with
personal data protection laws in Republic of Korea. In particular, this study analyzes the basis of
domestic laws and regulations related to the suspension of personal data processing, designs a basic
model of personal data consent dynamic management interface, and presents its effectiveness. Based on
the results of this study, we expect that the proposed dynamic management model for personal data use
consent can be used in various ways for various websites and applications in the future.
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Tablel. Percentage of Personal Data Protection Budget in Domestic Private Companies (%)
E 1L 719 AJARE BS o 1ke] HE (%)

Less than 1 million From 1 mlll_lo_n From 10 million won More than 100 million
won to 10 million _—
won to 100 million won won
won
2018 79% 10% 11% 1%
2019 84% 11% 4% 1%
2020 76% 14% 8% 1%
2021 97% 3% 0% 0%

Table 2. Forecast of the Global Market Size for Personal Data Protection
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Table 3. Data Subject’s right to suspend processing his or her personal data in the Personal Information

Protection Act (PIPA) and its Enforcement Decree in Republic of Korea [8][9]
X3 MAARREH P 22 ¥ Algnl o] R FA|o] Hol sl Rl st X2l gd=] At [8][9]

PIPA : Article 37 (Suspension of Processing of Personal Information)

® A data subject may request the relevant personal information controller to suspend the processing of his or her personal
information or may withdraw his or her consent to personal information processing. In such cases, if the personal
information controller is a public institution, the data subject may request the institution to suspend the processing of his
or her personal information contained in the personal information files to be registered pursuant to Article 32 or may
withdraw his or her consent to personal information processing. <Amended on Mar. 14, 2023>

® Upon receipt of the request for suspension of processing under paragraph (1), the personal information controller shall,
without delay, suspend processing of some or all of the personal information as requested by the data subject: Provided,
That, where any of the following is applicable, the personal information controller may deny the request of such data
subject: <Amended on Mar. 14, 2023>
1. Where special provisions exist in other statutes or it is unavoidable to observe obligations under statutes or
regulations;
2. Where access may cause damage to the life or body of a third party, or unjustified infringement of property and other
interests of any other person;
3. Where the public institution cannot perform its work as prescribed by any Act without processing the personal
information in question;
4. Where it is impracticable to perform a contract such as the provision of services as agreed upon with the said data
subject without processing the personal information in question, and the data subject has not clearly expressed the
desire to terminate the agreement.

® A personal information controller shall, when a data subject withdraws his or her consent pursuant to paragraph (1), take
necessary measures without delay, such as destroying collected personal information to prevent recovery and reproduction
thereof: Provided, That in cases falling under any subparagraph of paragraph (2), a personal information controller need
not take measures following the withdrawal of consent. <Newly Inserted on Mar. 14, 2023>

@® When rejecting a request for suspension of processing pursuant to the proviso of paragraph (2) or failing to take measures
following the withdrawal of consent pursuant to the proviso of paragraph (3), the personal information controller shall
notify the data subject of the reason without delay. <Amended on Mar. 14, 2023>

® The personal information controller shall, without delay, take necessary measures including destruction of the relevant
personal information when suspending the processing of personal information as requested by data subjects. <Amended
on Mar. 14, 2023>

® Matters necessary for the methods and procedures to request the suspension of processing, to withdraw consent, to reject
such request, and to give notification, etc. pursuant to paragraphs (1) through (5) shall be prescribed by
Presidential Decree. <Amended on Mar. 14, 2023>

Enforcement Decree of PIPA : Article 44 (Suspension of Processing Personal Information)

® A data subject who intends to request a personal information controller to suspend the processing of his or her own
personal information pursuant to Article 37 (1) of the Act shall submit a request in the manner and following the procedure
determined by the personal information controller. In such cases, Article 41 (2) shall apply mutatis mutandis where the
personal information controller determines the manner and procedure for requesting the suspension of processing
personal information; and “access” shall be construed as “suspension of processing”. <Amended on Oct. 17, 2017>

® A personal information controller shall inform the relevant data subject of the fact that it has duly suspended the
processing of personal information pursuant to the main clause of Article 37 (2) of the Act within 10 days from the
receipt of a request to suspend the processing of personal information made under paragraph (1); otherwise, if the
suspension of processing personal information is denied because it falls under the proviso of Article 37 (2) of the Act, the
personal information controller shall serve the relevant data subject with the Personal Information Processing Suspension
Outcome Notice, stating the fact and grounds for the denial and how to appeal, in the form prescribed by Notification of
the Protection Commission. <Amended on Mar. 23, 2013; Nov. 19, 2014; Jul. 26, 2017; Oct. 17, 2017; Aug. 4, 2020>
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Enforcement Decree of PIPA : Article 41 (Procedures for Access to Personal Information)

® A data subject who intends to request access to his or her own personal information processed by a personal information

controller pursuant to Article 35 (1) of the Act shall submit a request, stating the information that he or she intends to
access among the following information, in the manner and following the procedure determined by the personal
information controller; <Amended on Mar. 23, 2013; Nov. 19, 2014; Jul. 26, 2017; Oct. 17, 2017>

1. Particulars and substance of personal information;

2. The purpose of collecting and using personal information;

3. The period for retaining and using personal information;

4, Status of personal information provided to a third party;

5. The fact that the data subject has given consent to the processing of his or her personal information and the content

thereof.

® To determine the manner and procedure for requesting access under paragraph (1), a personal information controller shall
comply with the following to ensure that such manner and procedure are not more difficult than the manner and
procedure that the personal information controller uses to collect the relevant personal information: <Newly Inserted on
Oct. 17, 2017>

1. To provide the requested personal information in a data subject-friendly manner, such as in writing, by telephone or
electronic mail, or via the Internet;

2. To allow data subjects to request access to their own personal information at least through the same window or in
the same manner that the personal information controller uses to collect such personal information, unless good
cause exists, such as difficulty in continuously operating such window;

3. To post on a website the manner and procedure for requesting access if the personal information controller operates
the website.

® A data subject who intends to request access to his or her own personal information via the Protection Commission
pursuant to Article 35 (2) of the Act shall submit to the Protection Commission a Personal Information Access Request
specifying the information to access among the information referred to in paragraph (1), as prescribed by Notification of
the Protection Commission. In such cases, the Protection Commission shall forward the Personal Information Access
Request to the relevant public institution without delay. <Amended on Mar. 23, 2013; Nov. 19, 2014; Jul. 26, 2017; Oct.
17, 2017; Aug. 4, 2020>

@ "Period prescribed by Presidential Decree” in the former part of Article 35 (3) of the Act means 10 days. <Amended on
Oct. 17, 2017>

® Where a personal information controller allows a data subject to access the relevant personal information within 10 days
from the receipt of the Personal Information Access Request under paragraph (1) or (3), or limits access to the relevant
person information under Article 42 (1), the personal information controller shall serve the data subject with the Access
Notice, stating the accessible personal information, date and time, venue, etc. for access (in the case of partial access
pursuant to Article 42 (1), the ground therefor and how to appeal shall be included), in the form prescribed by Notification
of the Protection Commission: Provided, That where he or she allows immediate access, the Access Notice may be
omitted. <Amended on Mar. 23, 2013; Nov. 19, 2014; Jul. 26, 2017; Oct. 17, 2017; Aug. 4, 2020>
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Figure 1. Request Processing Model to suspend the processing personal data in the client-server environment
IH 1 2Tl AE A Sl Ao IR A A E 8 Aeldts 29

A ZetoldE 1719 go] MEYD BES AN 22 ANHR FAL WER
£AY FE AThE RS AUSA L, A TE @ Sl E YEND easle) sl
4w FeheldE 79 MY AFFS Y] fdte] MEAD 715 AR H
HFE 4N 27 AARR DS $gol Bad F9n B 5 Qom olefd B9l
AR A2 AN 2N A o] Fof A of gt

a9 12 FeholdlE dwk AM o] MEADLE AA APL E Fabel AAHR A YA
7o) AEHE A4t 1 ago] FUH A7 AF et dold AL £33 Rt



148 JOURNAL OF PLATFORM TECHNOLOGY VOL. 12, NO. 1, FEBRUARY 2024

Client Device

- App

Data Subject

Personal Data
File/DB

Figure 2. Request Processing Model to suspend the processing personal data in the stand-alone environment
9 2. T A S A 9] RIAR e X E 84 HEse 2l

422 S| AEAR AR B 3 o] Sl 735

SeoldE 717] WellXrt ANPGRS FHsta Aeshs o] Aol GAl 2ol
kA ek wEbA o2 @ 79 g AN B A G A/ AN DS Al b

AEFATE PAFE Foll Q1] AHJAB R it A A 23S SeelAE 7]7]9] ol
Hotgls o, o] #efstar gl AR shdol i JrFA o] ADGR et
e Aeshs Frlo] Baste o) FRE oF Mo A =o® AW APL S} FAME FEe
A= o) 7Hs ettt
2 2= STOE Wolwt /iR sl gl -0 AR AgA/AN mEdE

] 7

Client Device Server Device

] _Privacy Agent Server SW
(backend server)
g Al
e e v |
Data Subject
Personal Data
File/DB

Figure 3. Request Processing Model to suspend the processing personal data in the client-server environment
using a privacy agent
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Figure 4 Request Processing Model to suspend the processing personal data in the stand-alone environment
using a privacy agent
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