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Abstract

As the number of cases of applying IT systems to the existing isolated ICS (Industrial Control
System) network environment continues to increase, security threats in the ICS environment have
rapidly increased. Security threat scenarios help to design security strategies in cybersecurity training,
including analysis, prediction, and response to cyberattacks. For successful cybersecurity training,
research is needed to develop valid and reliable security threat scenarios for meaningful training.
Therefore, this paper proposes a case-based security threat scenario development methodology for
cybersecurity training in the ICS environment. To this end, we develop a methodology consisting of five
steps based on analyzing actual cybersecurity incident cases targeting ICS. Threat techniques are
standardized in the same form using objective data based on the MITER ATT&CK framework, and then
a list of CVEs and CWEs corresponding to the threat technique is identified. Additionally, it analyzes
and identifies vulnerable functions in programming used in CWE and ICS assets. Based on the data
generated up to the previous stage, develop security threat scenarios for cybersecurity training for new
ICS. As a result of verification through a comparative analysis between the proposed methodology and
existing research confirmed that the proposed method was more effective than the existing method
regarding scenario validity, appropriateness of evidence, and development of various scenarios.
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2.1 MITRE ATT&CK
Table 1. MITRE ATT&CK Tactics
3 1. MITRE ATT&CK &
Tactics Descriptions

Involve adversaries creating, purchasing, or compromising/stealing resources that can be used to
Resource Development 9 P 9 P 9/ 9

support targeting
Initial Access Use various entry vectors to gain their initial foothold within a network
Execution Result in adversary-controlled code running on a local or remote system
Persistence Adversaries use to keep access to systems across restarts, changed credentials, and other
interruptions that could cut off their access
Privilege Escalation Adversaries use to gain higher-level permissions on a system or network
Evasion Adversaries use to avoid technical defenses throughout their campaign
Di Adversaries use to survey your ICS environment and gain knowledge about the internal network,
iscovery h ; :
control system devices, and how their processes interact
Lateral Movement Adversaries use to enter and control remote systems on a network
Credential Access Stealing credentials like account names and passwords
Collection Adversaries use to gather domain knowledge and obtain contextual feedback in an ICS environment

Adversaries use to communicate with and send commands to compromised systems, devices,

Command and Control controllers, and platforms with specialized applications used in ICS environments

Inhibit Response Function | Adversaries use to hinder the safeguards put in place for processes and products

Adversaries use to disrupt control logic and cause determinantal effects to processes being controlled
in the target environment

Impair Process Control

Exfiltration Adversaries may use to steal data from your network

Adversaries use to disrupt, compromise, destroy, and manipulate the integrity and availability of
control system operations, processes, devices, and data

Impact
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Figure 1. Methodology for Developing Security Threat Scenario for Cybersecurity Training in ICS
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Table 2. Development for New Cybersecurity Training Security Threat Scenarios in ICS
3 2. 1CS o) 4} A17F Abol ] Hok T8 Wk 17 Avke] @ A

Cybersecurity Training Threat Scenario Name

‘ Tactic 1 | Techniques 1 Techniques 2 Techniques 3
‘ Tactic 2 | Techniques 4 Techniques § Techniques 6
Overview
‘ Tactic 3 | Techniques 7 Techniques 8 Techniques 9
1.
1. Threat Process | 2.
2. Standardization of Tactic Technique ICS Asset Descriptions
Techniques _ _ - -
3. Check for Step CVE List CVE Descriptions CWE List
Techniques
Vulnerabilities - - - -
4. Check for CWE List Vulnerable Function
Vulnerable Functions R -

S WA E A BARRE B4 % 229 Aol e uek 99 Avele
At (& 2= AERA A4F Bt 97 Avelee 74 8xg e Ao
Ay SlT: Cybersecurity Threat Scenario Name, Overview, Threat Process, Standardization of
Techniques, Check for Security Flaws, Check for Vulnerable Functions = -/ ¥l T}, Cybersecurity
Threat Scenario Name = 7R3k Hol 98 Alug] 29 o]&5 o gt} Overview & A4 SH
ol o Alyal oo AL o Aey 7)He ALLE] Jiﬁ_?} Z1 o] t}. Threat Process =
Bot g Ze A2 st Alve] e 3 3}AH L & E YEF T} Standardization of
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Techniques = Ad3t IS onsty 91F A= 2L 7]H, ICS #AH4E a8la AR AW S
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Table 3. Cases of Cybersecurity Incidents Targeting ICS
3 3. ICS th 2 Alo] ] HQk AFaL Ak

Nation Name(Incident) Case of Cybersecurity Incidents Targeting ICS Year
Iran Stuxnet[23][24][25][26] Nuclear Enrichment Facility 2010
u.s Night Dragon[27] Energy Sector 2011
Iran Duqu[3] Nuclear Enrichment Facility 2011

Ukraine BlackEnergy[4][5][6][7][8] Power Grid 2015

Ukraine Industroyer[9][10][11] Power Grid 2016

Saudi Arabia Triton[28] Petrochemical Plant 2017
u.s sPower[29] Renewable Energy Provider 2019
India Dtrack[30][31] Nuclear Power Plant 2019
u.s Darkside[12] Colonial Pipeline 2021

Ukraine Industroyer 2[32] Energy Company 2022

(56 312 418 1CS th A Aol ] .8k AL AR S AR} MEALE: S0, Abo]B] 9 ek A}EL o),
S ICS, WA A2 T sto] tebd Aot B = Rel At B 10719 IS Abolm et At
At E dido® EAE Fdsglth #4S Fd EEd HE 93 ZEAZzdE ¥
A 9 W97 A 0w raH AAAA 2%} £85I stk 301
3.1.3 7FA], A< 1S W Aol Bk Alal AFEQl Stuxnet(2010), BlackEnergy(2015),
Triton(2017) 3 A& A4 R EA43 Adfo] disf 713 5, 2F Bk Aol Abgl H Btk 99
R A 2o A, 18 7IH, ICS A 3 FEl = YERII T

3.1.1 ©] &, Stuxnet (2010)

Table 4. Cases of Stuxnet Threat
3 4. Stuxnet A} Al

Step Threat Technique ICS Asset
1 PC infection via USB
PC (IT)
2 Send infected PC information to attacker
3 Internal system attack (infection) from infected PC

Share internal system attack commands with the infected PC (if the version is

4 lower, install higher version malware) System (ICS)
5 Send attack command (Send code to change control commands from attacker)
6 PLC control logic modulation EWS

7 Facility failure due to change in operating values due to PLC equipment infection PLC
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3k 7l ]D‘r[z3][24][25][26] Stuxnet Abal A} 9]

, 9]% USB & 487 PC o AZ43s= ﬁﬂi A ZE 9lth, USB o] E3hg oA

3, C&C A2 A E PC 9 A|2H

o] ofgrjo] I ETF FAEFAT 9]

Fol ot T = o] W dS A A &, 49

= THEAL. vpA o=, O“éiE

A 2] MEo] AEwH, WMEE PLC Aol | PLC o fd2=x]o] AlAdoef ol 7}k

A etelth Y Stuxnet AbElE Akﬂlﬂ%ﬁﬂi ek Hzxo EAQl yE|7t wdAYsh
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3.1.2 =8|, BlackEnergy (2015)

Table 5. Cases of BlackEnergy Threat
3 5. BlackEnergy AFaL A}

Step Threat Technique ICS Asset
1 Distribute Office documents containing malicious code through spear-phishing PC (IT)
2 Collect internal authentication information and conduct network reconnaissance PC (ICS)
3 Identify assets and attack targets existing in the network through domain servers Server
4 Collection of ICS network asset information HMI
5 Schedule an outage for UPS

Field Device

6 Disruption of power distribution through breaker operation
7 Call center paralysis through phone DoS System
8 Internal server power cut due to power outage due to UPS outage Field Device
9 Delete MBR and system log data PC (ICS)

[¥ 5] BlackEnergy 1 2= Alal Al E A2 gk A o] th4][5][6][7][8]. BlackEnergy A}il
ArEl o] 79, Azt Fﬂ'éﬂ doll gk ARE AP JFete] 70l A F=E JhdstSlth
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23 3972 do] wj AL ZaA L et FE = A dgsle] AWEY) ZEE
U e, ol A% Ao wa DoS & ; ANsHo] AR AL FEe) s

Zo|Hsle apukeic), oFA oﬂ oF 473k UPS ?%,o_i el gxo] A Hdat FAl
Al e dlo] ] AlE] An] <] Aol Z}L%E‘r. nA 9t © % BlackEnergy ©= Al 2= §1¢] MBR (Master
Boot Record) 9} A| =8l 271 o] & 214 gt}

3.1.3 A$-tjo}g}H] o}, Triton (2017)

[3E 6]< Triton 2}/ = AFaL AL & A 2] gt 4013} [28]. Triton AL Abel] &f 739, & &= 72
&8 PColA 0o Fal DA A ow FHAT i o= IFetr] 9] Wby
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Table 6. Case of Triton Threat
¥ 6. Triton A3z AL

Step Threat Technique ICS Asset
1 Distribute attachments containing malicious code through spear phishing PC (IT)
2 Access using vulnerable firewall settings Server (ICS)
3 Access EWS by obtaining account information

EWS
4 Collect information such as SIS controller, firmware version, among others.
5 Payload transfer to SIS
RTU, PLC
6 Cause conditions that make the facility unsafe
32999 718 393t

B

Zy

L P
SCEERE LR L ER S

oA HOl 97 A 2oA] A 9F

Table 7. Standardization Process

# 7. 493 3

7S MITRE ATT&CK

Technique Technique
Name step (Raw) (Standardization)
1 PC infection via USB T0847
2 Send infected PC information to attacker T1071.001
Stuxnet
(2010) 3 Internal system attack (infection) from infected PC T1021
1 Distribute Office documents containing malicious code through spear-phishing T0865
2 Collect internal authentication information and conduct network reconnaissance T1552.001
BlackEnergy
(2015) 3 Identify assets and attack targets existing in the network through domain servers T1021.002
1 Distribute attachments containing malicious code through spear phishing T0865
. 2 Access using vulnerable firewall settings T1210
Triton
(2017) 3 Access EWS by obtaining account information T1005
[3 71> 1 @Al A EA438F 3 79] ICS Hot ALl AtdlellA] =&d 918 7IHS APs)sh
7iOlE‘r. Al 2A S S8 =EE 9% VIR AR dEA F8H o] FaAH
A3t} o]o]l, MITRE ATT&CK Z# 992 Techniques 7]4¥He] Z4#-# ¢l dHo]H =
o) gokel 919 7ol B 0 HAE BT AR5 ADE Dt

33HSLAS A 9
B G Ao A=, BHol 9] A

=&
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Table 8. Security Flaws: Identify and Extract CVE and CWE

X8 HAd AT CVER CWE A 2 =&

Name Step CVE List CVE Descriptions CWE List
* CWE-20
~ _ Execute arbitrary code via .LNK or .PIF | (Improper Input Validation)
1 CVE-2010-2568 files « CWE-134
(Use of Externally Controlled Format String)
An attacker remotely executes arbitrary | * CWE-94
Stuxnet 2 CVE-2008-4250 | code through an RPC (Remote Procedure| (Improper Control of Generation of Code
(2010) Call) request ("Code Injection'))
An attacker sends a remotely crafted « CWE-20
3 CVE-2010-2729 print request to create a directory file and I
execute arbitrary code (Improper Input Validation)
* CWE-20
s . An attacker executes arbitrary code via a| (Improper Input Validation)
BlackEnergy | < | CVE2014-4114 crafted OLE object . CWE-134
(2015) (Use of Externally Controlled Format String)
) ) * CWE-119
) 1 CVE-2018-8872 Attacker data can be copied anywhere in (Improper Restriction of Operations within
Triton memory
(2017) the Bounds of a Memory Buffer)

[3f 8] ¥ 7IWe] AEst7] &l AF&¥ Bt A3d CVE(Common Vulnerabilities and
Exposures) = CWE(Common Weakness Enumeration) FFHS 2 2 =53 Fo|t}[33].
FHFHe g o R dEA AZE o] HotFH o EE<Ql CVE
A7) 9lgh 208 UER st=qo] 9 A EgJo] HekH i
CVE 2 ¥ ©&& T Het A ¥4 845 g9lsta, CWE 2EE& Faf Het
A ololl A o] FH ok A Q1S 2l 7Hs sttt B3k, CVE 3 CWE ol & 3FS Whs A28l (4
Windows, Siemens Simatic Series, Tricon Series &) 94| &< 715 3}t}.

MAFF IS L LS

Table 9. CWE and Vulnerable Function Mapping
3 9. CWE B 7 ok &4 v 33

CWE List Vulnerable Function

CWE-134 Incompatible Function Declaration

(Uncontrolled Format String)

CWE-20 syslog()

(Improper Input Validation)

realloc()

GetMachineName()

CWE-119 mkstemp()
[mproper Restriction of Operations within the
Bounds of a Memory Buffer) getchar()
fscanf()

WA 4= 9
S HFH qdo] 7hss Ho
A AU & Mte 4= 9l A "t ICS 3 2
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Figure 2. Overview of Case-based Security Threat
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Table 10. New Training Security Threat Scenario: Loss of PLC Functionality
310, Al9F 98 Bk o AlubE] 2 PLC 7]s A

Loss of Plc Functionality

Resource
evelopment T1584.004

Initial Access >
Tiio0 Tosss Tig47 566

Execution :
Tosds

Persistence
T188s

Privilege Escalation
Evasion C
T1s62.001

Discavery O s
TIo16 Tinaw

Overview Lateral Movement -

TSN 1021

Credential Access .

Callection TI00s

Command and {

Control T8 =
Inhibit Response

Function To803
Impair Process

Control Tosg

Exfiliartion -
Tii

ul L

Impact ! g o ‘
Tesd2 T1499 Tos31 Tos2e Tr4ss

1. Distribution of malware through spear phishing

2. Hijacking of VPN account through malware and then attacking internal network through VPN

1. Threat Process 3. Access EWS by obtaining account information after entering the internal network

4. Collect important information from EWS and PLC

5. After seizing control through an attack on the PLC's memory and registers, normal function is disabled

Tactic Technique ICS Asset Descriptions
Initial « Distribute word documents containing malicious code
Access T1566.001 PC (M) through spear-phishing
Persistence T1078 Server, PC (ICS) : < Internal network attack through leaked VPN account
2. Standardization o : :
of Techniques Collection T1005 EWS : Qrﬁtce?ﬁi:\t/\rgse ?rz't:ﬁ]t;'?:g?wicrf(ount information after
Discovery T1049 EWS . _Collectlo_n of |_nformat|on SL_Jch as EWS and PLC H/W
information, firmware version, among others.
Impact Tos31 RTU/PLC « Facility fa|lure d_ue to _change in operating values due to
PLC equipment infection
Step CVE List CVE Descriptions CWE List
. R * A vulnerability that could allow arbitrary code execution via . 2
1 CVE-2011-3402 crafted font data in @ Word document or web page. CWE-787
3. Check for o :
* A Vulnerability that allows attacker data to be copied
Security Flaws 2 CVE-2018-8872 anywhere intrynemory P
« A vulnerability that could allow an attacker to gain + CWE-119
3 CVE-2018-7522 administrator-level access and control system state by
modifying memory data
CWE List Vulnerable Function
4. Check for
Vulnerable CWE-787 find(), malloc(), strcpy(), gets(),among others.
Functions
CWE-119 realloc(), GetMachineName(), mkstemp(), strrchr(), getchar(), among others.
[3E 1012 AFeE WHES 7Ivro =z Az 7Pde ICS A AlelHERE FH8 Hel 919
A 9. % 3ol PLC 9] )% A S A3 FRg 1ok 9 Alukel 9.8 ek Slolch WA,
P FETF EFE O U= word A E 29|o] IS T vl EIIH o], A =S B
frE% VPN AlG S &35t el gttt i UEL A ol 43ste] 119e &,
24 doly 7S Sl A8 RE d53te] EWS ol Attt 1 A~ Y ES A A4
AME F3) EWS 9 4% PLC o H/W AR, o] A 5 Ws JuE 3k
A Ere 2 PLC Au)o) ZHlo 1a) Aoke F47k 2HE o] g grol AP RH T
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Table 11. Comparison of the Proposed Paper with Related Research
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