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Research on digital evidence-based countermeasure
depending on the type of small and medium-sized
enterprises technology leakage accident

!Jaeyun Wang, “"Hangbae Chang

9 o

et A ARl Skl Fa71ge] Wle o@g su gow e
NEH BAe grlgRn Fa/9AA delua Ak slEAms s1Esol
Farlgle] AAd AATE AL AFT 5 Jdr FAF ool el @
AEnsdi WAl S} QMR ol dm eld dSEfE Ak W
Aojupz gow oo HE ANWAL Fa/Y ANF FEANY] o FEAus}
WASAS W WA BAE AT AR A A4 DADTAA BasAn wed
sHom s OAYFAL AEAT AAHAL e 5o BAE BASE Bk, wheA
B ARE Bl AEREAT HY0 we OARZAA NG Bhees AAsad Bt

A A= J}ﬁ} 9 7EREA L FES EFctl WRARFEURAEFHES 95
T4 BHAZAFAA YAEFTA SR woks Ag-sty i),
Abstract

Small and medium-sized enterprises play a fundamental role in the foundation of our country's
industry and economy, and most technological innovations occur in small and medium-sized
enterprises rather than large corporations. Technology development and innovation are the only way
for small and medium-sized enterprises to survive in a fiercely competitive environment, so they focus
on it, but interest and investment in technology protection tend to be stingy. As a result, industrial
technology leakage accidents occur frequently, and it is difficult to meet improvement measures. When
a leak occurs, digital evidence is required to prove criminal activity, but problems such as digital
evidence being damaged or deleted due to management loopholes often occur. Therefore, through this
study, we aim to design a digital evidence-based countermeasure depending on the type of technology
leak accident. We will classify the types of technology leak incidents that actually occurred and study
ways to secure digital evidence in the security environment of small and medium-sized businesses that
operate internal information leak prevention solutions.
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Figure 1. Relationship between industrial technology, trade secrets, and national core technology
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2018 117 352 10 107 106 11 97 20
2019 112 381 6 106 104 8 100 12
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Figure 2. Difficulties in legal response after technology infringement
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Figure 3. Technology leakage path extraction model diagram
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Table 2. Number of abnormal symptom scenario detections
2. o4 F Ael o B

No. Contents Number of detections
1 Change HDD on purpose 0
2 Visit job sites more than 3 times for more than 3 minutes in a week 625,198
3 Attach the same file to email within 24 hours after blocking the storage medium 0
4 Success or failure in printing the same file within 24 hours after blocking the storage medium 1,038
5 Copy and paste to the clipboard within 5 minutes after blocking the storage medium 8
6 Attempt to neutralize the agent within 24 hours after blocking the storage medium 25,967
7 Execute remote control program within 24 hours after blocking the storage medium 327,746
8 Succ_ess or failure in attaching the same file via email within 24 hours after rejecting storage 30
medium approval
9 Success or failure in printing the same file within 24 hours after rejecting storage medium approval 0
10 | Copy and paste clipboard within 1 hour after rejecting storage medium approval 0
11 | Success or failure in transferring 10 or more files to the storage medium within 5 minutes 2,344
12 | After file attachment to email is blocked, save the same file to the storage medium within 24 hours 2,181
13 | Success or failure in printing the same file within 24 hours after blocking file attachment to email 1,776
14 | Copy and paste to clipboard within 5 minutes after blocking file attachment to email 113
15 | Attempt to neutralize the agent within 24 hours after blocking file attachments to emails 1,893
16 | Execute remote control program within 24 hours after blocking file attachment to email 18,433
17 Success or failure in saviqg the same file to the storage medium within 24 hours after rejecting the 0
approval for attaching a file to email.
18 S_uccess or failure in printing the same file within 24 hours after rejecting approval for attaching a 0
file to email.
19 | Copy and paste to the clipboard within 1 hour after rejecting approval for attaching a file to email. 4
20 | Success or failure in attaching 10 or more files to email within 5 minutes 532
21 | Attempt to neutralize the agent within 24 hours after blocking printing 0
2 Su_ccgess or failure in saving 5 or more files to the storage medium within 1 hour after blocking 3
printing
23 | Success or failure in attaching 5 or more files to email within 1 hour after blocking printing 0
24 | Success or failure in attaching file to email within 24 hours after rejecting of print approval 0
25 | Success or failure in saving at Storage medium within 24 hours after rejecting of print approval 0
26 | Execute remote control program within 24 hours after rejecting of print approval 0
27 | Copy and paste to clipboard within 1 hour after rejecting of print approval 0
28 | Success or failure in printing 10 or more documents within 5 minutes 0
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Table 3. Number of detections by technology leakage incident type
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Means of leakage USB, Removable storage media E-mail Printout
Number of detections 359,287 24,932 2,817
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