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ABSTRACT

In the digital age, the importance of personal information has magnified, underscoring the need for enhanced personal
information protection, especially within public institutions. Despite ongoing efforts since 2007, significant breaches in public
sector information underline persistent vulnerabilities. This study advocates for a transition from a diagnostic to an
assessment framework to fortify privacy management in public institutions, as mandated by recent legislative revisions. The
amended Personal Information Protection Act introduces an assessment approach, aiming to comprehensively assess and
mitigate risks by expanding the scope of evaluation and implementing robust regulatory measures. This study examines the
limitations of the current diagnostic practices through literature review and case analysis and proposes a systematic approach
to adopting the new assesment system. By enhancing the assessment framework, the study expects to improve the
effectiveness of personal information management in public institutions, thereby restoring public trust and ensuring a stable
progression into a more secure digital era. The transition to an assessment system is designed not only to address the gaps
in the current framework but also to provide a methodical assessment that supports ongoing improvement and compliance
with enhanced legal standards.
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Personal Information Protection Level System in Public

Personal Information

Public Institution

Public Institution Personal

Title . . . Management Level Information Protection
Protection Level Diagnosis ? .
Diagnosis Level Assessment
Year 2007 2020 2024
Responsible | Ministry of the Interior and Personal Information Personal Information
Ministry Safety Protection Commission Protection Commission
Article 20 of the Act on the | Compliance with Article 11 of| Article 11-2 of the Personal
Legal Protection of Personal the Personal Information Information Protection Act
Basis Information in Public Protection Act (Request for (Assessment of Personal
Institutions Submission of Data, etc.) Information Protection Level)
Approximately 1,600 public
institutions
Approximately 800 public
h:iiiogi)vsitshe rl())h?;ff ‘}Veavsel institutions Central Administrative
exg andeé) togcentral Agencies and Affiliated
ba . . Central Administrative Organizations, Metropolitan
administrative agencies. . . .
Target y L . Agencies, Metropolitan and and Basic Local
L % Central Administrative . ..
Institutions Agencies ('08) — Local Basic Local Governments, Governments, Provincial
s , Public Institutions (Public Offices of Education and
Governments ('09) — . . L . )
. o Enterprises, Regional District Offices of Education,
Educational Institutions and . . . .
. L , Corporations, and Public Institutions (Public
Public Institutions ("10) X . .
Foundations, etc.) Enterprises, Regional
Corporations, and
Foundations, etc.)
excellent institutions and
outstanding employees based
Selection and Reward of Implementation of On-site on evaluation results
Feedback Excellent Institutions, Consulting and Planned Recommending improvements
of Actively Encouraging Inspections for Under and requesting results of
Results Competitive Benchmarking | performing Institutions (¥No actions
Among Institutions Legal Basis) Implementing on-site
consulting and inspections for
under performing institutions
Sanction

Measures

Imposition of Fines
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0% 20% 40% 60% 80% 100%
2020 2021 2022 2023
m Excellent 45% 57% 89% 30%
= Average 42% 34% 10% 58%
Poor 12% 9% 1% 12%

Fig. 1. Annual Evaluation Score Distribution
Ratio by Institution
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Fig. 2. Annual Privacy Management Evaluation
Scores by Institution Type
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Institutions

Year o
"Poor’s

Three

Two
2020 | 2021 | 2022 | 2023 times | times

Central 9 9
Government
Metropolitan
Government 1 2 1 1

Basic Local
Government 30 20 1 32 13 3

Public
Institution | 32 | 30 | 10 | 59 19 7
Total 72 | 52 | 11 | 94 | 33 10
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Table 3. Assessment indicators and scoring for Diagnosis(2023) the level of personal information
management of public institutions, and Assessment(2024) the level of personal information protection

of public institutions

Indi Number
Domain & Field & Indicator n i%altor ‘of
Score Score (2023) (2023) Indicators
2023|2024
Personal |Foundation for personal information protection 1~2
I\I/[I;fg;?ea;;;?t Fulfil the role of personal information officer 3~5 9 5
System  |Manage personal information files and conduct
(15pts) : : 6~8, 40
privacy impact assessment
Personal information processing policy and access, 9,
Protection of|correction, deletion, suspension of processing, etc. 45~46
Data : ol
Subject’s P&gcedures for collgctl'or'l, use, provision, and 10~14 11 10
Rights  |°ff-purpose use and provision
Quantitative (15pts)  |Management of entrustment of personal information 15~17
processing works
Self-assessment
(60pts) Management of access rights and inspection of] 18~20,
access records 29~33
21~28,
Prevention |[Measures to prevent and respond to personal| 34, 39,
of Personal |information breach incidents 41~44,
Information 53 33 28
Breach
(30pts) Encryption of personally identifiable information 35 ~ 38
(and biometric information)
Operation of visual data processing devices and
processing of pseudonym information
Investments and efforts to protect personal information
Adequacy of processing privacy policies and efforts to
implement and improve them
Measures to ensure the safety of personal information
Qualitative Management on entrustment of personal information processing
works
In-depth
Evaluation Protection and management of personal information, and
(40pts) incident response such as personal information breach
Adequacy of internal management plan
Management and registration of personal information files
- (Extra points) Implementation of the plan to strengthen personal information
safeguards of the intensive management system (up to 5 points)
* Derive excellent and deficient cases by indicators
+ Maximum -10 points per incident such as leakage
- Maximum -3 points per administrative penalty
Points deducted | - Maximum -2 points per false or fraudulent incident (Self-diagnosis will be subject
(reduction) to additional points for the corresponding indicators)
(Reduction) Efforts to minimise damage to the information subject after an accident
such as a leak (follow-up report) Up to 50% of the total points
Ak AAL AHE th57 Zeo| zholE 4 )t A3ty By, HE 713 Zkele FAR Rl
WA, B30 A ke hd AHEE R BA AT F A7 e ARE b AREA o
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