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ABSTRACT

Recently, the US and EU have been institutionally introducing and promoting Coordinated Vulnerability Disclosure(CVD)
to strengthen the response to security vulnerabilities in ICT products and services, based on collaboration with white-hat
hackers. In response to these changes in cybersecurity, we propose a three-step approach to introduce CVD through the
Information and Communications Network Act(ICNA). In the first step, to comprehend the necessity and requirements for
legislating CVD, we survey the current situation in Korea and the trends of CVD in the US, EU, and OECD. In the
second step, we analyze the necessity for legislating CVD and derive the requirements for its legislation. In this paper, we
analyze the necessity for legislating CVD from three perspectives: the need for introducing CVD, the need for
institutionalization based on law, and the suitability of the ICNA as the legislation. The derived requirements for CVD
legislation include the establishment and publication of Vulnerability Disclosure Policy(VDP), legal protection for white-hat
hackers, and designation and role assignments of coordinator. In the third step, we introduce approaches to apply the
requirements for CVD legislation to the ICNA, which is the law governing prevention and response to cybersecurity
incidents in private sector.
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Table 1. good-faith security research(35)

“good faith security research” means accessing
a computer solely for purposes of good faith
testing, investigation, and/or correction of a
security flaw or vulnerability, where such
activity is carried out in a manner designed
to avoid any harm to individuals or the
public, and where the information derived
from the activity is used primarily to promote
the security of safety of the class of devices,
machines, or online services to which the
accessed computer belongs, or those who use
such devices, machines, or online services.
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Figure 8 — Impact of the legal barriers in establishing a CVD policy

Which of the following legal barriers
do you consider more impactful in the
establishment of a CVD policy?

W Criminal law
M Copyright law
M Data protection law
Contract Law
Export control legislation and regulation

Source: Interviews with EU Member States

Fig. 4. The legal barriers in establishing CVD(3)

2

rulo

= A=t %91 R s> HE w2 A 5
o|EdAE BRIty 9SS AWty 9l

. HE(Code de défense) L2321-4
g2 slo|EdlA WA BIE 8 27K 2AE
=5 As ‘ﬁ"éd’l 3tk A A ?ﬁﬂ 2 E"Hﬂ

2.4 ZHPHLEZI|F(OECD)

Fig. 5.9 yxd nat 75 A ZH )9z
7Iakste] AR 71 (OECD)7F whdh 5352

YA Hel 7te]l== CVD =818 sl gic,

*é“éﬁ}l ATH4T).

@ A" =7F YA kRAe] A7 da
2299 xE 2 7}°]Cﬂ A3 CVDE
S7pfelnetrAdZe 2 Y Y CVD +9&
SRR B s «1 % s Akarel-3-24 (CSIRT) &
CVD =A47|es A4E Z& daska vt
(48].

@ ForPAdel TAd Hele] I Ax
'19.10490 g £ slol=e A4S
HEA[ Aol o3k ®Bok Wik ® CVD =45 dx

)



AR R E3|=A

(2024. 8) 787

'mnm-m of Crww‘nnhv Elocuonlc

Technologies

Market
egulatios
Strategic National Digital Security Strategies

Foundational Digital Security Risk Management

Note: the Cryptography Policy Guidelines which are currently under review, and Recommendation on
Electronic Authentication, will be included in the future version of the draft Framework.
Source: OECD

Fig. 5. OECD Policy Framework on Digital Se-
curity (47)

&kar 9lrh(49).
@ YA AE - AR 2] Bakel] e WA 22,9
Yol xE £ lol=] A4S tAY AlF -
G LIEs %%%H oFalgle g CVD E41S A
ks gleh(50).
® "AE Het Fkd Ao I3 W 22,9
of Wiyl B sle|=e] A4AE Fto]Ed 2
A H3Z 98 VDPE 4% - T AL
ol glon A5 CVDY AEAHe 4
_/':
)

('1

A7) slsked @ ) olarel Alzje
247198 A9 AL Awsa deh4),

o] dhell, CVD x4 -2k $lsl OECD7}
'21.349¢] WE3Z CVD #A 7pol=e] 2218
CVD =319 7} & Aoz sfo|Ed 7] o
g WA B3 vu)E AHsta glen, ste]EsA
B g e oz Alolnway,
MAARREH, A=Y 55 Awsta 9leh. =gk
2.2.248% 3lolEs]7] HE dleloew VDPE A9
sta glew, 2.4.44M+= VDP 1 - & 4
a3kar gieb(51).

(@)
<
O

i3
é
o
IIIE
)I-E
o
1
=
i

2 o
(=2

=
S
oM
NN
o ¢ FN

>,
FUIO ¢
L ko
-
o ol
]_,
3% ol
E
(@]
B
[e3
=2
w
oX
3
>
rr
Do
— o?,i

ol 4] 27N —rﬂ‘/}ﬁ FoovlE, R
OECD®| CVD ) =

o OVD WA B84
CVD Jﬁ“}ﬂ% =53

Azt B8A - 8] Al SRAIE He] Fa 9]
o}, CVD #A3 Zexe CVD =98] ZeA
(3.1.1), HHEel 7wt Ax=st F84(3.1.2),
CVD HA3t HEZ ARFATYH P4 (3.1.3)
5 Al 7 SHellA BAska, CVD HAE 874
gozE VDP 7 - 370(3.2.1), 3olEs]#A H
2 ®3%(3.2.2), CVD 2A7|% AA 2 93 3o
(3.2.3) = Al 7HA 87ARE =&

3.1 CVD HHis ZeM
311 CVD £¢| oy

CVD WAgE 4137 Slsixl= CVD =sie]
BagA| o] gk AAA scdo] AefEofof g}
(562). & AellA A= F2vete] CVD =9
BaA e o F FhHo]et.

A WA oA Table 2. 35 (1) (20)
AR TlelER, v, e,
3 Blo] ESAE Alo|w HFAAIR
83ka itk 53] vl= CVDE &3l A AA
sto| Es|ARNE] rE Ao BHF R AluE W
= CVDE A}o]uﬁy_O} 7L§} HLo}gi il_&s].J_ 9‘)\
th(53). olsh 2& T9) Fiol B Fehlem A}
|HHt Y AT 98 wte® CVDE ©
g Fa7) ek

= W e OVD 2§ oo WA rio)
ok ARl Ste|EdANAl At EY, /KA
usy AAY § CVDel 9% vAHe B
s Fretes e 2 CVD =8l 2 7
Pt 91507 z2hg3lt}(chilling effect) (54)(55).
dE| 2, el o] 4 F9l B
AnFAEs 2 AF] dsiARt 14 27
(BHEFAEY A472216)7F 9lol, te]EdfA7E B
SHACPY WAL 98] A AEl FQ Pabe] Evt
AR 2o AT A ARSAINH Al48%0
ShitekA] 7] flsiale AldAtel A EelE ot
of sk 5 WAQl Alefe] mErH12). tge], 3
o|Esf| A7} AL o]l /HAAH RS A22A1E
2 A35e] w2 ARFA NAAR 2 A2k
A2z2A28%6 W 7|EA HIxAel Hd 7
5, Bto]Esl|AL] mobFekd WA 97t ARFA
o AAAAS) A Walsh ] AAAE A
FE nubofof & Jart 9t

(@)
=
Q
)
rr
_0‘
wy ©
O}m

o



788

Table 2. The necessity and requirements for CVD legislation based on laws - policies - guides of the US
-EU - OECD

CVD-related contents
of chapter 2

CVD legislation
necessity & reqs.
of chapter 3

FISMA

- legal basis of CVD

- application entity : federal agency

- application scope : information system

- administering the implementation of agency
information security policies, practices, etc.

3.1.1. 3.1.2, 3.1.3

M-20-32
based on FISMA

- establishment and publication of VDP
- VDP's compliance with related laws
- vulnerability response process

- legal protection for white-hat hacker : complying
with VDP and good-faith security research

BOD-20-01
based on FISMA

- VDP includes items that white-hat hackers and
agencies must comply with

el S DO —

w
[N
[Nl
[Nl

BOD-19-02, 22-01
based on FISMA

- remediation for critical vulnerability or known
exploited vulnerability

DO —|”

IOTA

- legal basis of CVD
- application entity : federal agency
- application scope : IoT device

3.1.1. 3.1.3

NIST SP 800-216
based on IOTA

- CVD program(vulnerability life cycle)

NCS

- promotion of CVD in private sector

NCSIP

- CISA as responsible org. for CVD promotion

M-22-09, M-23-16
based on EO 14028

- CVD is one of requirements of ZTA and SW
supply chain security

W |Ww W w
— = =] =

Secure by Design

- VDP is one of the requirements of secure by design

Al security roadmap

- CVD is one of the requirements of Al security

OSS Roadmap

- CVD is one of the requirements of OSS security

DOJ's charging policy

- good-faith security research is excluded from
prosecution

DN === DD —

Vulnerability
Response Playbook

- CISA as a coordinator
- coordinator’s roles

w
—
—
w

o

CVD Program

- CVD program(vulnerability lifecycle) including
vulnerability disclosure timing
- CISA as a coordinator

w
—
—
w

CSF 2.0

- CVD is one of the requirements of CSF 2.0

w| Wi |wiL|w w|w|w|w w

—| Do

EU's NIS2

- legal basis of CVD

- application entity : essential or important
organizations based on workforce size, revenue,
criticality of sectors, etc.

- application scope : ICT service

3.1.1, 3.1.2, 3.1.3

- CSIRT as a coordinator

EU's CRA

- legal basis of CVD
- application entity: digital product manufacturer
- application scope : digital product

- manufacturer’s vulnerability reporting to CSIRT
and notification to users
- CSIRT is coordinator under NIS2

ENISA's guides

OECD's guides

- compliance with relevant laws of CVD

- legal protection for white-hat hackers
complying with VDP and good-faith security
research

- designation and roles of coordinator
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Table 3. Comparison of the application scope
of CVD-related laws

Uus EU KR
FISMA | IOTA | NIS2 CRA ICNA
ICT IoT ICT digital IC.T

service,

system | device | service | product .
y P IoT device
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Fig. 6. The requirements for legislating CVD
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Table 4. VDP contents

Subjects VDP contents
D A prohibition against leaking
personal information accessed
@ The scope and method of
discovering the vulnerability
white-hat B Y
hackers @ Reporting vulnerabilities

@ Coordinating with vendor on
vulnerability disclosure timing

® Cooperating with vendor to
remediate vulnerabilities
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Subjects VDP contents

® VDP in compliance with relevant
laws

@ Announcement of reporting
methods and content(including
anonymous reporting)

® Declaration of legal protection
for white-hat hackers adhering
to VDP and good-faith security
research

vendors

© Sharing progress after reporting
with white-hat hackers

@ VDP publishing method and
version control
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