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ABSTRACT

As the domestic and international landscape undergoes rapid changes, the importance of implementing security measures in
response to the growing threats that businesses face is increasing. In this context, the need for Security by Design (SbD),
integrating security from the early design stages, is becoming more pronounced, with threat modeling recognized as a
fundamental tool of SbD. Particularly, to save costs and time by detecting and resolving security issues early, the application
of the Shift Left strategy requires the involvement of personnel with limited security expertise, such as software developers,
in threat modeling. Although various automated threat modeling tools have been released, their lack of user-friendliness for
personnel lacking security expertise poses challenges in conducting threat modeling effectively. To address this, we conducted
an analysis of research related to threat modeling tools and derived usability evaluation criteria based on the
GQM(Goal-Question-Metric) approach. An expert survey was conducted to validate both the validity and objectivity of the
derived criteria. We performed usability evaluations of three threat modeling tools (MS TMT, SPARTA, PyTM), and the
evaluation results led to the conclusion that MS TMT exhibited superior usability compared to other tools. This study aims
to contribute to the creation of an environment where personnel with limited security expertise can effectively conduct threat
modeling by proposing usability evaluation criteria.
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Table 1. Tools Features(2)

Threat
Tool Modeling selection
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Fig. 1. Example of MS TMT interface
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Table 2. Usability Guidelines

Table 3. Usability Questions for Each Goal of GOM

e e | ool | cuideines o [ Quetions
-Is it simple to key-in the data?
-Ease to input -Does the application provide
the data . . virtual keypad?
B Simpli- | _ 0
Simplicity Ease to use city Is the out[')ut. easy. to use?
output -How easy is it to install the
) -Ease to install application?
Effectiveness -Ease to learn -Is the application easy to learn?
-Accurate -Is the application accurate?
Aceuracy -Should be no -How many tasks are successful
error Accuracy| in the first attempt?
-Successful -How many tasks are successful
‘ -To response in a given time?
t'gf;i -To complete a -How much time taken to
task complete a given task?
-Support/help Time -How much time taken by
“Touch screen taken application to response?
Efficiency facilities -How much time taken by user
Features -Voice guidance to learn?
-System -Does the application provide
resources info. appropriate help?
-Automatic -Does the application provide
update appropriate menu button for
-While using touch screen?
Safety the application Features *Do‘es the.application provide
Satisfaction -While driving volce assmtgnce? .
- -How much information about
Attracti- -User interface system resources was displayed?
veness -Does the application provide
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~-Is there any effect to user while
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Safety the application?
-Is the application secure to use
while driving?
Attract- -Are users happy with interface?
. -Are users familiar with the user
iveness

interface?
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Table 4. Usability Questions for Each Goal

Goal Questions

-Is it simple to input the data?
-Is the output easy to use?
-How easy is it to install the
application?

-Is the application easy to learn?

Simplicity

-Is the application’s funtionality
accurate?

-Is the result of threat
assessment accurate?

-How much time taken by
application to response?

Accuracy

-How much information is
required to perform threat
modeling?

-How many steps are required to
complete threat assessment?
-How much time taken by user to
learn?

Time
taken

-Does the application provide
appropriate help?

-Does the application provide
regular update?

-Does the application provide
explanation of threat assessment
result?

-Is the threat information
modifiable?

-Does the application support
SDLC integration?

-Is it feasible to apply the
countermeasure?

-What is the source of threat
library?

-Is collaboration possible?

Features

-Is it well-supported after the
initial release?

-Are users contented with the
interface?

Attract-
iveness
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Table 5. Usability Metrics
Type Metrics Code
-Time taken to input the MO1
data
-Whether it provides cross- MO02
platform support
-Whether the threat status MO3
(processing status and
priority) in result can be
modified
-Number of installation MO04
procedures
-Validity of results MO05
-Number of features MO06
required to learn each task
-Number of errors from MO7
functionality or threat
assessment
O -Explanation of threat M08
5 assessment results
=4 -Whether the threat M09
5 information (user-defined
g' threat types,
@ countermeasure, etc.) can
be modified
-Whether the application M10
supports SDLC integration
-Whether it is feasible to M11
apply the countermeasure
-Whether it provides M12
automatic update alerts
-Whether collaboration is M13
possible
-Whether the application M14
provides appropriate help
features
-Satisfaction with the M15
application
-Average update release M16
cycle
-Input data form M17
-Input supporting data type M18
-Application form(Web, M19
I} native app. etc.)
§ | -Result file type(pdf, html, | M20
& etc.)
g. -Source of threat library M21
@ -Size of pre-defined common M22
threats
-Initial release year M23
-Recent release date M24
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Table 6. Threat Modeling Tool Usability No. Questions Metric| Score
Evaluation Criteria Questionnaire functional accuracy?
No. Questions Metric| Score Do you believe that. a
Do you believe that an more . dfetaﬂ}eld
increase in the number representatl.on 0 t‘e
of input data types (e.g status of risks found in
1| dfd, code, etc.) in a| Ml 0.2 g|an assessment (e.g.| . 0.6
threat modeling tool probability of action as
reduces the simplicity of “?k. score, a binary as
data entry? mitigated or not) leads
— to more accurate threat
Dk())'l'}‘laou l;)ehevhe that tﬁe assessment results?
ability to change e - —
threat status (e.g.. need Do you believe that it is
) to mitigate. not M3 06 easwlf to use the' help
applicable, etc.) derived : functlon.of a tool 1f.the
from threat modeling user. guide is provided
results enhances  the 9 | within th(? 'tool, rather | M14 0.5
usability of the output? than requiring users t(i
isit t
Do you believe that the vist an externa
. . homepage to get wuser
ease of installation quide?
improves if the tool is - -
3 | cross-platform, allowing | M2 0.7 Do you believe that
installation on multiple users are more 1.1kely to
0S(e.g., Windows, OSX, be satisfied with the
Linux, etc.)? interface of i toofl 12}‘;he13;
t
Do you believe that the an  use e teedbac
. ; function manually within
ease of installation 10 the tool or perform M15 0.3
improves as the.number regular automated
4 | of steps required to M4 0.4 . .
install the tool d satisfaction assessments,
1(nsa € too ecre}?ses rather than having to
de.g., d . ¢ p)e}?c age visit an external website
ependencies, etc.): to provide feedback?
Do you be?eve tlhat Fhe Do you believe that it is
.easen 0 th earn;)n% easier to install updates
5 | 1mproves as € numper M6 0.2 to a tool if updates can
of features related to s
threat deli be performed within the
d rea 0 modeling tool  (either manually
ecreases: 11| within the tool or by | M12 | 0.6
Do you believe that receiving an update
reducing the number of notification) rather than
features related to having to visit the
threat modeling will homepage to download
reduce the time spent them?
6 | learning, the time spent M6 0.2 Do vou believe that a
entering information hort dat
required to perform S lor er aviragef up ael
threat modeling, and the 1| 'elease cycle ol a too M16 0.3
. . makes it easier for users
time required to perform to receive regular
2
threat assessments? updates?
Do you believe that Do you believe that
fewer errors made by a providing more
7| tool ' when perform@ng M7 0.4 13| information in the threat M8 0.7
functions or assessing assessment results, such
threats enhance its as vulnerabilities,
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No. Questions Metric| Score %ol 7k G5 Fawrl Aolshr] wlEel, AHA
countermeasures. and Hr7t Al g FOEE ubdsteof dtl F8E=
other relevant details, A= Hry s ARUES EEska, A
makes it easier for users Z AARE A5E JlEA 2 AFesken). uela] AR
to understand the threat sy s
assessment results? b A vl wE S S5 IS B
VAR Qs Ao vlaA <3S vAA
Do you believe that ey =
7 B @A U =2 FE 2O Ay 1o
users  perceive higher - 1A & S _'_'?‘i} S Azl 22
usability when they can B VIAEE ARA U} ¢85 A AlE A
modify predefined threat At Table 7.2 918 =dd] =79 A4 o
14 1nf40rmat10n or adjust M9 0.6 g AA B} o] M4 Ay whalo|th A4l
threat assessment ) } e
results.  compared  to st o 3 o® AEe] gled, MEAE F
when modification is not slo] FHEF A4E Aot Moo dig A5 7
possible? W Qloms A A Al ALY BEe
Do you believe that if Jsldct. g 7)152S Es 9)d xds TIE I
the tool 1is compatible N
with  GitHub or issue 7V S ARAQ] 7)ol whel AR At &
trackers such as Jira, 251, oy Hrixpr) FAsles FUAS AHE =
15| Redmine, etc., users | M10 0.6 =3 4 9lr}. o] E3lo] 93 mdegy = 7 A
perceive it as easier to . - _
integrate  the  threat FA ]l vt 7Fest e Ho) g5 e Ak W
modeling process into Als Ak
the SDLC?
Do you believe that Table 7. Units of Measurement per Metric
users find it easier to
apply  countermeasures Cod Metri Unit of Wei-
by representing security ode etrics Measurement ght
luti i i " .
solutions directly in the Additional input
model rather than by .
. Time taken |needed after model
16 | setting countermeasures | M11 0.4 . .
directly on individual M1 Eﬁelrézltl; igpll\}‘;eded 0.2
entities in the i
model(e.g., servers, 3 Not needed
databases, etc.) on the Cross-platform
target system (e.g.. Whether it support availability
firewalls, TLS, etc.)? : 1: Not provided
provides (Supports onl
Do you believe that a M2 Cross-— onepé)S) v 0.7
tool which allows online platform 3: Provided
screen sharing with read support ’ (Srow et
and write permissions mullzipolr SOS )
17| facilitates easier | M13 | 0.5 GHple Ioes
collaboration on threat The possibility of
modeling than a tool Whether |changing t.he threat
with read-only the threat |Status derived from
permissions? status(pro- | the result.s.
cessing 0: Unmodifiable
M3 status and 1.5: Partially 0.6
4.4 F2H Tt =9l A J7|E S8 priority) in 3 Mmdq?.ifialble
result can |3° Modiflable
HAekd Hol FEOe ALax] ¥ o be modified| Which may not be
o OZ1 ‘07]' e /‘}'o o ‘07]—X]—7]— EE}'X]EiE}' possible in the report
% AR AEe Ba A9 AnE 2 5 9 but can be in the tool
ofof @it} ma AR A%E Fd AT 5
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N 2
. Unit of Wei- . Unit of Wei-
Code | Metrics Measurement ght Code e Measurement ght
The number of cgﬁii;— 0: Not allowed
1nstalél{at10n counter 1.5: Partially
procedures , L
modifiable
Number of [1: (no,/maximum etc.) can be|,. o
. . o 3: Modifiable
M4 |installation| no.)>2/3 0.4 modified
procedures |2: 1/3{(no,/maximum The ability to
no.)<2/3 integrate with tools
3t (no,/maximum such as GitHub,
no.)=1/3 issue trackers
The accuracy of the (Jir?, Re:limine,
risks identified Whether etcl. ' arkl)'l'
from the threat the vulnerability
modeling results M10 application Z?a}\rlme.rs ) 0.6
v | Validity of 10: No results 0.6 supports |— \° mteggatlon :
results |1.5: Binary : SDLC " ?ui)porte. -
(vulnerable or integration |~ egration wit
secured) - ;)ne t001. h
3: Probability of - Integration wit
being vulnerable two tools
3! Integration with
The number of three or more
menus to perform tools
Number of [threat modeling Countermeasures
features |1: (no,/maximum can be applied
M6 | required to . no.)»2/3 . 0.2 individually, in
leal‘;n iach 2: 1/3<)(n;),//3max1mum bulk. or are
as no.) <
3: (no,/maximum \'Nhethe.r it ;igi?;;g' or are not
no.)=1/3 1iofeaaps;1i)31]e 0: Not provided for
The number of M11 the applying 0.4
Number of |errors while countermea | . cou.nt.ermea.sures
errors from |performing sure 1: Individual input
M7 |functionality|functionality or 0.4 . for ea.ch element
or threat |threat assessment 2: Bulk input of
assessment |0: Errors)0 countermeasures
3: No errors 3: Reusable
countermeasures
Assessment results
include whether Upde.ltes are
Explanation risk, description, prov1ded.
olf) e and mitigation automatically or
M8 assessment explanations 0.7 manuglly, or are
rosults |07 No explanation Whether it n_Ot provided
1: One of them provides 0: Upd&_‘te not
2: Two of them M12 | automatic |, . provided 0.6
3: All of them update 1: Manpally check
alerts outside app
Whether |[Modifiable for (e.g., visit
the threat |[threat and website)
M9 |information |countermeasure 0.6 2: Manually check
(user-defined|within the within app
threat application (e.g.. update
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Code

Metrics

Unit of
Measurement

Wei-
ght

check feature)

3: Automatic update
notification
appears

M13

Whether
collaboration
is possible

Collaboration is

provided, partially

provided, or not

provided

0: Need to share
import file

1.5: Readable

3: Readable/
Writeable

0.5

M14

Whether
the
application
provides
appropriate
help
features

Help features are

provided in the

application or

homepage, or are

not provided

0: Help features not
provided

1: Provide outside
app(e.g.. visit
website)

2: Link to outside
help

3: Provide inside
app

0.5

M15

Satisfaction
on
application

Availability of

satisfaction

feedback feature

0: No feedback

1: Manual general
feedback

2: Manual
assessment
process
satisfaction
feedback

37 Automatic
assessment
process
satisfaction
feedback

0.3

M16

Average
update
release

cycle

Average interval
between all updates
in months

0: exceeds 1 year

1: exceeds 6 months
2 exceeds 3 months
3: 3 months or less

0.3

V. H 1
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Table 8. Result of Usability Assessment

Microsoft
Type | Code Metric Threat SPARTA PyTM
modeling tool
M1 Time taken to input the data 0.6 0.2 0.6
M2 Whether it provides cross-platform support 0.7 2.1 2.1
Whether the threat status(processing
M3 status and priority) in result can be 0.9 0 0
modified
M4 Number of installation procedures 1.2 1.2 0.4
M5 Validity of results 0.9 1.8 0.9
M6 Number of features to learn each 0.2 0.4 06
task
M7 Number of errors from functionality 19 19 19
or threat assessment
? M8 Explanation of threat assessment 921 0.7 21
5 results
E:. Whether the threat
Q:; M9 information(user-defined threat 18 0.9 09
= types, countermeasure, etc.) can be
modified
Whether the application supports
M10 SDLC integration 0 0 0
M11 Whether it is feasible to apply the 0.4 19 04
countermeasure
M12 Whether it provides automatic 18 18 06
update alerts
M13 Whether collaboration is possible 0 0 0
M4 Whether the. application provides 15 075 0.75
appropriate help features
M15 Satisfaction on application 0.6 0.3 0.3
M16 Average update release cycle 0.6 0 0.9
Total(quantitative metrics) 14.5 12.55 11.75
M17 Input data form diagram(DFD) | diagram(DFD) code(python)
template for SolutionType
. model (stencils, Catalog,
M18 Input supporting data type threat types. ThreatType code
threat properties) Catalog
o M19 Application form(Web, native app. . PC pC pC
= etc.) (windows only)
;%. M20 Result file type(pdf, html, etc.) html in-app list html
‘; M21 Source of threat library STRIDE STRIDE CAPEC
3 Default pattern
. e Template: 48, based: 971
M22 Size of pre-defined common threats Cloud(Azure) (adjustment 103
Template: 192 needed)
M23 Initial release year 2018 2022 2019
M24 Recent release date 2023.10.26. 2022 2024.4.

(7.3.31026.3)
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