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Abstract: Physically Unclonable Functions (PUFs) provide a high level of security for private keys using unique physical char-
acteristics of hardware. However, fabricating PUF chips requires numerous semiconductor processes, leading to high costs,
which limits their applications. In this work, we introduce a low-cost manufacturing method for PUF security chips. First, surface
roughening through wet-etching is utilized to create random variables. Additionally, physical vapor deposition is added to further
enhance randomness. After PUF chip fabrication, both Hamming distance (HD) and Hamming weight (HW) are extracted and
compared to verify the fabricated chip. It is confirmed that the PUF chip using two different multiple process variables demon-

strates superior uniqueness and uniformity compared to the PUF security chip fabricated using only a single process variable.
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Table 1. Expected number of fabrication processes to produce PUF chips.

Minimum number of

Minimum number of

Minimum number of Number of random

Type of PUFs depositions etchings photos variables
SRAM PUF [6] 6 times 7 times 7 times
Via PUF [7] 6 times 2 times 1 time
NAND flash PUF [8] 7 times 11 times 8 times 1
Nano-electromechanical switch PUF [9] 3 times 5 times 3 times
Surface roughness PUF [10] 2 times 2 times 1 time
This work 1 time 1 time - 2
(a) (c) Thermal Evaporator

Si0; 300 nm

Dry Oxidation

Vacuum (6.8 x10-¢ Torr)

Shadow Mask

Fig. 1. Fabrication process flow of low-cost PUF chip using multiple process variables: (a) thermal oxidation using a furnace, (b) wet etching
with BOE to increase surface roughness, and (c) Al deposition using a thermal evaporator for top electrode formation.
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Fig. 2. Schematic and optical microscope images of fabricated PUF
cells: (a) control group without etching using BOE and (b)
experimental group after wet etching.
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Fig. 3. Measured the diameters of Al electrodes of (a) the control group and (b) the experimental group. (c¢) Schematic of a PUF chip composed
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Fig. 4. Extracted hamming distance of the fabricated PUF chip to verify uniqueness: (a) control group and (b) experimental group.
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Fig. 5. Extracted hamming weight of the fabricated PUF chip to verify uniformity: (a) control group and (b) experimental group.
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