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Machine Learning-based Phishing Website Detection Model
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Abstract Detecting the status of websites, normal or phishing, is necessary to defend against intelligent phishing
attacks. We propose a machine learning-based classification to predict the status of websites. First, we collect
information about ‘URL’, convert it into numerical data, and remove outliers. Second, we apply VIF(Variance
Inflation Factors) to understand the correlation and independence between variables. Finally, we develop a
phishing website detection model with machine learning-based classifications, which predicts website status. In
the test datasets, Random Forest showed the best performance, with precision of 93.74%, recall of 92.26%, and
accuracy of 93.14%. In the future, we expect to apply our model to detect various phishing crimes.
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Table 1. Variance Inflation Factors of Independent Variables

CEEREEE!

=BT VIF SHHE VIF
Page Rank 81  Shortening Service 16
Domain Age 78 Web Traffic 15
Domain In Title 48  Abnormal Subdomain 14
Ratio ExtHyperlinks 47 Ratio ExtErrors 14
Links In Tags 45 Total Of 13
Google Index 35 Nb ExtCSS 13
Ratio IntMedia 3.3 Total Of ‘@ 13
External Favicon 3.2 Total Of Http In Path 1.2
Https Token 32 Login Form 11
Total Of Com 3.2 Total Of 7 11
Ip 3.0 Random Domain 1.1
Safe Anchor 2.8 Dns Record 11
Total of ‘www’ 25 Total Of ‘%’ 1.1
Tld In Subdomain 25 Brand In Path 11
Ratio Digits Url 25 Statistical Report 11
Ratio ExtMedia 24 Suspecious Tld 11
Domain With Copyright 2.2 Total Of ™ 1.1
Tld In Path 2.1  Whois Registered Domain 1.1
Domain In Brand 2.1 Brand In Subdomain 11
Empty Title 2.1 Onmouseover 1.0
Total Of ‘” 2.0 Total Of ‘$ 1.0
Nb Redirection 19 Total Of ‘) 1.0
Ratio Digits Host 19 Total Of ¥ 1.0
Shortest Word Path 19 Popup Window 1.0
Char Repeat 1.8 Port 1.0
Nb Hyperlinks 1.8 Right Clic 1.0
Domain Registration Length 1.7 Iframe 1.0
Ratio ExtRedirection 1.7 Punycode 1.0
Prefix Suffix 16 Path Extension 1.0
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1. Split Data ; X ( Various features of URL ), y ( phishing, legitimate )
train_test_split(X, y, test_size=0.2)
2. Modeling ; Train three different models
Logistic Regression
Decision Tree ( criterion='gini’, max_depth=3)
Random Forest ( n_estimators=100, criterion="entropy', max_depth=3)
3. Evaluate Model Perfarmance
model_evaluate = accuracy_score(y_test, model_test_pred)
4, 10-Fold Cross Validation
kf = KFold(n_splits=10, shuffle=True)
5. Print Model Performance ; Precision, Recall, Accuracy, F1-Score

a2 1. TA AO|E EfX] REI9| oJAIRE
Figure 1. Pseudo code of phishing site detection model
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Table 2. Quantitative evaluation of phishing site detection models

Evaluation (%)

Model Datasets Precision Recall Accuracy  F1-Score
Training 7098 50.39 65.50 5894
Logistic 10-fold
Regression Qros§ 70.86 92.91 65.47 59.09
Validation
Test 7043 51.68 65.42 59.62
Training 91.98 89.83 91.16 90.89
. 10-fold
DeTC;Z‘Cf)“ Cross 92.12 291 9115 9083
Validation
Test 92.56 &9.11 91.09 90.80
Training 93.24 93.10 93.30 93.28
Random 10-fold
Forest Qros§ 93.35 92.91 93.24 92.64
Validation
Test 93.74 92.26 93.14 93.256
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3 —— Logistic Regression
5 —— Decision Tree

06 2 —— Random Forest
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Figure 2. Receiver operating characteristic curve of each
phishing site detection model
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