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Abstract The U.N. Security Council's North Korea Sanctions Committee estimated that the amount of North
Korea's cyberattacks on virtual asset-related companies from 2017 to 2023 was about 4 trillion won. North
Korea's cyberattacks have secured funds through cryptocurrency hacking as it has been restricted from securing
foreign currency due to economic sanctions by the international community, and it also shows the form of
technology theft against defense companies, and illegal assets are being used to maintain the Kim Jong-un
regime and develop nuclear and missile development. When North Korea conducted its sixth nuclear test on
September 3, 2017, and declared the completion of its national nuclear armament following the launch of an
intercontinental ballistic missile on November 29 of the same year, the U.N. imposed sanctions on North Korea,
which are considered the strongest economic sanctions in history. In these difficult economic situations, North
Korea tried to overcome the crisis through cyberattacks, but as a result of analyzing the changes through the
North's cyber attack cases, the strategic goal from the first period from 2009 to 2016 was to verify and show
off North Korea's cyber capabilities through the neutralization of the national network and the takeover of
information, and was seen as an intention to create social chaos in South Korea. When foreign currency
earnings were limited due to sanctions against North Korea in 2016, the second stage seized virtual currency
and secured funds to maintain the Kim Jong-un regime and advance nuclear and missile development. The third
stage is a technology hacking of domestic and foreign defense companies, focusing on taking over key
technologies to achieve the five strategic weapons tasks proposed by Chairman Kim Jong-un at the 8th Party
Congress in 2021. At the national level, security measures for private companies as well as state agencies
should be established against North Korea's cyberattacks, and measures for legal systems, technical problems,
and budgets related to science are urgently needed. It is also necessary to establish a system and manpower to
respond to the ever-developing cyberattacks by focusing on cultivating and securing professional manpower such
as white hackers.
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Table 1. Cases of Cyber Attacks in major countries
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Table 3. North Korea's leadership policy on cyber

warfare
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Table 4. North Korea's export volume
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