JKSCI

AU BE Y RS =23
Journal of The Korea Society of Computer and Information
Vol. 29 No. 7, pp. 99-107, July 2024
https://doi.org/10.9708/jksci.2024.29.07.099

Analysis of trends in information security using LDA topic modeling

Se Young Yuk*, Hyun-Jong Cha**, Ah Reum Kang*

*Student, Dept. of Information Security, Pai Chai University, Daejeon, Korea
**Professor, Dept. of Software Engineering, Pai Chai University, Daejeon, Korea
*Professor, Dept. of Information Security, Pai Chai University, Daejeon, Korea

[Abstract]

In an environment where computer-related technologies are rapidly changing, cyber threats continue to

emerge as they are advanced and diversified along with new technologies. Therefore, in this study, we
would like to collect security-related news articles, conduct LDA topic modeling, and examine trends.
To that end, news articles from January 2020 to August 2023 were collected and major topics were
derived through LDA analysis. After that, the flow by topic was grasped and the main origin was

analyzed. The analysis results show that ransomware attacks in 2021 and hacking of virtual asset

exchanges in 2023 are major issues in the recent security sector. This allows you to check trends in

security issues and see what research should be focused on in the future. It is also expected to be able

to recognize the latest threats

and support appropriate response strategies, contributing to the

development of effective security measures.
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I. Introduction
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II. Preliminaries

1. LDA Topic Modeling
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2. Determining the number of topics
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3. LDAvis
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III. The Proposed Scheme

1. System Overview
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2. Experiment

2.1 Experimental Environment
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Table 1. System environment
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2.2 Data Collection
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2.3 Data Preprocessing
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Fig. 3. Files before and after the preprocessing process

2.4 Determining the Number of Topics
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2.5 LDA Topic Modeling
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IV. Experiment result

1. Topic Modeling Results
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Table 2. Themes and keywords per topic
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2. Time Series Regression Results
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