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Time series models for predicting the trend of voice phishing: seasonality
and exogenous variables approaches

Da-Yeon Kang®*, Seung-Yeon Lee*, Eunju Hwang™*

ABSTRACT

In recent years with high interest rates and inflations, which worsen people’s lives, voice phishing crimes also
increase along with damage. Voice phishing that becomes more evolved by technology developments causes serious
financial and mental damage to victims. This work aims to study time series models for its accurate prediction.
ARIMA, SARIMA and SARIMAX models are compared. As exogenous variables, the amount of damages and the
numbers of arrests and criminals are adopted. Forecasting performances are evaluated. Prediction intervals are
constructed along with empirical coverages, which justify the superiority of the model. Finally, the numbers of voice
phishing up to December 2024 are predicted, through which we expect the establishment of future prevention
strategies for voice phishing.

Key words : Voice Phishing, Time Series Analysis, Exogenous Variables, Forecast.
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3.1.2 SARIMA(p, d, @)(P, D, Q, s)
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<E 6> v A% AE
23 o)A AIC BIC RMSE MAE MAPE | MunsBox
P-value
ARIMA - 1389.30 1394.360 4291 337.4 16.2% 0.83
SARIMA - 1327.56 1340.000 416.15 332.7 16.83% 0.77
e
A1 1216.13 | 1233.549 9233.2 183.3 9.8% 0.98
1] 3] ol
sARIMAx | T 1216.67 1234.088 233.28 183.63 9.78% 0.91
A48
L 1214.28 | 1234.188 226.24 179.67 9.51% 0.97
o4

coef std err P-value
GER 4.0446 0.305 0.000
AN -0.3875 0.194 0.045
A0 0.3005 0.154 0.050
ar.L..1 -1.1354 0.337 0.001
ar.L.2 -0.4545 0.172 0.008
ma.l.1 0.5967 0.371 0.108
ma,S, L4 -0.7906 0.118 0.000
<E & AAJQLE A By A3
coef std err P-value
EEE 0.8952 0.289 0.000
HAAZG -0.0340 0.048 0.478
ar.L.1 -1.1139 0.382 0.004
ar.L.2 -0.4423 0.189 0.019
ma.L.1 0.5778 0.421 0.170
ma,S,L4 0.7634 0.117 0.000
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SARIMAX Model Fit (2,1,1)(0,1,1)[4] with All Exogenous Variables
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<E 10> o5 ARE AR E(m = 22)
RMSE MAE MAPE
one-step 193.9625 | 156.7414 9.5356
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SARIMAX Model Forecast (2,1,1)(0,1,1,4)[4]
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<E 11> A&7 BE4 x3eE
. ) A5 | goe
o= A AR Jole]
s xgEE | oy N
L T
%
21-01~ | 80% 0.8529 29 34
23-10 95% 0.9706 33 34
20-01~ | 80% 0.8636 19 22
23-10 95% 0.9090 20 22
23-01~ | 80% 0.8 8 10
23-10 95% 1.0 10 10
<GE 12> 7 S A A9 L2F3ES 24
2022 1€ 3E

3 ARE Yehd #oluh oF7|ke

2023y 10%77}110113% | 713kl W3k HAE dlo]E
o] = & 227)0]t} one-step =9 A%, 80% 9
STA =& 28SES HolXwh 95% *liﬂ?ﬂ
M= g 7|7k o3 uE] Ao e ¥

3355 BT} two-step dEE 95% o|ST7Hol A
E%‘Q%O] one-step¥} FL3HA T 80% Oﬂx?ﬂoﬂ

<E 12> A5 AHE AgH XLgdE

az | AgA | pa | Do
27 | 2995 | dey | T

_;'\_ T

omo—sion |80% | 0.8636 19 22
P 1795% | 0.9090 20 22
wo—sion | 80% | 0.7273 16 22
P 1795% | 0.9090 20 22
hree—sten |-80% | 0.0090 | 20 22
P 17959 | 0.9545 21 22
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SARIMAX Forecast
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(I 7) 202491 12971A 9] o

s o= N

S| gaa. | AR
2023-11 938 1391 1845
2023-12 1153 1653 2154
2024-01 1204 1769 2334
2024-02 952 1565 2179
2024-03 592 1312 2033
2024-04 1044 1826 2608
2024-05 874 1720 2565
2024-06 752 1653 2554
2024-07 1005 2012 3019
2024-08 708 1783 2858
2024-09 590 1734 2878
2024-10 520 1727 2934
2024-11 577 1891 3206
2024-12 47 1436 2825
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