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Study on the Application of a Decentralized Identity System within University
Based on Zero-Knowledge Proof for Self-Sovereign Identity Assurance
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Han Su Jin***, Lee Ki Chan™**, Oh Soo Hyun™***

ABSTRACT

‘With the increasing frequency of incidents related to personal information leaks, there is a growing concern about perso
nal information protection. Moreover, with the emergence of blockchain technology, there is a heightened interest in self-s
overeign identity models applied through blockchain, with ongoing research on Decentralized Identifiers (DID) to achieve th
is. However, despite universities storing and utilizing significant information such as personal data, their computer systems
are operated and managed based on centralized systems, leading to annual occurrences of personal data breaches. Therefor
e, this paper proposes and implements a DID-based computing system applicable within universities. Additionally, it establi
shes and executes prominent services within the university context. The proposed system ensures users’ self-sovereign id
entities through verifiable credentials, enabling the establishment of a secure integrated information system within the univ
ersity, departing from traditional centralized systems.
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