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ABSTRACT

The spread of Direct-to-Consumer (DTC) genetic testing, where users request tests directly, has been increasing.
With growing demand, certification systems have been implemented to grant testing qualifications to non-medical
institutions, and the scope of tests has been expanded. However, unlike cases in less regulated foreign countries,
disease-related tests are still excluded from the domestic regulations. The existing de-identification method does not
adequately ensure the uniqueness and familial sharing of genomic information, limiting its practical utility. Therefore,
this study proposes the application of fully homomorphic encryption in the analysis process to guarantee the useful—
ness of genomic information while minimizing the risk of leakage. Additionally, to safeguard the individual’s right to
self-determination, a privacy preservation model based on Opt-out is suggested. This aims to balance genomic in—
formation protection with maintainability of usability, ensuring the availability of information in line with the user’s
preferences.
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