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Analysis of NIST PQC Standardization Process and
Round 4 Selected/Non-selected Algorithms

Choi Yu Ran*, Choi Youn Sung™*, Lee Hak Jun™

ABSTRACT

As the rapid development of quantum computing compromises current public key encryption methods, the Nation
al Institute of Standards and Technology (NIST) in the United States has initiated the Post-Quantum Cryptography
(PQC) project to develop new encryption standards that can withstand quantum computer attacks. This project invol
ves reviewing and evaluating various cryptographic algorithms proposed by researchers worldwide. The initially sele
cted quantum-resistant cryptographic algorithms were developed based on lattices and hash functions. Currently, alg
orithms offering diverse technical approaches, such as BIKE, Classic McEliece, and HQC, are under review in the fo
urth round. CRYSTALS-KYBER, CRYSTALS-Dilithium, FALCON, and SPHINCS+ were selected for standardizatio
n in the third round. In 2024, a final decision will be made regarding the algorithms selected in the fourth round an
d those currently under evaluation. Strengthening the security of public key cryptosystems in preparation for the qu
antum computing era is a crucial step expected to have a significant impact on protecting future digital communicati

on systems from threats. This paper analyzes the security and efficiency of quantum-resistant cryptographic algorit
hms, presenting trends in this field.
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