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Wearable Device Security Threat Analysis and Response Plan

Sung-Hwa Han*

ABSTRACT

With the development of IoT technology, wearable services have also developed rapidly. Wearable devices required for
this service are used as sensors and controllers in the form of smart bands. Wearable devices implement very concise SW
logic for possible long—term use and use wireless communication protocols to improve convenience. However, because this
wearable device aims to be lightweight, it is more vulnerable to security than terminals used for other information
services. Many smart healthcare or smart medical services are passive or do not apply security technology. By exploiting
this security environment, attackers can obtain or modify important information through access to wearable devices. In
this study, we analyzed the technical operating environment of wearable services and identified authentication information
reuse attacks, BIAS attacks, battery drain attacks and firmware attacks on wearable devices. And we analyzed the
mechanism of each security threat and confirmed the attack effect. In this study, we presented a response plan to respond
to the identified security threats. When developing wearable services, it is expected that safer services can be built if the
response plan proposed in this study is considered.
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