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Analysis of Research Trends in Cloud Security Using Topic Modeling and
Time-Series Analysis: Focusing on NTIS Projects

Sun Young Yun®, Nam Wook Cho™

ABSTRACT

Recent expansion in cloud service usage has heightened the importance of cloud security. The purpose of this study is
to analyze current research trends in the field of cloud security and to derive implications. To this end, R&D project data
provided by the National Science and Technology Knowledge Information Service (NTIS) from 2010 to 2023 was utilized
to analyze trends in cloud security research. Fifteen core topics in cloud security research were identified using LDA topic
modeling and ARIMA time series analysis. Key areas identified in the research include Al-powered security technologies,
privacy and data security, and solving security issues in IoT environments. This highlights the need for research to ad-
dress security threats that may arise due to the proliferation of cloud technologies and the digital transformation of
infrastructure. Based on the derived topics, the field of cloud security was divided into four categories to define a technol-
ogy reference model, which was improved through expert interviews. This study is expected to guide the future direction
of cloud security development and provide important guidelines for future research and investment in academia and
industry.
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