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Analysis of Trends in Detection Environments and Proposal of Detection Frame
work for Malicious Cryptojacking in Cloud Environments

Jiwon Yoo*, Seoyeon Kang™, Sumi Lee™, Seongmin Kim***

ABSTRACT
A crypto-jacking attack is an attack that infringes on the availability of users by stealing computi

ng resources required for cryptocurrency mining. The target of the attack is gradually diversifying
from general desktop or server environments to cloud environments. Therefore, it is essential to ap
ply a crypto-minor detection technique suitable for various computing environments. However, sinc
e the existing detection methodologies have only been detected in a specific environment, comparat
ive analysis has not been properly performed on the methodologies that can be applied to each env
ironment. Therefore, in this study, classification criteria for conventional crypto-minor detection tec
hniques are established, and a complex and integrated detection framework applicable to the cloud
environment is presented through in-depth comparative analysis of existing crypto-minor detection

techniques based on different experimental environments and datasets.

Key words : Cryptomining, Detection, Cryptojacking, Container
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<Table 1> System-based detection

Detection factors

Criteria

Browser CPU usage

Detected when the
number of times the
lowest threshold is
exceeded is 90%

CPU usage of

mining container

Total CPU usage

! running a mining
container averages
55.58 seconds.
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<Table 2> Network-level blacklist-based

detection
Detection L
Criteria Features
factors
Including )
URL ) dark website
blacklist
Including | key word : ‘mine
specific ke | r’, ‘anonymous’, ‘c
. ywords oinhive’ etc.
script
Using the Browse
Loop state | | .
r's JavaScript eng
ment L
ine itself
P Including | DPI, DNS traffic,
address blacklist etc.
including | Including websock
websocket | websocket | et address in the
connection | blacklist
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Features
factors tool
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