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A Study on the Utilization of Artificial Intelligence-Based Infringement Analysis
Tools

Yang Hwan Seok

ABSTRACT

Recently, in order to build a cyber threats have increased in number and complexity. These threats increase the
risk of using personally owned devices for work. This research addresses how to utilize an Al-enabled breach
analysis tool. To this end, we developed and proposed the feasibility of using an Al-based breach analysis tool that
reduces the workload of analysts and improves analysis efficiency through automated analysis processes. This
allows analysts to focus on more important tasks. The purpose of this research is to propose the development and
utilization of an Al-based breach analysis tool. We propose a new research direction in the field of breach analysis
and suggest that automated tools should be improved in performance, coverage, and ease of use to enable
organizations to respond to cyberattacks more effectively. As a research method, we developed a breach analysis
tool using AL technology and studied various use cases. We also evaluated the performance, coverage, and ease of
use of automated tools, and conducted research on predicting and preventing breaches and automatically responding
to them. As a result, this research will serve as a foundation for the development and utilization of Al-based breach
analysis tools, which can be used to respond to cyberattacks more effectively through experiments.
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