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A Study on the Strengthening of Smart Factory Security in
OT (Operational Technology) Environment
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ABSTRACT

Major countries are trying to expand the construction of smart factories by introducing ICT such as the Internet of
Things, cloud, and big data into the manufacturing sector to secure national-level manufacturing competitiveness in
the era of the 4th industrial revolution. In addition, Germany is pushing for Industry 4.0 to build a fully automatic
production system through the Internet of Things, and China is pushing for the expansion of smart factories to
enhance the country's industrial competitiveness through Made in China 2025, Japan's intelligent manufacturing
system, and the Korean government's manufacturing innovation 3.0. In this study, considering the increasing security
connectivity of smart factories, we would like to identify security threats in the external connection part of smart
factories and suggest security enhancement measures based on domestic and international standard security models to
respond to the identified security threats. Eventually the proposed method can be applied by accurately identifying
the smart factory security status, diagnosing vulnerabilities, establishing appropriate improvement plans, and
expanding security strategies to respond to security threats.
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Table 1. ISA/IEC 62443 Series of Standards
Item Part Title

62443- | Terminology, concepts, and
1-1 models
62443- | Master glossary of terms and

General 1-2 abbreviations
62443- | System cybersecurity
1-3 conformance metrics
62443- | IACS security lifecycle and use
1-4 cases
62443- | Establishing an IACS security
2-1 program
2_224 43- IACS security program ratings

Polgles 62443- | Patch management in the IACS
2-3 environment

Procedures - -

62443- | Security program requirements
2-4 for IACS service providers
62443- | Implementation guidance for
2-5 IACS asset owners
§_214 43- Security technologies for IACS

System 62443- | Security ris.k assessment for
3-2 system design
62443- | System security requirements
3-3 and security levels
62443- | Product security development

Component 4-1 life-cycle requirements

62443- | Technical security requirements
4-2 for IACS components
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Table 2. Structure of a time series framework
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Table 3. Extended Purdue Model with overlaying attributes

defined
Zone Layer Title
Level Enterprise Network
External s (Vendor Support/Cloud
Access)
Email, Internet, Site
Corporate Level . Business Planning &
4 Enterprise o
Logistics
Remote gateway services,
Level Application Mirror, Web
3.5 Services, Reverse Proxy
DATA AV Patch Mgm.t
Application server,
Le3v ol Engineering, Workstation,
Remote Access Server)
Level Operator interface, HMI
Control 2 oT devices :
Levell Batch Contyol, Discrete
Control, Drive Control
Level Sensors, Drives,
Safety 0 Actuators, Robots

Table 4= KISA AnEZARE LS [TQL OT J9d A=
Ttem Title 3 Wol op|EAE Apegon], Anke B e
Asset Management_ ek g ste] A0t 3% 4 o] 2o
usiness Environmen s _ .
Identify Governance Faghe] Ko 87ARRES AL gink
Risk Assessment
Risk Management Strategy Table 4. KISA Smart factory Mode
Access Control .
— Item Layer Title
Awareness and Training y
Protect Data Security Corporate 45 ERP, Mail, Business PC,
Info Protection Processes and Procedures Mgmt. . Backbone
?/Ialnteflani:re - Production 3 Production Management
rotective Technology Mgmt. System (MES)
Anomalies and Events :
Detect Security Continuous Monitoring Process 2 Manufacturing Mgmt. (HMD),
- control Switch
Detection Processes
Response Planning Process ) Manufacturing control (PLC),
Communications Mgmt. OT |Industrial switch, Wireless AP
Respond Analysis
Mitigation Eie]d 0 Sen§ors, Production
Improvements equipment equipment
Recovery Planning
Recover Improvements
Communications 2.3 ADEMER] HoF M A AAA
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Table 5. The policy direction of the smart factory's security
strategy

Objects Title

-Establishment of governance

-Defining Security Related Responsibilities
and Roles

-Physical security measures

-External human resources management
-Asset classification and processing
-Other security-related legal requirements

Default Policy

-Organizing an organization dedicated to smart
factories and securing independence

-Defining the security responsibilities and roles
of members of the organization

-Organization of consultations between facility

Dedicated
Organization

operators and security personnel
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Objects Title Table 6. The target direction of the smart factory's security
-Continuous security technology and issue strategy
sensing activities
- & - - - Objects Title
-Designation of security manager and working
person -System Design and Implementation from a
-Establishment and management of security Security Perspective )
policy and policy implementation documents -Managen}gqt of the status of security
-Identification and prioritization of important Application | vulnerabilities in the introduction system
The he.e:d of assets -Monitoring real-time application events
securi
Y -Smart Factory & OT -Simulation Hacking Test and Improvement
-Understanding the latest security trends -Physical Control Plan
-Implementation of sef:urlty protection -Separation of business network (IT) and
measures, etc. prescribed by other laws and
systems process network
B . — -Application of Network Control Policy by
Education/ -Internal management guidelines training Security Area
Training -Improve security awareness a written pledge Network -Security policies such as manganese data
-Selection of Security transmission, One Way communication, etc.
-Management Responsibilities -Apply Critical Data Encryption
R&R -Security roles and documentation of Communication
Designation responsible persons ) ) .
-Specify partner responsibilities and roles -Policy operation of_fam_llty PCasa
-Establishing and supporting management managejment 9rgamzat10n unit
security strategies Eaui . -Apply lightweight control measures
quipmen L .
-Reflect requirements and manufacturing PC -Matlr;ltam firmware and control PC security
System environment patches
operation -Reflecting the latest security issues and -Patch p lal.l .
procedure technology continuity -Unauthorized Device Network Access control
-Emergency Response and Recovery -Manage key information backups
-Sp.echy responsibilities and permissions -External connection interface control
w1th1n'an SLA contract . Server management
-Operation Human .R.esources Security -Immediate alarm setting in case of abnormal
. Protf)cols and Training behavior
Service -Momtqr access to external partners and _Equipment access password management
contract authority management
-Definition of responsibility in the event of an -Transfer Data Protection
accident -Storage Data Protection
-Regular security activities and reporting of Data -Complete deletion when disposing of
results equipment
-System Identification and Management -Encryption and encryption key management
- i li ity level -
Asset ipe;lf.y clontr(;) Eerr.ls tl)y security evi -Establishment of measures for
management |~ e;: rt1}ca and physical access contro Securit physical/network/system/user security system
selection ul e .
A list ch hi S oluti}(/)n -Regular identification of security
~Asset list change history management vulnerabilities and establishment of
-Production logs, network/data monitoring countermeasures
-Real-time analysis of security threat scenarios
Anomaly -Application of a control system to ensure . o
detection visibility Table 7. The risk assessment direction of the smart factory's
-Al-based automated risk analysis and security strategy
response ; ;
— Objects Title
-Check vulnerability test results -
-Analysis and evaluation of system and -Security strategy and standard model-based,
software vulnerabilities key risk selection (Physical access, port,
Vulnera.blhty -Establishment and implementation of Attack support facility, PC, Process control network,
analysis Scenario external supply network connection, etc.)

identified -vulnerability elimination plans
-History management
-Physical Access Control and Control Analysis

BhER|E| 2 E o] 7| 458k] ) A3 AR, 2024

-Continuous reflection of cyber security issues
and technology trends




OT(Operational Technology) 730l 4 AntEME ] Hot 713l Wieto]| st

A 127

Objects Title Table 9. Smart Factory Security Strategy Plan
-Standard security model-based threat modeling Item |Security Area Security system
Risk -Analysis of risk severity, likelihood of Physical |Manpower |Security Surveillance System
assessment | occurrence, impact-Extraction and Security | Supplies (CCTV)
prioritization of risk factors to be managed OutpLEt Security System
-Estgblishment of a l‘iSl'( management plan _ Security Access Control System
Risk (Risk response objectives, resource allocation, -
management | R&R .speciﬁcat.ion, s.ec.ur.ity r.equirements Output security system
and mapping, and risk minimization) Techni- | Network Network Firewall (FW)
response -Monitoring and Continuous Review cal ) Security Intrusion Prevention System (IPS)
-Backup and recovery for security incidents Security Malicious Site Blocking System
(Web Filter)
Table 8. Th i . J directi fth Intrusion Detection System (IDS)
able 8. The accf:‘l ent ;?reventl.on procedures direction of the WEB Firewall (WAF)
smart factory's security strategy Anti-DDoS System
Objects Title SSL-VPN
-Training and training before facility system Anti-Spam System
. authorization Mail Malware Detection
Tralp e and -Accident response training by component System Anti-Virus for Server
training of . . . -
security -Strengthening Security Awareness Based on Security Server Detection and Response
incidents RIS.k .Assessment ‘ . (EDR)
-Training and education reflection of actual Server Access Control (SAC)
accident handling results DB Access Control (DAC)
-Select the target for monitoring such as Application |Secure Coding
Abnormal : - -
Behavio sensors, networks, and amount of power Security cryptographic communication (SSL)
chavior . . .
Monitoring -Real-time eve?lua.tlon and security cont.rol. DB Encryption
-Reflects monitoring of the latest security issues Endpoint Anti-Virus for PC
-Confirmation of security confirmation at the Security Endpoint Detection and Response
Vulnerability | time of introduction (EDR)
Analysis -Regular assessment of vulnerabilities Digital Right Management
Assessment |-Improvement management of identified (Document)
vulnerabilities PC Integrated Management
-Confirmation of control feasibility assessment Patch Management System
. and compliance with operational procedures Network Access Control (NAC)
A&iﬁal“gz%nsen -Standard Log Definition and Accountability Data Loss Prevention (DLP)
t Traceability Secure Access Service Edge (SASE)
-Abnormal behavior monitoring linkage
-Cyber Threat Intelligence-Based Analysis Production Equipment Anti-Virus (ICS Anti-
System Virus)
o ate ols x = Security
24 ADIEWER| HoF M2 28t AME =& —— —
N oL ot mimlo ~0 o Admini- |Incident Two Factor Authentication
2 A el Beh 2 BdS Vo R Rk strative | Response | Security Operation
A, Wobder B sL AL o oS G EQF Mg | Security) Security  [\wep vyl Scanner
datel 71go] Ago] Wash werders B4 Kok N/W Vul. Scanner
717 Hel wEld mekom FRsle] A 35744 2 Infra Vul. Scanner
5 =3 Source Code Scanner
oF A Yor 8T YwE =Ect
9] Hot HE WS v BAShL A F
o] Bt tie %27} Weatch. ¥ Table 9= OT o< 3.8 B
1249 wok B4 2AE AR M A2RG AN e oot
b Sl AuolEd = 1= ols
TN MG BIAE urk A et el thger T T SHE T AASARAT &9 B =400
=1 [e) o =] 5 2~
7] SIF et HE SR WY % Agape) sjo T She TS T SAehn AU es wit
o o= oo, $ 27k Be Fhe) we wek HAS wrf 43 A
ol Mok ok A 4 ES PHES AN

Journal of KSDT Vol. 23, No. 2, 2024



128 AR5 -

At

SR AT
CEES
AL Apol
7He, A BEA 5 BAol ofet Mok Tl
SRR
Jol sl uhe

N e

i
g
A2 rlr

o n
w 5

:L

0::

)

o
o

o e
Lo
it}
5

ofr [‘L"i‘
o,
i)
i
ic)
ox
>,
]
10
o B
T Ox
93:

o=
of.
N
N

[
f
2
RN

y
o

=2 8 N o e
>

g

ot r

flo wo ¢

2
(o]
o
2
_I a JE‘
Sk
“
18
2
=
12
o

dob 2
o
>

oX
of

)
2
0
f# )

2o FAFRA OGBS 1
AYA B HOE 8T o] & A mot Azt
297 8T 4 U A7} E Rl

RO AR The 7] At
Qs ofeirbA Gz EAfetd v
oleE squ Wuzoz FPsslgot 34 4 $4
719e] %5 e wslet ool ket AvtEmEe) 3
do] 24 e 22T Bl webder AL o
L g Solut Al & AWl tie A5
A7} 7k o] Wash BAHE glck

ol gl X HT

LAl 2

AT AZ o) 7|wEk3| A A3 ARE, 2024

o2
rar

s

1. K.-K. Seo, “Development of Evaluation Framework for
Adopting of a Cloud-based Atrtificial Intelligence Plat-
form”, Journal of the Semiconductor & Display Tech-
nology, Vol. 22, No. 3, pp. 136-141, 2023.

2. ISA, ISA/IEC 62443 Series of Standards, 2024.

3. Jun-young Ahn, Seung-hun Lee, Hee-min Park, Hyun-
chul Kim, "Development of a Cybersecurity Workforce
Management System", Journal of the Semiconductor &
Display Technology, vol.20, no.3, pp. 65-70, 2021.

4. Jae-Hoon Jeong, Tae-Sung Kim, "Developing a Classi-
fication of Vulnerabilities for Smart Factory in SMEs:
Focused on Industrial Control Systems",
Korea society of system integration, Vol. 21, No. 5, pp.
65-79, 2022.

5. Jin Hoh, Ae Ri Lee, "Investigating Key Security Factors
in Smart Factory: Focusing on Priority Analysis Using
AHP Method", Information Systems Review, Vol. 22,
No. 4, pp. 185-203, 2020.

6. NIST, Guide to Operational Technology (OT) Security -
NIST SP 800-82 Rev. 3, 2022.

7. National Petroleum Council (NPC), Topic Paper #4-14
— Purdue Model Framework for Industrial Control
System & Cybersecurity Segmentation, 2019.

8. KISA, Smart Factory Security Model Manual, 2022.

Journal of the

Haa:20244 69 7Y,

A] } 120244 69 17
AIXHﬂXw 202449 69 21



