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[ Abstract ]

The spread of smart phones provides users with a variety of services, making their lives more convenient. In particular, financial
transactions can be easily made online after user authentication using a smart phone. Users easily access the service by authenticating
using a PIN, but this makes them vulnerable to social engineering attacks such as spying or recording. We aim to increase security
against social engineering attacks by applying the authentication method including imaginary numbers when entering a password at
the door lock to smart phones. Door locks perform PIN authentication within the terminal, but in smart phones, PIN authentication is
handled by the server, so there is a problem in transmitting PIN information safely. Through the proposed technique, multiple PINs
containing imaginary numbers are generated and transmitted as processed values such as hash values, thereby ensuring the stability
of transmission and enabling safe user authentication through a technique that allows the PIN to be entered without exposure.
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Fig. 2. Mult-password ID-based authentication.
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def gen(vPIN):
str=vPIN
PINs=[1]
for 1 in range(0len(vPIN)):
PIN =str[i:i+size]
if len(PIN) == size:
PINs.append(PIN)
return PINs

T2l 5. eAl=EE

Fig. 5. Pseudocode.
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