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Abstract Hardware attacks involve physical reverse engineering efforts to steal sensitive
information, such as encryption keys and circuit designs. Encryption and obfuscation are
representative countermeasures, but they are nullified if adversaries manage to find the key. To
address this issue, we propose e-Cryptex, which utilizes a Physically Unclonable Function (PUF)
as an anti—tampering shield. PUF acts as a random number generator and relies on unique
physical variants that cannot be replicated or restored to enhance anti-tampering mechanisms.
e-Cryptex uses PUF as a shield to protect the system’s structure and generate the key.
Tampering with the shield will result in the destruction of the key. This paper demonstrates
that e-Cryptex meets PUF security requirements and is effective in detecting of tampering
attempts that pierce or completely destroy the shield. Each board consistently generates the
same key under normal conditions, while also showing key uniqueness across different boards.
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t}. PUFY = Hulz2 Algdt F4x7F 2. H{E X| 4
A s X ge 3 A" Yo Hod
R B R R e A B = e o] Ao A= e-Cryptexol w3l s w7
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Table 1 Comparative Analysis of PUFs.

SRAM Optical e-Cryptex's
RO PUF VIA PUF
PUF PUF PUF
. Time
Measurement Delay Memory Optical VIA
constant
Robustness A O O A O
Randomness O O O O Not applicable
Uniqueness O O O O O
Tamper-resistance O Untested Untested O O
Unpredictability Conditional O O O O
Math ical
a ematl.ca X X o X o
Unclonability
Physical Unclonability O O O O O
Can be used as a shield X X O X O
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2.1.3 Optical PUF
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.

e-Cryptex

RCPUF

RC

Circuits Calculators -

Fig. 1 The overview of the e-Cryptex

operation.
Ry R4
Vo M /E AN vy
= CD Cl =

Fig. 2 The RC circuit used in e-Cryptex.
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Fig. 3 Simulated results

process rates differ by 10%.
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Fig. 4 Abstract e-Cryptex circuit.
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Table 2 The value used in the e-Cryptex.

Reference Value Tolerance Temperature Coefficient
C1, C2 47nF 20% coG
R1, R2, R5, R6 10MegaQ 5% +100ppm/C
C3 0.1uF 5% X7R
R7, R9 1008 0.1% +50ppm/C
R8 1KQ 0.1% +50ppm/C
Op—amp OP07CPZ X X
Ry Ry + Ry

)

R + Ry Ry ) ®

Ry
VS: - Vo(E)_i_ Vl(

v, = —Lftvczt: —/tvi 6)
! R7C3 0 g 0 SR7C3

Fig. 5 The actual e-Cryptex Printed Circuit
Board.
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Fig. 6 When e-Cryptex is substantially added
to the board, the entire board can be
shield.

e-Cryptexi= T3 ol AR &+
Fig. 6 & 7] A A3 1 o] LS 1
o] F = e-Cryptexe] AA A4 R&H5S £
oh BE YEE BelFY] 98 AA(HE)} =

_32_



Journal of Korea Society of Industrial Information Systems Vol.29 No.3, Jun. 2024 :23-40

FEE ZelA gtk ey AARE A4 A
ool Fzre] glo] FEFahAl WA ALk wFH
A Aol 4% FE Ao Aol e Ao
2 AAA o 49, AL AL BE B
ofobit mE 3ol @ 4 AT e Cryptex
A4 AR E 428 R 42 G198 4

el we
A Ege FAA FARNA A £ A

£ A=, eCryptex AE=E AAS A &
e RE RS dFstete gl A B}
o =
Step 1 | Step 2
1
e-Cryf)tex.

Fig. 7 The process of encrypting software

using e-Cryptex.
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Fig. 8 Result of the uniqueness experiments.
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Fig. 10 Tampering experiments with removing
and reattaching the whole shield.
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and restoring the shield in the middle. 7} old V|EF}= g FHoE YEWY. Fig.
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