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[Abstract]

Recent advances in sensor and mobile technologies have made it possible to collect user location
data. This location information is used as a valuable asset in various industries, resulting in increased
demand for location data collection and sharing. However, because location data contains sensitive user
information, indiscriminate collection can lead to privacy issues. Recently, geo-indistinguishability
(Geo-I), a method of differential privacy, has been widely used to protect the privacy of location data.
While Geo-I is powerful in effectively protecting users' locations, it poses a problem because the utility
of the collected location data decreases due to data perturbation. Therefore, this paper proposes a
method using Geo-I technology to effectively collect user location data while maintaining its data utility.
The proposed method utilizes the prior distribution of users to improve the overall data utility, while
protecting accurate location information. Experimental results using real data show that the proposed

method significantly improves the usefulness of the collected data compared to existing methods.
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I. Introduction
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Fig. 1. Reduced accuracy resulting from location data

collection under Geo-l

J2j8g B =20t Geo-l 7145 &8olo] ALEA}
o] 9] HojE}2 o g HASHHAME Yoy S8
4e BET £ Qe WS Akt B Aqls ARGA}
o] APA B (prior distribution) JEE &835}0], AL
Ato] Astst 9x)= W SslHAIL, AA|A0l gojg S
(o], AFRA} WAL 742 EAA A Q)2 SHA }\]711— u}

¥ 2o oheut o] Pt 2oL 2 =2}
3 43 ATSL AR, 3ojAs B @79 of
B M IEK) 990 45 2 £
o 5] o

= lﬂo}oﬂl KﬂOF 7129 452
ARtez, 67oxs A+



An Enhanced Data Utility Framework for Privacy-Preserving Location Data Collection 71

II. Related Work
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IV. Proposed Method
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4.2 Privacy-preserving Location Data Collection
Leveraging Prior Distribution
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Algorithm 1. Privacy-preserving location data collection
using the latest prior distribution

1: [pgh Pg2, ...,ng] = [1/m, 1/m, e 1/m]

2: while (true)

3 0 = Perturbation_Matrix([pgi, Pg2, ....Pgm])

4: Distribute_Matrix_Users(0)
5
6

DB = Collect_Data()

[Pg1, Pg2, ....Pgm] = Compute_Prior(DB)

4.2.2 Using Cumulative Prior Information
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Algorithm 2. Privacy-preserving location data collection
using the cumulative prior distribution

1: [pgh Pg2, ...,ng] = [1/m, 1/m, e 1/m]

2:DB =02

3: while (true)

4: 0 = Perturbation_Matrix([pgi1, Pg2, ....Pgm])
5: Distribute_Matrix_Users(0)

6: DBcurrent = Collect_Data()

7 DB = DB U DBeyren

8: [Py, P2, ...Pgm] = Compute_Prior(DB)

4.2.3 Using KL Divergence
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Algorithm 3. Privacy-preserving location data collection
using KL Divergence

1: [pgh Pg2, ...,ng] = [1/m, 1/m, et 1/m]

2:DB =g

3! update = true

4: while (true)

5: if update=true
b:

7

8

0 = Perturbation_Matrix([pg1, Pg2,
Distribute_Matrix_Users(0)

<...Pgml])

. DBcurrent = Collect_Data()

9: DB =DB U DBeyren
10: [pg1, P'g2, ....p°gm] = Compute_Prior(DB)
11: div = KL([DQW,DQZ.---,pgm], [D'gw,p'gz,...,p'gm])
12; i (div > 0)

13: [ng,ng ----- ng] = [p’gW,p’gZ ----- p'gm]
14: DB = @

15: update=true

16: else

17: update=false

V. Experiments and Results

5.1. Experiment Setup
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5.2. Experimental Results
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