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[Abstract]

In this paper, we analyze the authentication scheme of Hwang et al. proposed in 2023 and propose a
new authentication scheme that improves its problems. Hwang et al claimed that their authentication
scheme was practical and secure, but as a result of analysis in this paper, it is possible to attack the
password/ID guessing attack and session key disclosure attack due to insider attack and stolen smart
card attack. In addition, Hwang et al's authentication scheme, which provides user anonymity, does not
provide user untraceability due to its unstable design. The proposed authentication scheme, which
improves these problems, not only provides user untraceability, but also is secure for stolen smart card
attack, insider attack, session key disclosure attack, and replay attack. In addition, except for one fuzzy
extraction operation, it shows the same complexity or very similar one as related authentication

schemes. Therefore, the proposed authentication scheme can be said to be an authentication scheme with
safety and practicality.
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I. Introduction
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II. Review of Related Scheme

2 JoA= Hwang et al.o] A¢tet 55 ©A, =279
A5 T, 221 mjAQE WA WA AHED &
=M AREShE 7559 9jule ohaat Zh

ID;, PW;: iR AREATS] AlEAIQ} mjAYE

T; iR} AMEAR] A]Z(fingerprint)
x @ MY s9] v]Y7|(secret key)
E,(),D,() : ¥]¥7] 2 & o] &8st 7] & - B33}
P BFE5A4Y] A(point)

h() : s sA|8H(one-way hash function)
@, || : XOR ¥kt A2 (concatenation) HAF

1. Registration phase
AR} U= AAIO) D9 ThA9lE PW,
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User Server
Inputs ID,, PW,, T,
F'=n(T)?=F, A =h(PWIL(F,))?=A4,
RID, =h(ID,|n(F}))? = RID,
Selects a random number r,
W' =B®h(RID|IA,), C =rP
G =r,®W, C, =h(RID/lr|WIT;) {¢.ap.c. 1} S Computes RID,,.,HrSC:heDik(SCY;ﬁ
W=h(ID/|lz|IRID,), r, = C,d&W
C ' =r,P, C =h(RID|r, IWIT,)
Compares C; 7=C,
Selects a random number r;
Computes SK=r,G, D, =r/P,
{an. ¢, 1.1 G =D,+C, I, =h(RID, In(D)IWIT)
Checks 2T, : CID, = E, (RID, |Ir,)
Computes D,'=G,—C
L' =h(RID, Hh(D IIWIT), SK=r.D/=rr.P
Compares I, ' 7=1I {2z} S Computes Z' = h(RID|ISK), Z '?=Z
Computes Z = h(RIDHSK) ' ' ' '

Fig. 1. Hwang et al.’s Authentication Scheme

SAFAR= F, = h(T)), A, = h(PW||h(F})), 22]1
APdE It RID, = h(ID|Ih(F,))& AR,
4AMEAR= S AlEE st {RID;, A, F}&
A8 SofjlA] Bl

5A¥= W= h(ID,|lzl|RID;), B;=h(RID,|A,)
& Wa ARt & B4 5 AEiSt AHI9) H]E
7l & CID;= E,(RID]Ir,)& AL 2%
o2 A, B, CID,, h(W),h(F,), h()& AOIETIE
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off At

6,48 St QPR A Folof ALgAIA AntEr)
£ & HYulich

7“%*?% A;, B;, W' =h(RIDJ|A;)® B;g 7t
&3 WO WL UG Belstol Ssk A

olE7kEs} Aujol Lo Zolel Wir) 5
shAl grod AdS Easich
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2. Login and authentication phase
LABARE ID,, PW,, T;g Qslo] thg 3i5e 7
=35t}
F'=h(T;). A/ = h(PW]h(F))
RID, = h(ID||n(F}))

Ut sfetolelSo] UAISHA, ALGAR U4 1S

=] ) o
Agstd oF dss AR & {6, CID;,

Cy, Ty} ABlolA U1, greF njejo]ego] x|
SHA] HO®H Mg FRTE o71A T, BrIAH
mo|ct.

W' = B;® h(RID||A;), C, =rP

C,=r®W, C,= (RID,;Ilr,;IIWIITl).

2.8 T,9] B2 ASsto] Bgotd M) v

Wy x2 CIDS Esslstel RIDS Z&3 W
(RID|IR= D, (CID;)) & thgZ AXtSIE

W= h(IDlz||RID,), r; = C,d® W

C, =r,.P, C,=h(RID|lr;|WIT,)
Aele O I C7t Y3 vlwste Ut
& or2 Aot oSS ALEt 3, HYART T,
ot @A {CID;, Gy, L;, Tyle AHEAOIAl Bt

SK=r,Cy', D, =r;P

L; = h(RID; [|n (D)W T,)

G, =D, +C,. CID, = E, (RID,|Ir,")

SAEAE HAARE T,9] BdAS A5ste] BY

oI OF JE2 AN & L, ' L7t 5YFHA]
vlw3tty. Y5t 7, = h(RIDJISK)S 7Aktsto]
Aol ddstal, THA] oW AMS FTaI

D/ =G —C

L; = h(RID,||n (D, )IWIT,)
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SK=rD, =
449 S& Z' = h(RID|ISK)E& Aktsto]
Qe vliLslo] AHERIE QeI

rir P
of 7,9 5

2.3 Password change phase

LAMAR: D, PW,, T2 Q¥ot o859
F'=h(T)?=F, A/ =h(PW[h(F)?= A4,
RID, = h(IDJIh(F;))? = RID;S 71&3¥c) giof

Ql2ist meju]e So] UAJSHH, AFRANS A2 A
9{]5 PW’I e'{u% /]\jla_]lqa-}_o:] AIII ew — h(PWII e'u}”
h(F))), h(RIDJIAT“") & W2 AAtstcy,

: BII(U
T O A9 BE ARE PSR YoolEdi

III. Problem of Related Scheme

I

1. Security analysis
3.1 Privileged insider attack
AS A7 A, & h

ol W5 SAXHRID,, A, F}E gjgg Ao A,
9} F,-g olgsto] 4,7 = h(PW]Ih(F)))9] 3ol Y3
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2 9lc}, ®3t F9F RID, 2 o|&3t0] RID, ? = h(ID,||
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3.2 Stolen smart-card attack

TARP} AOEFIES 2o0f Yoloky 7HASE 749
OFEZIES] A9t h(F;)E 7t AAFE glolm2 34
At Al 4,7 = h(PW IR (F,)0] SLsIA wtx] gt
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3.3 Session key disclosure attack
AOFEFIE BAl ZA0| a3t ZAR= W af A
ARl Cy2 v = Cyed W & Zo] AlRlst da /S
Arts @ A QAL o] gl Gy, T, 5 °lgsto A7
SK'g tait o] Altsh d 4 itk
C/=r,P, D/'=G —C/
SK' =r;Dy =r/rP
SAR= RID,S} SK'2 &1 gloog Aujof st
&5 UAIAl Z = h(RIDJISK )& ARt & Q. 2
2Bz Qg A2 M7l 340 RSt .

3.4 User untraceability attack
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IV. The Enhanced Authentication
Scheme
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User

Server

Inputs ID,, PW,, T
o, =Rep(T, 0,), v, =h(PWllo,)PF,

G =h(ID,®PW,@r,)?=C, A, =h(PWlr,)
RIQ =n(D|lr,), W' =B®h(RID,4,)
Selects a random number r,

C =r,P, G =r,®W, C =h(TLIRID]r,|W)

{1.¢ ap,c}

S Checks AT,

{1, M, G, L}

Computes RID|lr, =D, (CID,)

W=h(ID |z|RID,), r, = G;®&W

G =r,P, ¢/ =n(TIRIDr, W)
Compares C, 7=C,

Selects a random number r;
Computes SK:rj.q, D, =rP

G, =D+, L =h(TJRID, |n(D)IW)
MID, = E, (RID,Ilr" ** )&h(r,)

Checks AT,
Computes D/'=G —C

L' =h(GIRID In(D)IW)? = I,
Computes SK=r,D; =r,r; P
Saves CID, = MID,®h(r,) in SC

Fig. 2. The Proposed Authentication Scheme

4.1 Registration phase

LAFRAR: ARAIO] D9 A PW,S Mehah
AHAlo) Al2HY T2 et

2AHEARE Gen(T;) = (0, 0,)5 AXtet & d4 7,

Awo}oq RID, = h(ID|| )2} A, = h(PW,Ir,)
Artste] PRt AfldS Eal AsofA Eld.

3.8 S= RID;°| BiddS 4535t, 1 ol B
& 4L W=h(D,zlIRID,), B;=h(RID,|A;)
WS ARG, B E Al TS|
7] 22 CID, = E, (RID||r,)& A5},

1AW S A0tEFREC B, CID, h()& Rl
QMR AidE &stol ARgATOA Hl.

P

AHEAE  F = h(PWlo)®r, € =h(ID®
PWr,) & ARtste] AntEzteo] A1Rsic. Aot
Esleole 25X 0R (B, C, F,CID, h)Pt A
Al

4.2 Login and authentication phase
LAWAE ID,, PW,, T;2 QJ2stel, 7ked A5e
F2BE G4 /S AMSH W &, 7t=0] 294 7
5 g2 NP

0;=Rep(T;, 0,). v, = h(PWllo,)&F,

13 13

C,' = h(ID,®PW,dr,)? = C,
Gk C7t Yot ARBAR: A = h(PW]lr/),
RID; = h(ID|lr/ )& AkkslL, @ r,9F HIA
]o 72 st og dsS A 3
{1\, Gy, CID,, C}2 Aol A&t

W' = B:® h(RID||A,;). C, =r/P,

C,=r,®W, C, =h(T|IRID,Ir||W)
2.8 BrIARIE T o] B 1A5sto] Efdst
W AHAIQ] v|YY] 22 CID, & 533510 RID, S
Uopd & of3-2 ARRITL

W= h(ID,lz||RID,), r, = C,® W

C,/ =rP, C =h(T, IRIDIIrQ W)
bl €, b C,7t SYFHA] Hlwsto] FUsHH T
Zorp, U9 EfJARET 7,3 APAStol, ok 3t

== et & ABAA{T,, MID,;, G,, L;}&
s
SK=nr,C,', D, =nP, Gi=D,+C;

L, = h(T|RID, ||h(D,)|| W)
MID, = E, (RID,|lr"" )& h(r,’)
3AME A= EfIARID T,9] EVAS 7AS5sto] By

StH L, ' L7} 5LSHA] v|ushyl, 59T 4 Al
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A7) SKS} CID, & Axtste], CID, & 7t A
ettt
D, = G,— C/,'.L; = h(RID,[Ih (D IW | T})
SK=r.D,, CID, = MID,®h(r,)

4.2 Password change phase
LAARE ID,, PW,, T, Y2istol, T 7lkte A

gtk ek ¢ab 67t SBst A, = (P
r.), RID/=h(ID]lr;), W' = (RID|]|
A AL, TR ow Mg Fagit

BDh
o,=Rep(T, 0,), r,, =h(PW]llo,)®
C/ = hID&PW&r)?=C,
2AFERHE Al2e WAYIE PW/ " ASislol Thg
7;”}\}—0}— S qnew

v T

7 O

= 7k 0 new
m== 7]7‘: == E

=2

, Bi'll,(i'ul‘
2 ool Esict,

F = h(PW,""llo,)Pr
C" = h(ID,® PW," " 1))
Al =R(PW""lr))
B = h(RIDJ|A"*")D W

V. Analysis of The Proposed Scheme

1. Security and Design Analysis
2 RolHE Aokt A% A7)o] ekt A7) £

Privileged insider attack

Muje] LR 277} A, 9 RID, 9] 850] 458 4
<, o] ZEaRE ARl fageel p, 2 A
B U2 r, g Lolof gtk IR ZARLE o e
2jo] o} TRy Al ok TRl £ g
of7] FE0l, At A% A7 YRAREZ] Qhisic

O.

Stolen smart-card attack

Aot Q15 2710] AutETLEAE B, C,, F, CID,,
hO7F AAE} i, G 2RE HAgeS dopfd
gofof sk, F, 2RE H4 2 FEW
it} 2Lt shA| AR =2
Lopl7] o]t} £t B, 2HE 1
gorAAH RID;, W, A;7} Basi o]
Se AntEFkCo] RASHA] obect 22jog A9k ¢l
Ao MASIE 55 BT ID 55 B0l I

rulo 0

AN (o]
Ll_‘}.'—r‘ =

2_
W=

User untraceability attack

A9t Q15 Azle 2791 @A Al CID, = E, (RID,|
r)S Aasta, AMule MID, = CID, ®h(ry) S A
RollA A&sict. CID,9F CID; 2 A2 o2 dps At

25H CID;/g ¥7] Hside AHE:
atojo} 3t} T2iu} Ao Q1=
AnfEslE 24 B2 52 §

-1 o=
% gtk

= A

A

ol

ruQ

Replay attack

A2 2L Table 12 Aok 915 A7 WAL £2 Aok A5 A7 g HAIX|o] EflAdT Ty, 7,2
A5 270 oigh 24 Az, 3400 tigt Aol xpgstol EjolAaEimo) ol xjo]2 wlx| AZ3t Sof o}
e e VIR WSk I9A Y e - V18 g wge magstc a2 Aok A Azle Al
i 37A0] ersih
Table 1. Comparison of Security Functions and Design Defects
Mishra[6] Xu[3] Amin[2] Liu[10] Hwang[11] Proposed
User anonymity - v v v Vv Y
User impersonation attack - - - - - v
Server spoofing attack - v v v v Vv
Stolen smart-card attack - - - - - v
Privileged insider attack v v - - - Vv
Offline password guessing attack v - - - - v
Replay attack v v - v Vv Vv
Known-key attack - v v v v Vv
Session key attack - Vv - - - Vv
User untraceability attack Vv v - - - Vv
Design defects - - - - - v
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Known-key attack

A9k Q1% A710) AJ7]= of HMdoich c}%

gsto] Ats}7] o, BRI} Qole] A
haL GRIaf o 348 AHstol offte] i ﬂ
AliUi7] ot} ERE, QFAIRH A= ﬂ
At ARgAtet A Qo o] 2g mes| o
7] =% BT Qhdsich

v o mjw

gy
% Moo

2 r_.>1 ~ r
ol
o

> 32 0

r-lu

Improved design defect
Ak Q1% A7 52 ool ALgALe] RID A

< ZEslo] SU AR 022 vix] AE) 12
22 At AF 24E AgRel F99 BAE Lo,

9 2 BALE ApAstAC

2. Performance Comparison
Table 2= Aot Q1= A7y} WA=l ECC Q1% AFE
wAgEZlog, 2701 ©A

of tigt AL EE vl 7 ()8
Q1Z GAOIANY AREANRE Ay Fo] Al =S +4
gt ol T, Tours Ty L2121 ,,L% FAZAmS Ll
T SiAlES, ECC A1 4L thi719] o - Eoet A4,
J2]a Bge] Al Aibs UERHTE 78 AAke] ARiAlE
2 (0.00032s, 0.0171s, 0.0056s, 0.0192s0]|1, HA] =&

Al Ty= Ty = T, = 0.0171s0]CH12][13].

Fig. 32 23913 Q15 ©AI9) AR8AH St A 0]
o] z}ze] ARARE, T2l 7t ZolAe] AA A
 Uekd 2102 Aot 15 &g% AFER o3
E:]K] HALS: &

e a

el
E
A
(o]

o83 B9 95 ASo] F2 0.1% tlel AR
2993 & 4 o0, HA] £F b2 2T AlRF Q!
5 A70E 0.1% do) APARIS AL 2 4 ek
Table 2. Computation Complexity Analysis
User Server
Mishra[6] 87T, 51, 2T5Jm
XU[3] T +3 I;mul T +3 I;mul
Amln[z] 7T ZI;mul 5T 37;"“11 271J7r1
L|U[1O] 8T+2];mul 5T+3I;mul 271J7r1
HWang[11] 9T ZI;mul AT 37;"“11 271J7r1
The PrOpOSed 9T +2];mul T 5T +3I;mul 271J7r1

Fig. 3. Comparison of Rum Times

VI. Conclusions

‘_71101]1\1 A}_Q.K}J] Alg
A= 7AZ35HR] oot, A|gt o% AZIO|M= ARt 19
OtAA ZAO|M T YHEAL Aot
ALOFEZIE BA] 4(_3'_7_1 Qmgjo] IjAQE EE TA A
q

A7 =F 34, AHAT A7 A 54 Soll o

AE 2102 BAEQIL, B3, ARSI EME Bix] &
5 S AR 71EY A 2100 FU B
o

\_.
S Qo] 7leigict 1302 @ w2op Aok o
5 A7ie T AEYS W 2E TMS 95 A7)
3
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